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E§ Fortinet CA_SSL C=US, ST = California, L = Sunnyvale, O = Fortinet,...  Thisisthe default CA certificate the SSL Inspection ...
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B o-hiZnE @
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BF Fortinet_Wifi C=US, ST = California, L = Sunnyvale, O = "Fortinet.... This certificate is embedded in the firmware andis t...
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@© HTTP

HTTPH—/{@URL | http:/mpkicrl.managedpki.ne.jp/mpki/M

@ LDAP

(O SCEP

11



(tH5E]
BATED CRL DEFMEFRE(G CRL OBZIERE (NRA-PKI TIE 10 BfE) &22DFET,

m CRL EB¥EIRDEE
CLI O>V—ILZE> TUTIONYY RE<>DHRZEBDEICLTRELET,
[update-intervall (CEHREE () ZEELTIZEUN,

config vpn certificate crl

edit <CRL DEFE >

set update-interval <{EEDfE>
next

end

HMENEBESN TV ERHELET .

mEERIYR

show vpn certificate crl

(FREMEEREmE(H)]
CRL_1 OEHRFE (update-interval) % 3600 (%) (CE&7E

FortiGate-60F # show vpn certificate crl CRL_1
config vpn certificate crl
edit "CRL_1"
set range global

set http-url "http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl”
set update-interval 36080
next
end
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CRL(ZEHUR MDD FELSEUS TERWVMEEIE OCSP L AR A ZHH L <120,

OCSP L Z7/R>4 URL
http://mpkiocsp.managedpki.ne.jp/mpkiocsp

B OCSP L AR>S DERTESE
CLI O>V—)L&EF>TUTIOYY RE<>OF EEBROEIC U TEHRELET,

config vpn certificate ocsp-server

edit <{ERDIE> X @& T(E mpki_ocsp

set url http://mpkiocsp.managedpki.ne.jp/mpkiocsp
set cert <Hf# CA DF#FE >

set unavail-action revoke

end

exit
RENEEENTVWDIHZEHRELET .,
BRIV RO

config vpn certificate ocsp-server

edit <iE UZERDIE>
get

(EE e TEmEmO#H)]

FortiGate-68F (mpki_ocsp) # get
name : mpki_ocsp
url : http://mpkiocsp.managedpki.ne.jp/mpkiocsp
cert : CA_Cert_2

secondary-url
secondary-cert
unavail-action
source-1ip
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BRI RO

config vpn certificate setting

get

(EXE 5T

EEO(H1)]

FortiGate-68F (setting) # get

ocsp-status
ocsp-option
ocsp-default-server

interface-select-method:

: enable
I server
: mpki_ocsp

auto

: enable

: disable

: substring
: subset

: substring
: enable

check-ca-cert
check-ca-chain
subject-match
subject-set
cn-match
cn-allow-multi
crl-verification:

expiry : ignore
leaf-crl-absence : ignore
chain-crl-absence : ignore
: disable

strict-ocsp-check
ssl-min-proto-version: default
cmp-save-extra-certs: disable
cmp-key-usage-checking: enable

14

: Fortinet_SSL_RSA1824

: Fortinet_SSL_RSA2848

: Fortinet_SSL_RSA4896

: Fortinet_SSL_DSA1824

: Fortinet_SSL_DSA2848

: Fortinet_SSL_ECDSA256
: Fortinet_SSL_ECDSA384
: Fortinet_SSL_ECDSA521
: Fortinet_SSL_ED25519

: Fortinet_SSL_ED448

cert-expire-warning
certname-rsal@24
certname-rsa2B848
certname-rsa4896
certname-dsa1824
certname-dsa2e48
certname-ecdsa256
certname-ecdsa384
certname-ecdsab21
certname-ed25519
certname-ed448

EENSDIHBEEUTIVY RESECEELTIES,

config vpn certificate setting
set ocsp-status enable
end

exit
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[D1—HRERELE] - [I—HFJIL—T1 h5 [FiREk] ZERUET,

el iG 0F-Dev - = l':{ -

[+ s ||o Qsx

E2Tn i TN—TFa47 S AIN—%

2% Guest-group BI7r172x= 2, guest

[ SSO_Guest_Users B Fortinets >4/ JLH 1 > 7 2(FS50)

O 2 test-ino-group

BI7717ox—) & test-ino

L a—-¥& B

a—F e
a—H¥IIN-7

¥ 2 e

UE Sl ) R

THRORARDIEBZREL OKZ2T' v I LET,

FRA-—FIIN—TF

%Al IPsecGroup
AT Z7ATF 24—

Fortinets >/ L > # > (FSS0O)
RADIUSZ, 47 L1 > A 2+(RSSO)
TR

A IN— k & |PsecUser x

\_ J
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3.5. PKI 21— DIERK

SEBAEERIZIT D 1 — U DORMERTET 2/csd. PKI I—HDIERZEITLET.

[D—YREBEE] - [PKI] &&RU. [#ARIER] ZERUE T,

Bl HITIU b

72 MEE
LDAPH— /X
RADIUSH—/X

SCMZZA4TF> ~

IhUNBDEEA

FortiToken

PKI

~ WiFi& 2 vF2>+0

TRIOFMMENDIEEZRTEL OKEIUYIUET,
PKIZ—H DiEE

ey} PKluser
#7212k  O=NipponRA

CA CA_Cert_2 v

O Z“ER5EE

m TS

& ERDE

BIZI O EEBDE X (HE 1] 281
CA: A >/R— ~UCHRIEERRE

X ZERBLEMHE(ICICU TERELTLZE,
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(2 1] I U MIDNT
AT DEAEZ T I U MCKDHIBRLET, SAEOHY IO 0 (14) THIRIDHES
(F. [0 = xxxxxxx] DEEXTANDLTTFEU,
ZHDIZE. CA THE UICHRIEIAZE DR EE CTHIT UZEIIAE ZRELE T,

(#5E 2]
[I—PREBEE] (C TPKI] MIEEMNRVMEE(E. CLINSUTFINY RICT—EERLTIZE,
TiRRCEERENSOJ 7D MU, BEOJA> 95 EEREMRC [PKI] ODIEENRRSNET,

config user peer

edit <1 —H%&> XEBDE

set ca CA_Cert_1 (CA_Cert_1 (IHREFEERAE. HE(CIGU CTRAIIZESE)
<Email 7 RLX> (& T UI TEETRE, SRE LR TE OK,)
end

exit
(fE 3]

uunE%ﬁ‘t 'ft(L.B(rT%?) LF FUZ l\n %‘11?517/3—'&(3: I—CAJ 73\|E|uqu)%U) PKI 11— ﬂ&%ﬁnun
D PKI 1—H%ZZNZTAUERMR L T, 52D PKI J)L—FICTE PKI 1—HZEEIMULTLEEUN,
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i FortiGate-60F-Dev
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VPN
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SCMZZA4 T+ IRUDBDFEEA

FortiToken
PKI

_ WIiFi& 21 wFa> bk
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DIIN—T(CEDHSD PKI 1—H&EIRL [OK] 20Uy ILET,

FRPKIZA—H S IL—F
AT PeerGroup
A )N\—  db PKluser ®
a5 PKluser-G2 x
(2]

ELROHARAKCHITDVILF FSA MEEZITIHER. [BFREEED PKI 1—5 E#E85H5 0 PKI
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