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BET: IP ZRLA(L): Hi—H0):
[https v|| 7m0 P 7RLATAT v s3]
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DEMO V|!| EHR(L)... || =RV |
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@ https MEM=NEC &Z2HRUEHED 2T UY T,
2 T

&F  FAME A-b  IP FFLA S FER EhN(A)...

hitp 80 *

https 443 * | HEE(E)...
(#5E]

Windows Server 2022 D IIS ([CHWTO S 7> MEERREREE T D & <I&fit C=a0VEEa (1.
I\ > RERENMS [TLS 1.3 over TCP ZERNCIT D] (CFTvIZANTHIRULSTZESLN,

ek /YR DB 7 X
AT IP PELA(): i~ O):

hitps v| [FER0 P FRLAIAT ][z ]

AR (H):

| |

[ #-I{-2=FTEERTIN)

[ @ 1513 0ver 1P 2213 28) | O QuIcEEAELET W)

O L TS #8523 3(6) [ HTTP/2 EEHIZLEF (D)
[ ocsp A7-TU TEEHICLET(S)
SSL EFEAS(F): _
#ER v|| =Ro. | [ =50
OK el
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3.7. ERALDEKIE

O AFIEHRD Web 7TUT—2 3 >ZBIRL, /<T7TUT—23>> IR—L->"

w2,

F » WIN-NBSSDI9ISHG » 44 » Default Web Site » NraPkiDemo »

AME) BAY) AT

@.- [ |2 |8
6 X- A=
&85 WIN-NBSSDI916HG (WIN-I
& FAr=2ay =0

& /NraPkiDemo #i—L

LT - ¥ HEE(G)
s
£ n

- FATER(A) | Sn—TiE:

e § @ B
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A 2D L]
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MFa= Ty -0 DHIEM
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TN EIE [ERI-

ER BREOFF1N dmhFeeia
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3.8.1IS &3t 1 Yy EZI/KAI UL—)L) DFE

O AFIEFZRD Web 7FUH—2 3> %38IR L. Default Web Site /R—A>"1BR T« 5—"%"45 T
IWoVUw g,

@ |O » WIN-NBSSDI9I6HG » H4F » Default Web Site » | il R
TrAIE) F|RN)  ALTH)

0 Default Web Site 7h—/A

B I9270-5—
FHEASTRIOIRE...

T4~ - VERQG) - GIATERQ) |-k

-
& =i EE| = SELOEE
FASHOS \OF5— T ESa-l  OIRE EF S
=S %) EEEE..

5 iy = o= TV —2ax0FR
(V] e B &% = FEF LSRR
= W = | el —
WEOSX whtrsa REEM  BE B0 b e

EriE
=2 Bt
=
EHIT 8- Web - hMDER
] *:80 (http) £88
] *:443 (https) S8

[ Hagea— |12 2oy Ba— HREE...

@ to>3a>onU X k5" iisClientCertificateMappingAuthentication”z &R,
system.webServer/security/authentication/iisClientCertificateMappingAuthentication Z &R

@ BERIT5-

4232(5): |system.webServer/security/authentication /iisClientCertificateMappingA

-3 system.net ~
e ﬁ system.transactions —
ﬁ system.web
-3 system.webServer
B-E3 security
-3 authentication
: J anonymousAuthentication
J basicAuthentication
J clientCertificateMappingAuthentication
aiuielnl

f d i

appingAuthentication

..... f applicationDependencies
..... J authorization
----- J dynamiclpSecurity
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® "enabled” MOFILY T AZ1—H5"True” %R,

0 BRIT 19—
#45232(8): system.webServer/security; - 15FT(M): ApplicationHost.config <locz ~ |
4 BRFEOJ)A: MACHINE/WEBROOT/APPHOST
defaultLogonDomain
True W
legonMethod
manyToOneCertificateMappingsEnabled alse
manyToOneMappings [COUTC=1]
oneTeOneCertificateMappingsEnabled True
oneTeOneMappings (Count=0)

@ %3 1 IvEIMAl UL—IL) ZRE,
ManyToOneMappings DU X MRF > &I w2,

o BRIT(9—

h2ax(s): system.webServer/security/auth ~ 15FF(M): ApplicationHost.config <location ~

4 BFEO)A: MACHINE/WEBROOT/APPHOST
defaultLogonDomain
enabled True
logonMethod ClearText
manyToOneCertificateMappingsEnabled True
[menyToonetiappings [ ]
oneToOneCertificateMappingsEnabled True
oneToOneMappings (Count=0)

® JLU23>IF«45—0 “emzoJvo.,

name description enabled permissionMede userMame password TP JCZ AwHSIY
gRTII?

® 7
A543 AL
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® “ManyToOneMappings"®F0/\F+ Z:&E. ("rules"DKE(FOLIETITNET,)

(1)enabled — “True”

(2)name — {EETIEE

(3)password — FIE 3.3 TEKLIE OS 1—H—D/)\ XD — RZEE&TE
(4)permissionMode — “Allow”

(5)userName — FE 3.3 TYERR U7z OS 1—Y —%&3&TE

description enabled ~ permissionMode userName password IR

I I N T i i

| < m

description

enabled True

name # Demo

password ooecceeRee
permissionMode Allow

rules (Count=0)
userName inetUsr

Aszay
B
IATH7

|| B o7O/7 4
1=

X EE

® T
AS54> MLT

@ TOXF 1 D"rules"=&RUII X MRI>HEIUW T,

description enabled permissionMode userName password IVM R SUssas -
True Allow inetUsr R R
Bm
IATH?
‘B 0707+ =]
EEOOw)
description X B
enabled True ®
name + Demo AU NV
password 00000 OOOODS
permissionMode Allow
(Count=0)
userName inetUsr
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FrzCRRENZIL O3> IT«F—D"BM 20 )y ULT, "Rules” (HJZx oK) oTFO
I\« &ETE

(1)certificateField — “Subject”
(2)certificateSubField - 0"
(3)compareCaseSensitive — “True”

(4)matchCriteria - OS54 T7> NIBEOY IS 10 hEIEE

certificateField certificateSubField matchCriteria compareCaseSensitive I /(X AWHYIY

NRADemo True
IRTH7
BH o7 0/7+¢
EEnOvY
i K B

® 7
A34> N

Subject o

T S Subject
(o]

certificateSubField 4
compareCaseSensitive ¢ True
matchCriteria

© BE. "8mzoYUvy2oUT. "rules” (FiT17m) OTO/\F 1 ZHE

(1)certificateField — “Issure”

(2)certificateSubField - 0"

(3)compareCaseSensitive — “True”

(4)matchCriteria - BITTHAEOY I 10 hEIETE

certificateField certificateSubField matchCriteria

compareCaseSensitive I>MJ J{Z

Subject
Issuer

o} NRADemo True
(o] Nippon RA Inc. True

o3y

FATHUP
m HH 0707+
EENOw

certificaterield ¢ Issuer Xz
certificateSubField ¢ 0 @ ~7
compareCaseSensitive + True AS54> nLT
Nippon RA Inc|

XEAF. (1), (2)AYAND TEHUTZHE. Sl n g 3)IL—ILERDFET.
(1)Subject : 547> MEBBED Y T 10 MEIRD”0"HY. "matchCriteria” TIEE SN/SEADR
FRILCHDI L
(2)Issuer : F4T7TD"0"M. "matchCriteria” CTIEESN/TZHA RA DRFRETHD &

22



AL 023a>TI5«4F—Z2INTHAUT /25—y b 412TAX=-23> —EX (IIS) Y=
—ZvO"ERET )Y I U TEEREZRT

@ » WIN-NBSSD19I6HG » HAF » Default Web Site »

TrOUE) TR(Y) ALT(H)

-z |8

@ ERIT5-

th}g)(&); lteMapp

ingAuthentication

~ 35FT(M): ApplicationHost.config <lc ~

4 BZEOJA: MACHINE/WEBROOT/APPHOST/Default Web Site

defaultLogonDomain

enabled True
logonMethod ClearText
manyToOneCertificateMappingsEni True
manyToOneMappings (Count=1)

oneToOneCertificateMappingsEnab True

oneToOneMappings

(Count=0)| [

w3y ©)
'iomToOneMappings' -3

o)

BEEORE
® 7
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3.9. SSL&%E

O5AT> NEABELEE B SSL OS> MR EERT B,
@ Z'K%E”E;(‘j‘ﬁaj Web 77 Uo—=3 \/;&EJ:RL/\ /< leJb-_ > 3>> ;IR—/A—>"SSL 5’2"@"7&9‘\7‘)1/

oUw o,
é’ /NraPkiDemo /Ri—1A
TG - WEEG) - G IRT
11s
By K e
€ o | 8
HTTP [5&n IP PRLASE MIME 0FE  SSLBE [
we— UFAL D,
g o ¥ B
TR Eﬁzﬂ'}ﬁtﬂ Ehfreia  EEER
b
@ SSL:i&E

"SSLAWEB(CF I VI U, IS4 7> MEREDOEFR T BE"ZIER,

0 SSL 3&E

H547HERE:
O &A1)
O =E(n)
©® BE(R)

COA—TTI3. Web Y FEREFIr—3au0 S5L BETEE I A LN TERT.

® Web B —)\D IIS BiEh

o

Web 5 —/)U /R—AZ#ERL. BESZIVY T,

m | €3 » WIN-NBSSDISIGHG »

w - @

JFLE)  T|R(N)  AILT(H)

@-H|z e
= ZH_ b .
485 WIN-NBS5D1016HG (WINJ

e} FIU—3ay T
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“..[& NraPkiDemo

0’;! WIN-NBS5D1916HG 7i— /1

TS - TERG) - GINGERQ) | |
115 ~ A
it L e N =

€ n F L

HTTP & IP PRLZSL MIME 0EE 15— ~A-2 b‘—);?ﬂﬂ
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Ly

Fhr—2ay F-\OFEw
B MO
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(#2] CRL OEFEFRDEEFIEICDLNT
® ZHADOY—/UCT cmd.exe(IX> RTOYT M Z2EBEE U TERITUTIRE,
@ BUTIONY RICTERED/ (> REHRL. BRZAERRE(CHRFLET,
netsh http show sslcert

Administrator>netsh http show sslcert

Certificate bindings:

IP:port :
Certificate Hash : 3¢50 f 49 5bc4815675d4
Application ID : {4dc3el181-e] a2 0 9 0b@914}
Certificate Store Name : My
y Client Certificate Revocation : Enabled
ify Revocation Using Cached Client Certificate Only : Disabled
ge Check : Enabled
vocation Freshness Time e
URL Retrieval Timeout )
Ctl Identifier : (null)
Ctl Store Mame : (null)
S € : Disabled
: Disabled
: Disabled
t Set
Disable
Disable
Disable
Disable Stapling
Enable Token Binding
Log Extended Events
Disable gacy TLS Versions
Enable
Properties:
yId
Receive Window

PropertyTld
Properti

ertyld
Extended Properti

PropertyId

® HUTIOVNY RICTERED/ 1> RZEHIBRLTLIZEVY (QTHERUIZ IP:port DIEZIEELFE T )

netsh http delete sslcert ipport= x.x.X.X:xxX
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@ UTFaOY>RICTUNA S ROBERZELET .
netsh http add sslcert ipport=x.X.X.X:XXx certhash=XxXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
appid={XXXXXX-XXXX-XXXX-XXXX-XXXX} certstorename=xxx verifyclientcertrevocation=enable
verifyrevocationwithcachedclientcertonly=disable usagecheck=enable

revocationfreshnesstime={EED#UYE urlretrievaltimeout={FEDEUE

X DE (CFQTHEERUTEABTZU T DEFRICRAURITU TS EE,

ipport = IP:port M1l

certhash = Certificate Hash 1

appid = Application ID DfE

certstorename = Certificate Store Name DfE
verifyclientcertrevocation = enable
verifyrevocationwithcachedclientcertonly = disable
usagecheck = enable

revocationfreshnesstime = {ER DB X

(BEF#FhRD CRL ZF T v I I DR (7))
urlretrievaltimeout = {EEDEUE X

(FEBRERM—BEDRUSIITN Y A AT IR DEERE (ZUR))

XAFIETEREERBDERTI . BENNSTTEZTBESELLEMELRWVWEIEEHEN S 2NET,
revocationfreshnesstime=3600. urlretrievaltimeout=300000 COEMEHERIEITETTHENET,

B ET CRL OEFHEROEELITTT T,
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3.10. 547> MIRAEDEHRSER (51772 M)

Web 7T UGS —2 3 > DFRECRAT D051 7> MEAEN M2 /R— hEN TS Z EZRIR(IC,
AAEOABTZHR I DFIRZILH LUK T .

@ mmc DFCED

Windows +—Z#TF L. 8% T'mmc” EAHL. "Enter"Z#HTFULZET,
@ RFvITA>DEN

D7 A>Ty TA > DENEHIBRZER,

Y- - 1329-b -N
B T7LUE | BEA) EBRV BREAYO)  94UEIW) ALTH)

e FRIERN) Ctrl+N
= O Q0 [
EBERES Cirl+s
EHERITRFA).
| zrvroemeamm.  cnm )
A7I2IP)-

1 C¥Users¥.. . ¥30Y- )1
2 certmgr

3 eventvwr

4 compmgmt

BT

® EEEDFHEICHDIIMAEER, "EMNZT IV T,

AFyT4UD:EME AR X
IVEI-5-TRIBTEIRT YT VNS I0IV)-WERT ATy VEBRULY. BRUEATY T VEBRLEYTERS. MEAREATYTI VTR,
LDEEEENICT INEWATERT.

HETEIRSYTAAS): BRENEZFYTAU(E):

AF9T4Y K- A Eavy- -+ HEOREX)...
B tF¥IUFOERESH  Microsoft Corp... —
@529 25va-5 Microsoft Corp... AR
P FAINER Microsoft and V...
& FIARIF-J- Microsoft Corp... EABEU)
&7V71- Microsoft Corp...
®/(72-TAEI5- Microsoft Corp... FAZEID)
A 7405- Microsoft Corp...

ERy-nE8tyh Microsoft Corp...
B ) -7107eUE-F PIHA Microsoft Corp...
Wo-nl iKyo797 Microsoft Corp...
&o-nl 2-F-LI~-7  Microsoft Corp...
@ £575- Microsoft Corp...

BEIR-TJv- Microsoft Corp...

l @ Microsoft Corp... v BEEBEWV)...
RE:

HASATYIAVEE L -~ H-ER $ERIVEI-F-OERIAN ONBEBETELT.
Fovl
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@ FIREXRFYITAZEEICT I-—Y7HI> NZ&ERL. "RT""2IOUY D,

EEREATYI(Y X

I0ATYIAUTEET SEHS:

@1 FHIINM)

OH¥-EAFNIVNS)
QaVE2-5-FNIINO)

<R3(B) =T oot

® AEE (BIRSNIERAFTYVITA) (CEEHE - BEOI-—HY—-"IERRSNEC Ex2EREL. "OK'%
oUw 2,

AFyTAUDEME AR X
JIYE1-5-TRIRTEIRF Y UA6I0I /- M ERTIRT I VEERLEY, ERULERT v/ JEERLEYTERY . BEFELRTYIM TR,
EDHEEEHITINEEATERT.
FIBTESAFYTIVIS): BRENAFYTAUE):

ATy Rye- 2 LEDREX)...
B FUTOBAL ST Microsoft Corp..
@527 Arv1-5 Microsoft Corp... AIER(R)
FFRIDER Microsoft and V...

& FIAA RS- Microsoft Corp... ENEBIU)
&FLIA- Microsoft Corp...

®(I4-TVRE5- Microsoft Corp... TFARED)

17405 Microsoft Corp... 2I0(A) >

ERfyy-nEstyb Microsoft Corp...

B -F27LUE-F TIER Microsoft Corp...

Wo-nl 12797 Microsoft Corp...

®o-n)L 1-F-LA-F  Microsoft Corp...

@l ZH7A5- Microsoft Corp...

r: Microsoft Corp...

SEEE Microsoft Corp.. v BEEEV..
R

FASA T VEESEI-T-. 4-EA, 2RIV 5-0TAS AT ORDERETERT.

[ o |l #even

® "3>V—)UL—h"-"ERE - IREOI—Y—"->"@AAN"->"iEAZ ZRIRL. RSN EEEICEK
REND T EZMEER

& IV [20Y-) - MRS - BEQ1-T-HEAYERS) - o X
TrAWF)  BIEA) BRNV)  BRECAYO)  YEIW) ALTH) -
e 2m 06z HME
3=l g5 - Bz R b 2otz ||t
~ & ZIREIWA TARO Nippon RA Certification Authority 3 G2 2026/02/07 7547 NER 128401134 | EFEAS 4
fEOiBiE

RSN
1 I5-TMA0EHR

7 rrAEsARE

= Active Directory 1~ #7190
» [ EWShiRTL

[ E@Eh Vsl RS

3 #=F /(-71 )\~ MEESA AR

o EEshia-Y-

O I5ATINERRTE

£ 2¥-b D-FoE#ENLL-H
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@ FTRSNITEIRAEZS TILoOVy o LTONT 1 2R SED.

a EEE x

= 28] EFaoe

f/ ENEOmE

IOENBOHN
« UE=t J/E1=F=1 IDEEATS

RiTE: REIWA TARO

RiTH: Nippon RA Certification Authority 3 G2

FEMARY 2025/01/07 5 2026/02/07

{ IOEWRCHET IRES-ETOET,

LEB. “FEH"STEERL. 2DDT 1 =)L RZEHRLET.
(1) ®17&

al EHEE X

28 R g8

BRE IR

21-IE & s
BN ]

Elwrigs 0300745¢

I BEFLIVAL sha236RSA

BE-ZACTN 5 Ur (N sha2s6
RS Nippon RA Certification Auth._
[ amumonns 2025% 1878 70732
C#anumonT 20262/ 78 70732

47U reiwa-taro@nrapkijp, REIWA

PNES RSA (2048 Bits) h

CN = Nippon RA Certification Authority 3 G2

o - apanha . “RITE"IOSA 77> MEIRE DA R UE T,
CN=ZIBAHLES (1T - 5R3LER™)

(& (& Nippon RA Certification Authority 3 G2)
O=R1TREZEE I DHZK RA DRFRIC

e | CH

TONTADIREE)- FPANCIE-C)
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)7z obk

al EAE X

28 A EHDIA

BTG | <IAT>

=W E [
St-vay V3

[s7neEs 0300745¢

BET3=0rN sha2S56RSA

JBaEMNa FLTUAL sha256

IRiTE Nippon RA Certification Auth.

ClammmoRs 20251878 70732

JEmBEoRT 2026728 7H 70732 R _ _ R
T o iroBapiin KA “OITTONEBOSAT7> MEAEZEMN SN —Y—

48B4~ RSA (2048 Bits)

E = reiwa-taro@nrapki.jp E= E >( _) |/7 H I-/X

ICN = REIWA TARO
[OU = B5CE7064D7FE030400947TACEBO976B6875BCBETY

oy CN= Befil—H —DRFHR
OU=NRA-PKI >~ XF LADI1—H—ID
i [ O=EADEFRR

Cc=

© &R, “FERAD/(R"FT7ZERL. FSEAED) (X 2.

o ERE ®
£ f£3 ] Efo/

EHDIAP)

S Nippon RA Root Certification Autharity G2

b “SEBAE D/ CR (& NRA IS4 77> MERRE DRI HE &7~

3l 12840.113549.1.9.1 54 1614726569761 207461 726/406e72617¢
L/gf g o

JL— NEREIEHERS : Nippon RA Root Certification Authority G2

EAEORTNV

oK

XIS AT > MEBZEDA > R— MNF(C, SERAMBEIDIEAE R 1 > h— MU D B A,
BENRRSNEBECEZIRWVGEAZE &N E T,
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