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(MRT 71)LICX]
/etc/raddb/clients.conf

GRANED)
client private-network-1(241 {TBfhE)D{}RNZUTDE D EE
ipaddr = x.x.x.x/x %@®
secret = xxxx *Q@
DAPDIP ZIBELET
OFEBDEZFZRELET (secret (F AP AITHERENMREREFFT—(CIRXDET)

(G2TEHI]
# You can now specify one secret for a network of clients.
# When a client request comes in, the BEST match is chosen.

# i.e. The entry from the smallest possible network.

#

client private-network-1 {  —241 {TBfhA
ipaddr = 0.0.0.0/0 —®
secret = testing123 —®@

}

#client private-network-2 {

# ipaddr = XXX, XXX, XXX, XXX/ XX
# secret = testing123-2
#}
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/etc/raddb/certs/server.pem
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/etc/raddb/certs/server.key
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/etc/raddb/certs/ca.pem
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KIEETEE>ISA77> NEBEDFMIERZIT ORI X MCRL)ZRELFET .
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KU X MMIPEMEERICTIL— MIERAE LEETDIREN D D W DEM(CEH I DIHENHDDT cron

TUTORIZAOUT hZRELTZE0N,

—Ex=17% U, /etc/raddb/certs (T ca_crl.pem BMERR SN TR EEHER L TS IEELN,

(ROUT ]
#1/bin/sh
cd /etc/raddb/certs
rm -f cdp.crl
rm -f crl.pem
wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl’
openssl crl -inform der -in cdp.crl -outform pem -out crl.pem
cat ca.pem crl.pem > ca_crl.pem

systemctl restart radiusd



3.4. EAP-TLS F2GIEDRTE

EAP-TLS SRsEDsREZ LE T,

(Veap 771z [BREANT] Z8F(CEEL T,
(D71)LIIX]
/etc/raddb/mods-available/eap

(REAR]
tls-config tls-common (172 {TEE)D{IAZEUTDEDZEE
private_key_password = xxxx X®
private_key_file = /etc/raddb/certs/server.key xQ@
certificate_file = /etc/raddb/certs/server.pem X®
ca_file = /etc/raddb/certs/ca_crl.pem X@®
check_crl = yes %®

check_cert_issuer = "/C=JP/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4 G2"
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(F=7EH!)
~veonn (EBE)

tls-config tls-common {  —172 {TB{HA
private_key_password = 1234 —@
private_key_file = /etc/raddb/certs/server.key —Q

~ove (BE)

If ca_file (below) is not used, then the
# certificate_file below MUST include not
# only the server certificate, but ALSO all
# of the CA certificates used to sign the
# server certificate.

certificate_file = /etc/raddb/certs/server.pem —® 186 {TEfHA

v (FHER)

H*

In general, you should use self-signed
certificates for 802.1x (EAP) authentication.

In that case, this CA file should contain

# W H

*one* CA certificate.
ca_file = /etc/raddb/certs/ca_crl.pem  —@ 198 17E{HiA

N (BER)
Check the Certificate Revocation List

#
#
# 1) Copy CA certificates and CRLs to same directory.
# 2) Execute 'c_rehash <CA certs&CRLs Directory>".
# 'c_rehash' is OpenSSL's command.

# 3) uncomment the lines below.

# 5) Restart radiusd

check_crl =yes —® 281 {7E{hA

N (E)
In 2.1.10 and later, this check can be done
more generally by checking the value of the
TLS-Client-Cert-Issuer attribute. This check

can be done via any mechanism you choose.

# O OB W W

check_cert_issuer = "/C=JP/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4 G2" —® 300 {TB{Jik
~vevnvn (BUFAEE)
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Qts 7717 [BRERNE] Z22EZ(CEBELTTFE0,
(D71IL)(X]
/etc/raddb/sites-available/tls

(REAR]
tls (83 ITEfHE)D{}NZ U T D@D EE
private_key_password = xxxx X®
private_key_file = /etc/raddb/certs/server.key %@
certificate_file = /etc/raddb/certs/server.pem @
ca_file = /etc/raddb/certs/ca_crl.pem X®
check_crl = yes %®
check_cert_issuer = "/C=]P/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4 G2" X®
OB —/)GERED/ (X T— R (xxxx DEPD (FEEAE/ (X T — RCESHWR T ZEW)
QOWEH#D/(X  (3.3. FSAE I 7 ILOEEICTERE UL/ AR ZZH L TIZEWY)
@Y —/GEAED/(X  (3.3. stAE T 7 MILDEE(CTRE LT/ \AZE&H L T ZSLY)
@)L— REEBRZE+EZIU X DR (R LIRSS (E. ca_crl.pem DEFD % ca.pem (CEZHRX T
<fZEWY)
OFRNIABDFIVY (KR z LIEWEE(E no)
®©USA 7> MIRERITEDF I VY
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(F=7EH!)
tls { —8317HfhA
private_key_password = 1234 —O
private_key_file = /etc/raddb/certs/server.key —Q

~ove (EE)

# If ca_file (below) is not used, then the
# certificate_file below MUST include not
# only the server certificate, but ALSO all
# of the CA certificates used to sign the
# server certificate.

certificate_file = /etc/raddb/certs/server.pem —Q@ 97 7BfhA

~onn (FES)

# This parameter is used only for EAP-TLS,

# when you issue client certificates. If you do

# not use client certificates, and you do not want

# to permit EAP-TLS authentication, then delete

# this configuration item.

ca_file = /etc/raddb/certs/ca_crl.pem —@ 114 17BfhA

oo (88)

Check the Certificate Revocation List
1) Copy CA certificates and CRLs to same directory.

#
#
#
# 2) Execute 'c_rehash <CA certs&CRLs Directory>".
# 'c_rehash' is OpenSSL's command.

# 3) uncomment the line below.

# 5) Restart radiusd

check_crl = yes —® 162 {7B{hA

ca_path = ${cadir}

N (E)
In 2.1.10 and later, this check can be done
more generally by checking the value of the
TLS-Client-Cert-Issuer attribute. This check

can be done via any mechanism you choose.

# O OB W W

check_cert_issuer = "/C=JP/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4 G2" —® 177 {7B{Hik
~vevnvn (BUFAEE)
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JL®D check_cert_issuer =M F(C check_cert_o =ZiBIL TLEE0Y,

(REAF]

check_cert_o = “&Stt&RFxRLL"”

(O(&ttRFRER)DIEDIHKR S E(WindowsPC DIFE)]
[certmgr.msc] ZF41TU. [MEA] - [FEAE] (CTHROIEPEZERLUET,
SFBAEZE ST ILOU Y OTHE., Sl 08 TS 10 MiZESHRIEEL,

a HEEAE X

24 HE g0

FTGE  <TAT>

2=k & -
Bl V3
Eournss 13e59b
BT 0r N sha256RSA
ey PLIVZL sha256
O RiTE Nippon RA Certification Auth..
B TS0 202241868 112540
Elasimon T 20274268 112500

sample-taro@nrapkijp, sam..
1 43R RSA (2048 Bits)

E = sample-taro@nrapki.jp
CN = sample taro

= 9E37B650DEF4CECT41CC509D751CA8390E
(Co=nra

TONTADREE)- T7ANZIE-(C)..

(F=EHI]
~rvn ()

In 2.1.10 and later, this check can be done

HH*

more generally by checking the value of the

TLS-Client-Cert-Issuer attribute. This check

# H H

can be done via any mechanism you choose.

check_cert_issuer = "/C=JP/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4 G2"
check_cert_o = “NRA"
~vvnn (BUTFARS)
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4.1. PEM iZRAD)L— NEIEERE

BUF. #3 HP DL/RS NUICTARY BIL— MEAEZ PEM ER(CUIZERBTY .
FFEIARITZ7ANADE—&R—X MU, KFIBEZEHIC. "ca.pem”"ENDT7AILET,
/etc/raddb/certs/(CERCEULE T, (T 7AILAMERDBEICEERRETTI)

————— BEGIN CERTIFICATE-———
MIIFcTCCATmgAwIBAgIBATANBgkahk i G9wOBAQsFADBaMQswCQYDVQQGEwJKUDEX
MBUGATUEChMOTmIwcGOuIFJBIE [uYy4xMjAwBgNVBAMTKUSpcHBVb i BSQSBSb290
[ENIcnRpZm| jYXRpb24gQXV0aG9yaXR5 1 EcyMBAXDT I OMDgwM jAyMzMzOF oXDTQO
MDkwM jAyMzMzOF owW jELMAKGATUEBhMCS | AxFzAVBgNVBAoTDk5pcHBvVb i BSQSBJ
bmMuMT IwMAYDVQQDEYy | 0aXBwb24gUkEgUm9vdCBDZXJOaWZpY2F0aW9ulEF1dGhv
cm|0eSBHMjCCA i IwDQYJKoZ 1hvcNAQEBBQADgg IPADCCAgoCgg IBALh9x9q92LDN
WhaWCoPtTgNLWgCWbOENZXt4YY90oMBbxzKU6 | pMi xuHxdCv5F cct+gNWE9I8VmRVzZ
N Bz |0pUyzas jzWZLCIxacSJpxKKn3 | 1QorHsFKdEgYoe | Ebom/duj81c7r2ftP
9S3LpX776DQI6FeEVWFNkadCcUBm79Geounn8mIH5Ub1JtBLRRHF i VevKoq8UQQk
pdrRY22Nh3p0XakOMRt/sVCLA9seZyaRm/aSALTK30GMyN782H7dWHyhaZ0ed/cw
qKd5yBzWzCeBKLEz8xkoF 30z tMArPdGpQr+tz | Sp0eRuNuQPIPOpxgPD3eghX+D/
GXQaQsaa+54yx jCIr/kAUi7273DooyAFGXnheRG7EsRu8mX5vRi JZPt1YZw2 | CXu
sQmyWgOFch6Ve2 jD9kc4Idolezz1/nwdud jZaiWlykTplsT9 jyL99kQhCT0Q jAQ
wr+oxVafpAt7e jZcwOM8IH7KDQ32 i CUCMWNF i ai yyhbRkudE jto01XNN6dOBKmBx
bWOJJH2FBKHt6XhfDaGeDDi i E/iCnpSIf1UD jXkJvOI+rLWgg1PrpuOTgydj7Rn7
X2RNRr 2WE9bt1Db68RVMEZzWWBET JxZaQwYtaOW0f6iG+Ssr5deefoppyfh00esrx
Bei2nkh UG/ /TakcBMMaFuox3ROJPWRFAgMBAAG jQ jBAMASGA1UdEWEB,/wQFMAMB
Af8wDgYDVROPAQH,/BAQDAgHGMBOGA1UdDgQWBBQTr jzkvfDAcNazgpqjawHo | kx2
T jANBgkghk i GO9WOBAQsFAAOCAZEAQi thspZy jJ6 jS8tZbVEQtMxS9dx8tHUFKb3I
N+P2D2KkLgF+1VKX2MY /+8,/VhzYA10/4kvHNbXFMco70btw37bumkCeCT4B8pZZe
Ao7ixh9m40XBYWn7APvwX i BFOG4YEwmhS98 jNxzOMj6GhuCOGeKbkUWbZxbNH9av
WGPHgFPQ5 | gPBaW5g | aOmLDPd+alnc i JCtfNiB+cVghrCs300uMsBPsLQeaoVFSc
6Apk1vOA jWArg1PFtvRfFalEzGLzdsxT/PYtX/5e | xAlYbeBUF 7GLy0SXtTG+P8V
DbpF 7b90KmvEx42b7ocOppWi I gZG76XtWuWFQ3Zo8Jzvt7p | sPd0432EJSa+QmHB
xtph2Qv7L6 jhM5ChVx i fsLYudF6n90i j/i vwN5s+eo5okle |5C1TUOgsd+mk i PdD
5eQgSExJpJ8F9kdtBXz0zG9sczaSktr2xVYOsvgtMjIBdayMU2bGwUp [ rKn8 1UWW
NphrJaTxAuQKF9qiFOVXTU/4 i gBHfkx0K05Josd 1 vG1pkODOgAm9c34wV2bsk01x
tRyxgrZa4|ey7y1Qa8egbwwKbUik5Y jOr [EZ8,/32nETJBI0HSpOevXFA4cmg9oUX
Dz j3RXMYtDaemGZ6gTCxdV7Hi4L,/0P+Z0p99zY9aNAzQW2Msv iz j2Br JTs7LpOKw
Vw8mcPU=
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RADIUS B —/\[CA—EMST7oEALizO0dZz%IHaE. UTFTHROT 7Lz (

ZEUTFSLY,

(MRT 7 1)LICX]
/etc/raddb/radiusd.conf

(RERE]
Log (255 1TBfha)D{}N= AT D@D ZEE

auth = yes @
auth_badpass = yes %@
auth_goodpass = yes xQ@

QPR IIDOT A

(FRER]

# Log authentication requests to the log file.

#

# allowed values: {no, yes}

#

auth = yes —@®x342 {THHE

Log passwords with the authentication requests.
auth_badpass - logs password if it's rejected

auth_goodpass - logs password if it's correct

allowed values: {no, yes}

#H W OB B H R

auth_badpass = yes —@3%350 {TE{hA
auth_goodpass = yes —®
~vevnvn (BUFARE)
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