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CASLTM C = US, 0 = DigiCert Inc, CN = DigiCert TLS RSA SHAZ56 2020 CA1

E—|
JE-I C = US, 5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CM = fortinet-ca2, emailAddress = support@fol

] C = LS, ST = California. L = Sunmyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-subca2001, emailAddress = supg
BR Fortinet_CA_Backup
B o—hiLcAiiRE @

B¥ Fortinet_CA_SSL

C =U5, 5T = California, L = Sunmyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@forting

C =U5,5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = FGT&0FTK2107DDHB, emailAddress = s|

0 Fortinet_CA_Untrusted C = US, ST = Califernia, L = Sunmyvale, O = Fortinet, OU = Certificate Authority, CN = Fortinet Untrusted CA, emailAddress = o

B fg60f-7nrapkicom C = RO = NipponRA. CN = fgb0f-7.nrapki.com

BY Fortinet_Wifi C = US, ST = California. L = Sunmyvale, O = "Fortinet, Inc, CN = auth-cert fortinet.com
B% Fortinet GUI_Server C =U5, 5T = Califarnia, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, CM = FortiGate
B¥ Fortinet_Factory C = LS, 5T = California. L = Sunmyvale, O = Fortinet, OU = FortiGate, CN = FGTSOFTK2109DDHE, emailAddress = support@fior

B¥ Fortinet_Factory_Backup  C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGTA0F TK2 109DDHB, emailAddress = support@for
B¥ Fortinet_S5L C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGTS0FTK2109DDHB, emailAddress = support@for
BV Fortinet_S5L_DSA1024 C = U5, 5T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGTA0F TK2 109DDHB, emailAddress = support@&for
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CA_Cert 2 C=JP.O=Nippon RAInc.CN = Nippon RA Certification Authority 4 G2

B CACert_1 C=JP.O =Nippon RA Inc..CN = Nippon RA Root Certification Authority G2

R Fortinet Wifi_CA C=US, O = DigiCert Inc, CN = DigiCert TLS RSA SHA256 2020 CA1

Eg Fortinet_CA C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-ca2, emailAddress = support@fortin...

R Fortinet_Sub_CA C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-subca2001, emailAddress = support...

iR Fortinet_CA_Backup
B O-hLCATERE @

5 Fortinet_CA_SSL

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@fortinet.c...

C=US, ST = California, L = Sunnyvale, O = Fortinet, QU = Certificate Authority, CN = FGT60FTK2109DDH8, emailAddress = supp...
§§ Fortinet_CA_Untrusted
B O-hLiE @

§¥ 202302071013303

C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = Fortinet Untrusted CA, emailAddress = supp...

C=JP,O=NipponRA, CN = fgé0f-7.nrapki.com

&5 fg60f-7.nrapki.com €= JP,0=NipponRA, CN = fg60f-7.nrapki.com

55 Fortinet Wifi C=US, ST = California, L = Sunnyvale, O = "Fortinet, Inc, CN = auth-cert.fortinet.com

< i§ Fortinet_GUI_Server C=US,ST =California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, CN = FortiGate

5 Fortinet_Factory C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDH8, emailAddress = support@fortin...
Y Fortinet_Factory_Backup C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDH8, emailAddress = support@fortin...
% Fortinet_SSL C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDH8, emailAddress = support@fortin...
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m CRL EFfERRDEE ST E
CLIO>V—IL&ZFE>TUTIOVY RE<>OFEEBOMEICUTERELE T,
[update-intervall (CEFREMRE (1) ZIBEL TZEL,

config vpn certificate crl

edit <CRL DE#F% >

set update-interval <{EEDIE>
next

end

MENEESNTVDIHIZHERLET.

mERIYR

show vpn certificate crl

(EEhesRmEm (1))
CRL_1 OE#EE (update-interval) % 3600 () (TE&E

FortiGate-60F # show vpn certificate crl CRL_1
config vpn certificate crl
edit "CRL_1"
set range global

set http-url "http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl”
set update-interval 360680
next
end
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CRL(IEHURX MDD ELLEUF TE/RAVMZE(E OCSP LAM A ZHH U IZEN,

OCSP L A/R>%4 URL
http://mpkiocsp.managedpki.ne.jp/mpkiocsp

mOCSP L AR>S DEETE
CLI >V —ILEE>TUTIOYY RE<>OPZEEOMEICUTCTHRELUET,

config vpn certificate ocsp-server

edit <ERDAE> X B T (& mpki_ocsp

set url http://mpkiocsp.managedpki.ne.jp/mpkiocsp
set cert <Hff] CA DERE>

set unavail-action revoke

end

exit
RENEEEINTVIHNEHERLET,
miERINY> RO

config vpn certificate ocsp-server

edit <FREUZERDIE>
get

(5&7Es TEEOH))

FortiGate-68F (mpki_ocsp) # get
name : mpki_ocsp
url : http://mpkiocsp.managedpki.ne. jp/mpkiocsp
cert : CA_Cert_2

secondary-url
secondary-cert
unavail-action
source-1p

13



BRIV RO
config vpn certificate setting

get

(REFT TEEOH)]

FortiGate-68F (setting) # get
ocsp-status : enable
ocsp-option : server
ocsp-default-server : mpki_ocsp
interface-select-method: auto
check-ca-cert : enable
check-ca-chain : disable
subject-match : substring
subject-set : subset
cn-match : substring
cn-allow-multi : enable
crl-verification:
expiry : ignore
leaf-crl-absence : ignore
chain-crl-absence : ignore
strict-ocsp-check : disable
ssl-min-proto-version: default
cmp-save-extra-certs: disable
cmp-key-usage-checking: enable
cert-expire-warning : 14
certname-rsal@24 : Fortinet_SSL_RSA1824
certname-rsazB43 : Fortinet_SSL_RSAZ2848
certname-rsa4896 : Fortinet_SSL_RSA4896
certname-dsal824 : Fortinet_SSL_DSA1824
certname-dsa2B848 : Fortinet_SSL_DSA2848
certname-ecdsa256 : Fortinet_SSL_ECDSA256
certname-ecdsa3d4 : Fortinet_SSL_ECDSA384
certname-ecdsa521 : Fortinet_SSL_ECDSAS521
certname-ed25519 : Fortinet_SSL_ED25519
certname-ed448 : Fortinet_SSL_ED448

EENGDHBAEUTINY RESZ(CEELTIEE,

config vpn certificate setting
set ocsp-status enable
end

exit
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Al SampleVpn
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CHFIAD i0S ilHER(CT FortiClient #25 J>0O— R -4 > X M=)LULTLKZEE0LY,
FortiClient ##&1 L. [Select Connection] #45wv S UZX9,
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£ VPN VPN Done

I @ Add Configuration... l

@ Scan QR Code to add VPN
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[ZXF L] - TREBRE] ZBIRU. [1ERk/ > 7R— K1 h'5 [EERE ] Z&@RUFEY.

C=US, 0= DigiCert Inc, CN = DigiCert TLS RSA SHA256 2020 CA1

C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-ca2, emailAddress = support@for]

C =US, 5T = California, L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = fortinet-subca2001, emailAddress = suppq
C=US,ST = California

L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = support, emailAddress = support@fortinet

C=US, ST = California

Fortinet_CA_SSL . L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = FGT60FTK2109DDHB, emailAddress = s

Fortinet_CA_Untrusted
B o—-hiLEisE €

B9 Fortinet_Wifi C =US, ST = Califernia, L = Sunnyvale, O = "Fertinet, Inc, CN = auth-cert.fortinet.com

C =US, 8T = California. L = Sunnyvale, O = Fortinet, OU = Certificate Authority, CN = Fortinet Untrusted CA, emailAddress = su

¥ Fortinet_GUI_Server C =US, ST = California, L = Sunnyvale, O = Fortinet Ltd., OU = FortiGate, CN = FortiGate

§% Fortinet_Factory C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHS8, emailAddress = support@for
¥ Fortinet_Factery Backup C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHBS, emailAddress = support@for
¥ Fortinet_SSL C = US, 8T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHB, email Address = support@for|
B Fortinet_SSL_DSA1024  C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHS, email Address = support@for
E% Fortinet_SSL_DSA2048 C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHB, emailAddress = support@for
% Fortinet SSL_ECDSA256 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT40FTK2 109DDHS, emailAddress = support@for{
B Fortinet_SSL_ECDSA384 C = US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHB, email Address = support@for

E¥ Fortinet_SSL_ECDSA521 C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60FTK2109DDHS, emailAddress = support@for
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