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3.1. AP D77 Otz A% 8]

AP 75 RADIUS B—)IN\DT7 IR ZHBUET . MROI7 A )& [RERST] Z28Z(CEELTTS
LYo

IRIT 7 1)L/ (X]
/etc/raddb/clients.conf

(GXERT]
client private-network-1(241 {7BfhHE)D{}NZU T DEDZEE
ipaddr = x.x.X.x/x %@
secret = xxxx X®@
ODAPDIP ZIEEULET
OFEBDEZFZTELUET (secret (E AP I THERENMNERHEEF—(CIRADET)

(EREH!)
# You can now specify one secret for a network of clients.

# When a client request comes in, the BEST match is chosen.

# i.e. The entry from the smallest possible network.

#

client private-network-1 {  —241 {78k
ipaddr = 0.0.0.0/0 —®
secret = testingl23 —@

¥

#client private-network-2 {

# ipaddr = XXX XXX XXX, XXX/ XX
# secret = testing123-2
#3

~ovn (BUFER)
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H—)GEAZE. )L— NMIREZEELET. J7MIILAMERDIEICEERETT. AETEUATI7AIL
BICTHPLWZUF I, HERMERTRE UMBICESTRI TIES0N,

n—)GERET 7 1)L
/etc/raddb/certs/server.pem

5 —) GEBRZ DWER D 7 1)L
/etc/raddb/certs/server.key
m)L— NEREDT 7 1)L
/etc/raddb/certs/ca.pem



3.3. K& X bDEIE

AEETIFOSA 77> MIRAEDOFNH#ERZIT ORI X MCRL)ZFHRELF T,
(ENRITNEARIEB FRF VT LT ZEW)
KU X MMEPEM 2R TIL— MRS CHEE T D2 ENSG D W\ DERAN (CEH I DHENH DD T cron
TUTORIBROVT baREL TSN,
—E X7 L. /etc/raddb/certs (T ca_crl.pem BME SN TWLWBIEEHERL T IEEUN,

(ROUZT ~I)
#1/bin/sh
cd /etc/raddb/certs
rm -f cdp.crl
rm -f crl.pem
wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4/cdp.crl'
openssl crl -inform der -in cdp.crl -outform pem -out crl.pem
cat ca.pem crl.pem > ca_crl.pem

systemctl restart radiusd



3.4. EAP-TLS 25 DETE

EAP-TLS SREDsREZ LE T,

(Neap T7 L% [REANST] 2EE(CEELTTFEL,
(TJ71JLJIKR]
/etc/raddb/mods-available/eap

(HEAE]
tls-config tls-common (172 {TBE)D{3AZ U T D@D EE
private_key_password = xxxx %@
private_key_file = /etc/raddb/certs/server.key %@
certificate_file = /etc/raddb/certs/server.pem X®
ca_file = /etc/raddb/certs/ca_crl.pem X@
check_crl = yes %®

check_cert_issuer = "/C=JP/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4"

OB —/)GEAED/ (AT — R (xxxx DEFD(FEEAE/ (X T — RICESHR T ZEW)

QWERD/(X (3.3, SIAET 7 (ILOEE(CTERE UL/ (X ZiE#&H L T EEWY)

@Y —/GERED/(R  (3.3. SIAZ I 7 MILDEREIC TRE UL/ (R ZE&H L T LEW)

@JL— REEBAZE+ERZIU R bDISR (R LRV EE (L. ca_crl.pem DEFD % ca.pem (CESHX T

<TZEw)
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®©UZA 7> MERERTEDF T VY



(G=TEHI]
N )

tls-config tls-common {  —172 {TEfhHE
private_key_password = 1234 —@
private_key_file = /etc/raddb/certs/server.key —Q

N (BER)

If ca_file (below) is not used, then the
# certificate_file below MUST include not
# only the server certificate, but ALSO all
# of the CA certificates used to sign the
# server certificate.

certificate_file = /etc/raddb/certs/server.pem  —Q®@ 186 {TH{1iL

N (BER)

# 1In general, you should use self-signed

# certificates for 802.1x (EAP) authentication.
# In that case, this CA file should contain
#

*one* CA certificate.
ca_file = /etc/raddb/certs/ca_crl.pem  —@ 198 {TB{HA

v (AER)
Check the Certificate Revocation List

#
#
# 1) Copy CA certificates and CRLs to same directory.
# 2) Execute 'c_rehash <CA certs&CRLs Directory>"'.
# 'c_rehash' is OpenSSL's command.

# 3) uncomment the lines below.

# 5) Restart radiusd

check_crl =yes —® 281 {TBfhiR

~ove (BE)

In 2.1.10 and later, this check can be done

HH

more generally by checking the value of the

TLS-Client-Cert-Issuer attribute. This check

# H H

can be done via any mechanism you choose.

check_cert_issuer = "/C=]P/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4" —® 300 {TE{Hk
~vevven (BUFARS)
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Qtls D7 1)Lz BRENE] Z8F(CEEL TS0,
(D71IL)X]
/etc/raddb/sites-available/tls

(HEAEF]
tls (83 ITEFHE)D{}NZLUATDEDEE
private_key_password = xxxx X®
private_key_file = /etc/raddb/certs/server.key @
certificate_file = /etc/raddb/certs/server.pem X®
ca_file = /etc/raddb/certs/ca_crl.pem @
check_crl = yes %®
check_cert_issuer = "/C=JP/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4" X®
OB —/)GEAED/ (AT — R (xxxx DEFD(FEEAE/ (X T — RICESHR T ZEW)
QWERD/(X (3.3, SIAE T 7 (ILOEE(CTERE UL/ (X ZiE#&H L T EEWY)
@Y —/GIEAED/CRX (3.3, FAE T 7 MILOERE(CTEE U/ \AZzE&H LT W)
@JL— REEBAE+EZIU R bDICR (3R LRV E (L. ca_crl.pem DEFD % ca.pem (CESZHX T
<ZEw)
OKMIADFTVY (K zZ LIRSS no)
®©USA 7> NMIREFRITEDF T VY
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(F=EHN)
tls { —83 7B fhA
private_key_password = 1234 —@®
private_key_file = /etc/raddb/certs/server.key —Q

~vvnn (BER)

HH*

If ca_file (below) is not used, then the
certificate_file below MUST include not

only the server certificate, but ALSO all

H* H H

of the CA certificates used to sign the
server certificate.

certificate_file = /etc/raddb/certs/server.pem —® 97 {TBfhA

N (BER)

# This parameter is used only for EAP-TLS,

# when you issue client certificates. If you do

# not use client certificates, and you do not want
# to permit EAP-TLS authentication, then delete
# this configuration item.

ca_file = /etc/raddb/certs/ca_crl.pem —@ 114 7BfhE

v (AER)
Check the Certificate Revocation List

#
#
# 1) Copy CA certificates and CRLs to same directory.
# 2) Execute 'c_rehash <CA certs&CRLs Directory>".
# 'c_rehash' is OpenSSL's command.

# 3) uncomment the line below.

# 5) Restart radiusd

check_crl = yes —® 162 {TBfhA

ca_path = ${cadir}

~ove (BE)

In 2.1.10 and later, this check can be done

HH

more generally by checking the value of the

TLS-Client-Cert-Issuer attribute. This check

# H H

can be done via any mechanism you choose.

check_cert_issuer = "/C=]P/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4" —® 177 {TBfhA
~vevvn (BUTFARS)
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D547 > MRS CBVWTESHBRFRE TV IR ZHIBZ I D55 tls D7 1I)LE eap T7 A
JL®D check_cert_issuer =M FIC check_cert_o =ZiBIMLTLIZE0),

(BEPE]

check_cert_o = “&tt&amzxRi”

(O(SHLRRFERET ) DIEDHERTT7E(WindowsPC Di55E))
[certmgr.msc] ZFTU. [MBEA] - [EEBAZE] (CCHRDIEAZEERLE T,
SEREZ Y TILOV Y OTHE, FHlYT DTS T O MizIHER<IEE 0,

NG e

o ENE »
&  FE FHox
#TE)  <TAT>
2=k & -
Bl V3
Eournss 13e59b
BT 0r N sha256RSA
ey PLIVZL sha256
O RiTE Nippon RA Certification Auth..
B TS0 202241868 112540
Elasimon T 20274268 112500

sample-taro@nrapkijp, sam..

RSA (2048 Bits)

E = sample-taro@nrapki.jp
CN = sample taro

= 9E37B650DEF4CECT41CC509D751CA8390E
(Co=nra

T0I T A DIRE(E)--

T7ANZIE-(O)..

(F%7EHB]
~rrvn (HHR)

In 2.1.10 and later, this check can be done
more generally by checking the value of the
TLS-Client-Cert-Issuer attribute. This check

can be done via any mechanism you choose.

# O OB B H

check_cert_issuer = "/C=]P/O=Nippon RA Inc./CN=Nippon RA Certification Authority 4"

check_cert_o = “NRA"
~vvnn (BUFARR)
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4. appendix

4.1. PEM JERND)L— NEERRE

BUF. ¥t HP OL/RS MU TABEY B)L— MNIEBAER PEM ERICUIEAB T,
FTFEIARIT7AINADE—&R=X MU, AFIEZHFC, "ca.pem”EWVD T 7 AILEAT,
/etc/raddb/certs/I[CRCBEUET. (7 1ILAIIMEBEDEICEZERFETTY)

MI1DazCCA|OgAwIBAgIBATANBgkqghk i GOwWOBAQsFADBXMQswCQYDVQQGEwJKUDEX
MBUGATUEChMOTmIwcGOuIFJBIE [uYy4xLzAtBgNVBAMT Jk5pcHBvb i BSQSBSH290
IENIcnRpZml jYXRpb24gQXV0aG9yaXRoMBAXDTExMDgxNTAyMzAyN | oXDTMxMDgx
NTAyMjg1N|owVzELMAKkGATUEBhMCS | AxFzAVBgNVBAoTDk5pcHBvb i BSQSBJbmMu
MS8wLQYDVQQDEyZ0aXBwb24gUkEgUmIvdCBDZXJ0aWZpY2F0aW9ulEF1dGhvem| 0
eTCCASIwDQYJKoZ IhvecNAQEBBQADggEPADCCAQoCggEBAPRaasUNzgB38ZMi 7aeT
Thai jKzaBaNOUWL9Czhb30b/L i 5KEQr Az2PegOwZns6b-+F/4Q0E2H2g | 9k40Be8dh
Ar Ins9tSITH6NG/rDg625rCGKj9cAiOizis2gyTptmecgMfFENQI6dcDxviuCY98dG
81TMWxKucza/rCVt5KBC5Uh17AgPA1 j5vPgXnDn9vnwV04sYqoXXa7ZRgYFc+g/h
pM/ 1gWFze1gtGLBVENY I gyd3chbVEOmMwe15NNaCeSFJbr2p/P/KA9XEmot 768M5 T
5NTIW/Cg6LJ/bm/byu8H2 jh jpQEdY35rDS0 i p20mgEJy51nWbUMgMV2SesPouV jv
x5UCAWEAAaNCMEAwWDWYDVROTAQH,/BAUWAWEB/zAOBgNVHQSBATSEBAMCACYWHQYD
VROOBBYEFBmZpk3iL3keW05k2YDn98mwn310MAOGCSqGS [b3DQEBCwUAA4 IBAQCX
Meqx614X08HFK,/XWmzBmnXbU10XG i gNK5CCmVXVM5tdVGSySW8br9c+ZUGRcadcd
6¢UA/4pIUILTqUb5TOW08+pw+egehYWeeVaoF 7T5EWLps2HBvS+Lo | PnXY/Btp88s
teacCI1QS5t i SbfuR3UDUCTGWtAUdmyGS jH60se9k/k+zLCvChOhXGaQXAeOANnE I M
n+oKqSQeSTho7+7Kxiqt jyZ2WerBaPgAFpJNu+PCpG1rXaPU87//PKaP91Yak05h
VGMOs8QANNWXVbVT0eJV79ET5ZTbtWS8x20JYRALzbLKtu9wuFd |l ocL5dWeVL6QxS
uWK INgU/oyG9yDKuoG5 |

————— END CERTIFICATE———
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4.2. O DEE

RADIUS H—/\[CA—Un5T7oRLOJZ%THEEG. UTHROT 7MLz [

EELUTFSLN,

IRIT 7 1)L/ (X]
/etc/raddb/radiusd.conf

(GREANS]
Log (255 1TBEfhE)D{}NZLU T DEDZEE
auth = yes X@®
auth_badpass = yes Q@
auth_goodpass = yes %@
OFRFAIEOOT M H
QFREERBOOT
QFREERRINDOT S

(F%7EHB]

# Log authentication requests to the log file.

#

# allowed values: {no, yes}

#

auth = yes —@Ox34217Efhk

Log passwords with the authentication requests.
auth_badpass - logs password if it's rejected

auth_goodpass - logs password if it's correct

allowed values: {no, yes}

# O W OB B W

auth_badpass = yes —@%350 {7E{1iL
auth_goodpass = yes —@
~vvnn (BUFARE)
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