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2. Username/Password Z AL TCua /A v

Welcome to the
Pulse Connect Secure

Usemname [ ] Please sign in to begin your secure session.
e

Note: This is the
Administrator Sign-In Page.

1f you don't want to sign in as
an Administrator, return to the
standard Sign-In Page.

9% -




3. NRA ®/b— FREBE, FHFEHEORE

Jv— FREAE LR AT O REEERER OFEAEZ TR URL 264U v — R,

- HHFER E(CA3)
https!//www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority3.crt

- HHFER E(CA4)
https!//www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority4.crt

- Jb— MEEAE
https!//lwww.nrapki.jp/nrawp/cert/NipponRARootCertificationAuthority.crt

X NRA-PKI v 27 AEHBEHICT, FIHEA TR 22 ) v 735 L @HAINT
WA —EZRLNFREIND, P—EZRLDH%IC (CA4) LW IHEINDHIVEL CAL, 72iTiuE
CA3 ZF|H LT3,

HAREATR K o

D H—EATFRALTIA FRE A S ORIR

FRAE AT A

—— AREATA L MAGRER
FIFE Bl

HFOY—EAZERRLTWED.

T7-1IEE | [FAFI-FA (CAT) V|

e ] R

ikiEE
test test

FrubT
BELEDLY

&t

wwwl.nrapki.cojp
cvbertrust




k> W DL A | "System”—”Configuration”—”Certificates”—"Trusted Client CAs” %
IR L. Configration [ % #/~ X ¥ “Import CA Certificate” RN % > %27 U v 735,
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& PulseSecure

& Pulse Connect Secure - Tru..

Help | Guidance | Sign Out

Configuration
Certificates.

Configuration
Neswerk
Clustaring
IF-MAP Federation
Log/Monitaring

Certificates
Device Cartificates | [TRUStad/OIeNECAS | Trusted Server CAs | Codesigning Centficates | Client Auth Cerciicates

Users can be required to present valid client-side certificates to sign in(see the realm-specific Certificate Authen

‘ Auto-import opfions... H Proxy Settings. || Import CA Cerlificate. .. H Delete. ‘

Trusted for client

&) Trusted Client CA authentication?

Admin Realms Valid dates

Admin Roles [ BERootcal Yes 2016/02/23 - 2026/02

Resource Profiles
Resource Policies
Pulse Szcure Clie:

System B
Import/Export v
Push Config f
Archiving v
Troubleshooting  +
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(& Pulse Connect Secure - Cer...

Help | Guidance | Sign Out

Statuz
C
Netwark

fe >
Import Trusted Client CA

Clustaring
1F-MAP Federation

Log/Monitoring

Cartificate file

Import from: b=

Import Trusted Client CA?

Import Certificate

Signing In
Endpoint Security
Auth. Servers
~ Ad istrators.

Admin Realms »
Admin Roles »

User Realms

User Roles b
Resource Profiles  +
Resource Policies +
Bulse Secure Client »

System »
Import/Export .
Push Config v
Archiving .
Troubleshaoting  +
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“Successfully~" &R RINIEFICA VAR — &2 E&fER L, EEHO” Trusted Client
CAs” #27 Vw7,

Help | Guidance | Sign Out

Status
e
Network *
Clustering ¥
IF-MAP Federation +
Log/Manitoring  +
Reports

Configuration > Trusted Client CAs >

Trusted Client CA

Successfully imported Trusted Client CA: Nippon RA Root Certification Authority
Certificate

Issued To: » Nippon RA Root Certification Authority

Issued By: * Nippon RA Root Certification Authority

Valid Dates: Aug 15 02:30:26 2011 GMT - Aug 15 02:28:56 2031 GMT
Detai » Other Certificate Details

Renew Cerlifical

Client certificate status checking

Signing In
Endpoint Security +

User Realms E
User Roles
Resource Profiles
Resource Policies +

Pulse Secure Client » (®) None

) Use OCSP (Online Certification Status Protocol)
Syten L Use CRLs (Certificate Revocation Lists)
Import/Export  +
Bush Config b () Use OCSP with CRL fallback
Archiving 3 Inherit from root CA

Troubleshocting  +

[ Verify Trusted Client CA

In addition to verifying the validity of client certficates, you can also verify that this trusted client CA is valid, Enabling this will check
the CRL of this cartificate’s issuer, and repsat up the chain until reaching the root trusted client CA,

[ Trusted for Client Authentication

Uncheck here to exclude the CA from being trusted for client certificate authentication, if this CA was added for other trusting purpose
such as SAML signature verification or machine certificate validation.
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Configuration
Certificates

Canfiguration
Network v
Clustering v
IF-MAP Federation +
Log/Monitoring  +
Reports

Certificates

Device Cantficates | [TAUSd/CHENECAS | Trusted Server CAs | Code-signing Cenificates | Client Auth Certficates

Users can be required to present valid client-side certificates to sign in(see the realm-specific Certificate Authen

Signing In
Endpaint Security

| Auto-import opfions... H Proxy Setings.. || Import CA Cerlificate... H Delete.. |

Trusted for client
authentication?

[0 ERootcal Yes 2016/02/23 - 2026/02,
Uoer.Reala ] .| [0 ElNippon RA Root Certification Authorit: Yes 2011/08/15 - 2031/08,
User Roles .
Resource Profiles +
Resource Dolicies  +
Pulse Secure

& Trusted Client CA Valid dates

Admin Roles

System v
ImporyExport  +
Push Canfig v

Troubleshooting  +
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Help | Guidance | Sign Out

Status
C
Network v

Configuration > Trusted Client CAs >

Import Trusted Client CA

Clustering .
IF-MAP Federation »
Log/Monitoring  +
Reports

Certificate file

Import from: =

Import Trusted Client CA?

Impeort Ceriificate

Signing In
Endpaint Security

User Realms E
User Roles s
Resource Profiles  +
Resource Policies  +
Pulse Secure Client »

System v
ImporyExport  +
Push Canfig v

Troubleshooting  +

Licensed to 0311M41VI0AKI0AUS
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(& Pulse Connect Secure - Cer...

Help | Guidance | Sign Out

Status
[=
Network v
Clustering v
IF-MAP Federation +
Log/Monitering  +
Reports

Configuration > Tr d Client CAs >

Trusted Client CA

Successfully imported Trusted Client CA: Nippon RA Certification Authority 3
Certificate

Issued To: » Nippon RA Certification Authority 3

Issued By: » Nippon RA Root Certification Authority

Valid Dates: Jul 17 07:12:55 2014 GMT - Aug 15 02:28:56 2031 GMT
Details: ¥ Other Certificate Details

Renew Certificate

Client certificate status checking

Signing In
Endpoint Security +

User Roles
Resource Profiles
Resource Policies  +
None

Use OCSP {Online Certification Status Protocol)

Pulse Secure Clisnt

SyEtem £ ) Use CRLs {Certificate Revocation Lists)
Impert/Export v .

Push Config , () Use OCSP with CRL fallback

Archiving > O Inherit from root CA

Troubleshooting  +

[ Verify Trusted Client CA

In addition to verfying the validity of client certificates, you can alsc verify that this trusted clint CA is valid. Enabling this will check
the CRL of this certificate's issuer, and repeat up the chain until reaching the root trusted dient CA.

| Trusted for Client Authentication

Uncheck here to exclude the CA from being trusted for client certificate authentication, if tf
such as SAML signature verification or machine certificate validation.

s CA was added for other trusting purpose

[ Participate in Client Certificate Negotiation

Indicating whether this CA will be sent ta the browser for client certificate selection, To stop a dient certificate being prompted by
the browser, this flag of all the upper level CAs in the CA chain of the certificate should be deselected.

Save Changes

Licensed to 0311M41VI0AKS0AUS
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felF T, KzhY A L~ (CRL) OFRET 5,
“Client certificate status checking”® 7 V4R ¥ > A =2 —7» 5" Use CRLs (Certificate
Revocation Lists)”%Z 3K L, ”Save Changes’*# 7 V v 79 5%,

B, ” CRL Settings”®”CRL Checking Options...” "% > &7 U v 735,

(& Pulse Connect Secure - Cer..

Pulse Connect Secure

Help | Guidance | Sign Out

Status v

p . | Confiquration > Trusead Client CAs > Nippon RA Cerfication Authoriry 3 >

=T .| CRL Checking Options

Shzziem " | Specify the CRL distribution point(s) from which to download the CRL, as well as how often to download.
IF-MAP Federation »

Log/Monitering  +| CRL Distribution Points (CDP)

Reports

Use: [No CDP (no CRL checking) ~

Signing In
Endgoint Security CRLs for certificates issued by this CA will not be checked.
Auth, Servers
~ Administrators
Admin Realms »
Admin Reles »

Options

CRL Download Frequency: hours (1-9999)

[ validate Server Certificate (LDAPS only)

Resource Profiles  +
Resource Palicies
Bulse Secure Client »

Save Changes?

Save Changes

Systsm
Import/Export

'
Push Config ,
Archiving ,

v

Troubleshacting
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T, 3THHZRT L., "Save Changes’> 7 V v 795,
@O K%h) A b OBREER
“CRL Checking Options™” CRL Distribution Points (CDP)"—"Use:” U A k7R > 7 A/
o, ”"Manually configured CDP” % %R 7%,
@ K&V A b OBEAIARA > b OBEE
“Primary CDP”iZ, Z&zhU A~ (CRL) @ URL #A17 %,
X IFHFOFRFRERICELETELLNE AT,
HEREAER(CA3):
http://mpkicrl. managedpki.ne.jp/mpki/NipponRACertificationAuthority3/cdp.crl
HEREAER(CA4) :
http://mpkicrl. managedpki.ne.jp/mpki/NipponRACertificationAuthority4/cdp.crl
@ k&Y AL (CRL) @V 7Ly =fHl
B D 24 KR 1IERTICEE T 5,

€& e @ @ Pulse Connect Secure - Cer.. K I
Qp

Pulse Connect Secure Help | Guidance | Sign Out

Status
c
Network

Confiquration > Trusted Client CAs > Nippon RA Certification Authority 3 >

: CRL Checking Options

Sezeg " | Specify the CRL distribution point(s) from which to download the CRL, as well as how often to download.
IF-MAP Federation »

Log/Manitering  +| CRL Distribution Points (CDP)

use:

Specify a HTTP or LDAP-based COP, and an optional backup CDP i the primary CDP is not accessible. If the CDP requires
authentication, enter the apprapriate credentials as well,

Signing In
Endpoint Security +
Auth, Servers

- Administrators Primary CDP
Admin Realms 0
Admin Roles »

CDP URL:

Resource Profiles +

Resource Policies +

Pulse Secure Client » Admin DN: l:l (LDAP only)
System 3

Import/Export

Push Config » Backup CDP

Archiving

Troubleshooting

CDP URL: |
Admin DN: (LDAP anly)

Options.

CRL Download Frequency: hours {1-9999)

[ validate Server Certificate (LDAPS only)

Save Changes?

Save Changes

Licensed o 0311M41VIDAKS0AUS
Copyright © 2001-2015 Pulse Secure, LLC, Al rights reserved.

HH% v




“Update Now’%# 7 1 v 27 L, CRLOX 7 vt — KR/ L 720 % s

Help | Guidance | Sign Out [
Status
[ e ’
Network »
Ciuscering v
1F-MAP Federation »
Log/Monitoring +

Configuration > Trusted Client CAs >

Trusted Client CA

Successfully initiated CRL download: Nippon RA Certification Authority 3

Certificate

Issued To: » Nippon RA Certification Authority 3

i
::,p::‘:nsmm 5 Issued By: » Nippon RA Root Certification Authority
Auth, Servers Valid Dates: Jul 17 07:12:55 2014 GMT - Aug 15 02:28:56 2031 GMT
Details: » Other Certificate Details
Admin Realms
Adi Roles.
o
User Realms D
User Roles. » " = =
B ies | Client certificate status checking
Resource Policies » K
Pulse Secure Client ) © None
) Use OCSP (Online Certification Status Protocol)
St - Use CRLs (Certificate Revocation Lists)
Import/Export  »
Push Config 5 Use OCSP with CRL fallback
Archiving ’ Inherit from root CA

Troubleshooting  »

[ Verify Trusted Client CA

In addition to verifying the validity of client certificates, you can also verify that this trusted client CA |s valld Enabling this will
check the CRL of this certificate’s issuer, and repeat up the chain until reaching the root trusted dient

[ Trusted for Client Authentication

Uncheck here to exclude the CA from being trusted for client certificate authentication, i this CA was added for other trusting
purpose such as SAML signature verification or machine certificate validation.

[V Participate in Client Certificate Negotiation

Indicating whether this CA will be sent to the browser for dlient certficate selection. To stop a dlient certificate being
prompted by the browser, this flag of all the upper level CAs in the CA chain of the certiicate should be deselected.

Save Changes

CRL Settings
Certificate revocation lists (CRL) are used to verify the ongoing validity of client-side centificates, and are obtained from CRL
distribution points (CDP). To enable CRL checking, click CRL Checking Options, and specify the options.

[ CRL Checking Options .. | | Update Now | [ Enable | [ Disable

it s . Last Next
[ CRL distribution points Status Updated Update
http://mpkicrl /mpki/Nip; A /eép.ci Enabled; zms,us'os 2016/09/15
: new CRL Download 5 AR

in progress




“User Role” D1ERK
N 7D /E~A | "Users”—"User Roles””New User Role” %4 & L, New Role #ifi %
FRIEFHERELT Do
fEE® Role 44 (il : xxx_role) ZAJ1L., LLTOEEET 5,
“Option”/X— k
Session Options, UI Options (ZF = v 7 & A5,
“Access features”’~— b

Network Connect (ZF = v 7 % A#l. Network Connect 7 VAR ¥ o # &R 5,

k¥ D"Save Changes”# 7 U v 7 L TR E ZRAFT 2,

Roles >
.| New Role

.| Name:

V = |:|

*| ‘Options

‘Session and appearance options are speciied in Dfault Oations, Check the following if this role should override these defauls.

(] VLAN/Source IP

Session Options

1 UI Options

[] Pulse Secure client Dynsmizally delver Pulss Sacurs eiisnt to Windows snd MAC 05 usars

"| Access features.
hec
athel

nsble for this user role, and speciy any role-based options. Note that festures disabled here may be granted by
to the user.

Troubleshesting

[J web

[ Files, Windows

[ Files, UNIX/NFS

[ Telnet/ssH

[] Secure Application Manager
O Windows version Nota: On Windowis Mabils, Puiss Securs dient = deliverad via WEAM
(Java version

[ Terminal Services

[] Virtual Desktops

[ Meetings

] VPN Tunneling includes IKEv2)

[J Secure Mail

Save changes?

Save Changes

Licensed 1o 0311M41VI0AKSOAUS
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“Authentication Servers” DEX €,

kv TEEDENA 2 “Authentications”™”Auth, Servers” % %4 L, Authetication Servers
B[] 2 Ko~ SRR EZ T D,

(Select server type) @ VU A kiR v 7 AD”Certificate Server” % iR L T, “New Server’ % 7
Uy 7325,

& > e @ Pulse Connect Secure - Aut..

Help | Guidance | Sign Out

Seatuz

coraurseen | Authentication Servers

Network

Clustering ,
IF-MAP Federation 1
Log/Monitering

New: [Cerfficate Server V][ New Server... || Delete..

Authentication/Authorization User Record
= : a Type Synchronization  Logical Auth Server Name
Encpoim secury »|  Adminisirators Local Authentication
Auth, O Locals-Only Local Authentication
SLELTUEETI [ System Local Local Authentication
Admin Realms "
= Users
User Realms
User Reles
Resource Profiles +

Ressures Policies
Pulsz Secure Client

System
Import/Export

Push Confiy
Archiving
Troubleshooting »

Leznzzd t2 0311M41VI0AK90AUS
Capyright © 2001-2015 Puise Securs, LLC. All rights ressrvad.

Help | Guidance | Sign Out

Status
Configuration
Network
Clustering

1F-MAP Federation

! Aush servers >
‘| New certificate Server

Endpoint Security +

Auth, Servers

— Administrators.
Admin Realms »
Admin Roles ,

User Realms

User Roles

Resource Profiles +

Resource Policies +

Puise Secure Client +

S Heataaace User Record Synchronization
System .
Import/Export  » (] Enable User Record Synchronization

Push Config ’
Archiviog 5 Logical Auth Server Name:[ |

Troubleshooting _»

Save Changes?
Save Changes || Reset |
~; indicates required field

Licnsed to 0311M41VI0AK90AUS
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“User Realm” D {ERK,

Ny O LA >, "Users”—"User Realms”—"New User Realms” % &R L, New
Authentication Realms i % o~ S E &R EL T 5,

fEE® Realm 4 (B : xxx) Z AL, ATOREET 5,

“Servers”/3— h—Authentication ® U A hR v 7 26 6. TIERL L7z Certificate Server %
BET %,

iR L, “Save Changes”> 7 V) v 735,

Help | Guidance | Sign Dut

+| New Authentication Realm

S |:|

[ When editing, start on the Role Mapping page

Servers

Authentication:
User Directory/Attribute:
Accounting:
Device Attributes:

*| [ Additional authentication server

] Dynamic policy evaluation
Save changes?

Save Changes

* indicates required field

Licensed o 0311M41VI0AKS0AUS
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1% L 72 Realm & Role D~ v &7
k> WO LA >, "Users”—"User Realms”"{T:& CT{ERL L 72 Realm”—”Role Maping”
Z#IN L, "New Rule”4> 7 U » 7 LT Rule &% &7 %,

Help | Guidance | Sign Out

Role Mapping

+| Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to
sign in.

o | [Hom | i | s ] [+ ][ 3 ]

D  » when users meet these conditions assign these roles Rule Name Stop

~| When more than one role s assigned to a user:
® Merge settings for all assigned roles

jser must select from ameng assigned roles

ser must select the sets of merged roles assigned by each rule

+| Mote: Users that do not mest any of the above rules will not be able to sign into this realm.

ng
Troubleshooting »

Licensed to 0311M41VI0AKSOAUS.
Capyright © 2001-2015 Pulss Secure, LLC. Allrights resarved.




“Rule based on” : U A h7R v 7 A/ 57Certificate” 5 E L. "Update”s 7V v 7
“Name’—{LE ® Role Maping Rule 4 % AJ) (il : XXX_Rule_) “Rule If certificate has « *”
—”Attribute”12”0” & AT 5,

BT TUR IRy 7 A0 D "is” Z@IR L TEEDOCFS (EANA) ZfE

“...then assign these roles "0 —% 2 HAEH L7 Role iR L, "Add"% 7 UV v 7 L
T”Selected Roles”|lZ @) L 7= F A4 sl 5,

iR L, “Save Changes”> 7 V) v 735,

2 Pulse Connect Secure - Use...

Help | Guidance | Sign Out

Configuration

* yser .
e | Role Mapping Rule
Clustering

s poderstion | Rule based on: [Usemame ] [ Update |
o =Name:[ ]

* Rule: If username...

Log/Monitoring
Reports.
tion

Signing In
Endpoint Security »
Auth, Servers

sV 1 m
— Administrators:
Admin Realms  »
Admin Roles +
~ Users
User Realms
UserRoles *| .uthen assign these roles
Resource profles. »
Resource Policies + Available Roles: Selected Roles:

Pulse Secure Client 1

Aga= | [(mone)

demo_role
FULLACCESS_TEST

Sysem 3| |users

ImporExpore |  |Users copy [ Remove |

Push Config Users copy copy

Archiving ¢

Troubleshooting_+|  []Stop processing rules when this rule matches

To manage roles, see the Roles configuration page.
Save changes?
| Save Changes | | Save + New

* indicates required field

Licensed to 0311M41VI0AKS0AU:
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{ERE L7="Realm” & "Role” D~ w & 7

R 2 MBI Do

ulse Connect Secure - Use..

Help | Guidance | Sign Out

ation Realms >

demo_realm

Configuration ~ »
Necwork ’
Clustering ,

IF-MAP Federation
Log/Monicoring
Reports:

Role Mapping

Specify how to assign roles to users when they sign in. Users that are not assigned a role will not be able to
sign in.

I

©  » when users meet these conditions assign these roles Rule Name Stop
[J 1. certificate attribute “0” is "NRA DEMO demo _role demo_rule

tion

Authentical
Signing In V
Endpsint Security »
Auth, Servers

- istrators.
Admin Realms
Admin Roles. ,

User Reaims
User Rales L
Resourca profiez +| When more than one role is assigned to a user
Raccuwcs i > Merge settings for all assigned roles

Pulse Secure Client »

User must select from among assigned roles

System +| O User must select the sets of merged roles assigned by each rule
Import/Export 1+
] * | Nate: Users that do not mest any of the shove rules will not be able to sign int this realm.
Archiving ,

Troubleshooting

Licsnsed t0 03L1M41VI0AKS0AUS
Copyright © 2001-2015 Bulsa Secure, LLC. All rights reserved.




SSL-VPN #1227 7 A 7 > FEEGRREZ T 3% E
kN ZHEE O /E~A >, 7 Authentication”—” Signing In”—” Sign-in Policies” % i#iR§ %,
“New URL.."R"¥ %27 U v 7 LET,

@ Pulse Connect Secure - Sig..

seSecure

~

Pulse Connect Secure Help | Guidance | Sign Out

Status »
Configuration .| Signing In
Network .

Poli

Clustering v
IF-MAP Federation +
Log/Monitoring  »
Reports

[] Restrict access to administrators only

Only 24
Warnin

trator URLS will be accessible. Note that Administrators can atzempt to sign in even f all rules on this page are disabled.
nabling this option will immediately terminate all user sessions.

Signing In

Endpoint Sacurity »
Auth. Servers

[] Enable multiple user sessions

Select this check box and enter the maximum number of sessions per user per realm in Users > User Realms > [Realm Name] » Authentication Policy >
Limits page. By default, this is 1, or one session per user per rezlm. If you do not select this check bo, you limit the user to one sassion for all realms of this

[ Display open user session[s] warning notification

Check this option to notify users i they have other active session[] in progres:
User Realms » warming notification page to proceed or cancel the login

hen they atempt to sign-in, The user has to follow the instructions on the

User Reles »
Resource Profiles +|  Select when to display a notification page to users
Resource Policies  »
Pulse Securs Client s

®) Always

1f the maximum session limic per user for the realm has been reached

System »
ImperfExpon | | NewURL | [ Delete | [ Enable |[ Disavle |[ # |[ # | Save Changes
Push Config v
Archiving *| © Administrator URLs Sign-In Page Authentication Realm(s) Enabled
Treubleshooting ¥ ] +/admin/ Default Sign-In Page Admin Users v

) User URLs Sign-In Page Authentication Realm(s) Enabled

(mads Default Sign-In Page Users v

() Meeting URLs Sign-In Page Authentication Realm(s) Enabled

*/meeting/ Meeting Sign-In Page v
(& virtual Hostname Authorization Server Role Enabled

Licensed to 0311M41VIDAKSOAUS
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TFC. THH%Z#E L Save Changes”%# 7 U v 7 LE7,

O “Sign-in URLZZ T4 7 > FREIERIEZ AT 24LE O URL 5 E
@ “Authentication realm”IZ/EF L7 Realm Z#E L T ADD %7 U v 7

& Pulse Connect Secure - Sig..

Log/Monitoring

" signing 1n >
Configuration R N
Nwif' .| New sign-In Policy
Clustaring ,
1F-MAP Fedaration Save Ghanges

User type: ® Users
Sign-in URL: | E
Description: ‘

Sion-in page; D®fault Sion-n Page ~
Meeting URL: [Fimesting/ /|

Resource profiles | Authentication realm

Specify how to select an authentication realm when signing in.

User types the realm name

System »
e The user must type the name of one of the available authentication realms.
Bush Config ,

Archiving E User picks from a list of authentication realms

Troubleshooting  + The user must choose one of the following selected authentication realms when they sign in. IF only one realm is

) Administrators ) Meeting () Autherization Only Access

Help | Guidance | Sign Out

‘automatically used (the sign-

Authentication page or the Administrator Authentication page.

in page will not displey the list). To create or manage realms, se= the U

Available realms: Selected realms:

Copy of Copy of Users (all) _
Copy of Users

demo_reaim
Users

Configure Sign-in Notifications
[ Pre-Auth Sign-in Notification
[ Post-Auth Sign-in Notification

Save changes?

Save Changes

Licensed to 0311M41VI0AKS0AUS
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9. SSLilfE O — 1 GEHEDORE
kv ZHEE D EA . "System”—”Configuration”—”Certificates”—” Device Certificates” %
HER L. Configration [@[f % /< X ¥ “Import Certificate & Key" R¥Z > &7 ) v 7375,

€ 26

Q p
$ Pulse Secure

& Pulse Connect Secure - Dev..

Pulse Connect Secure Help | Cuidance | Sign Out

Configuration configuration
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Log/Monitoring

fiEpais Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed cel

Import Cerificate & Key.

) Certificate issued to Issued by Valid Dates
Bl secure.company.com secure.company.com Aug & 00:44:50 2016 GMT
00:44:50 2022 GMT
[ Elvpn.aisin-chem.co.ip vpn_aisin-chem.co.jp Mar 2 23:37:12 2006 GMT

23:37:12 2011 GMT

New CSR..

() Certificate Signing Requests Created

System .
Import/Export  +
Push Config ,
Archiving B

Troubleshooting
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Configuration >

Confiaace Import Certificate and Key

Netuork
Clustering
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Use one of the forms below to import an existing certificate and its corresponding private key. If the files are encrypted,
you will also need to specify the password.

1f certificate file includes private key:
Certificate File: &
If certificate and private key are separate files:

Certificate File:
Private Key Fi

e I |
Resource Policies

System +| Import via System Configuration file:

Import/Expart  » All Devica Certificates and CSRs will be imperted and added to the existing certificates and CSRs.
Push Confi »

T - .| System Configuration File: 5

Troubleshooting +|  Password: [
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Staws
Configuracion  »

>
Certificate Details

Netwark v

Clustaring N e

IF-MAP Federation

Leg/Monitering  » Issued To: ¥ psa300-demo.nrapki.com

Reports Issued By: » Nippon RA Certification Authority 3
Vali Sep 509:34:30 2016 GMT to Oct 5 09:34:30 2019 GMT
Details:  » Other Certificate Details

Download

Present certificate on these ports
Admin Realms —

Select the internal and extemnal virtual ports that will present this certificate:
Users
User Realms B
User Reles .
Resource Profiles »
Resource Polices »

Internal Virtual Ports: Selected Virtual Ports:

Pulss Securs Client»

System »

Impor/Export 5 External Virtual Ports: Selected Virtual Ports:
ST X <External Port-

Archiving .

Troubleshaoting

Vlan Ports: Selected Vlan Ports:

Save Changes 2

Save Changes | | Renew Cerlificate
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Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting sign|

stion
Signing In v
Security »

Import Certificate & Key..

Endpoi
Aut

e @ Certificate issued to Tssued by Valid Dates
> B secure.company.com secure.company.com Aug 8 00:44:50 201
00:44:50 2022 GMT
[] Elvpn.aisin-chem.co.ip vpn.aisin-chem.co.jp Mar 2 23:37:12 200
e 23:37:12 2011 GMT
User Roles : Bl psa300-demo.nrapki.com pon RA Certification Authority 3 Sep 5 09:34:30 201,
Resource Profiles + 2019 GMT
Resource Polices »
Pulse Secure Client »
Sysiem +| [ NewCsR
Import/Export
PushConfis 1| [ Certificate Signing Requests Created
Archiving v
Troubleshooting
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