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1.   

Fortinetּצ ︡ ךּ FortiGate 60Fּוֹף IPsec-VPN ךּ ḭ

(X.509) ךּ ︡ ︣Ḯ 

שּטּ ︡ פֿ אל ךּ ךּ ףּ ︣ ḭ FortiGate שּ︡

ṇ ṇ ףּ ךּ שּ  Ḯךּאל

 

 

  

LAN 

IPsec-VPN IPsec-VPN 

 

 
ṇ  

 
 

 

ṥ ṇ Ṧ 

 

 

 

︡ 

 

ONU 
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ףּ ︣Ḯ 

ṇ צּ לּ שּ ︡ ךּ ךּ︠פֿצּ ︣Ḯ 

 

   Forti Gate 60F ṇ 7.Ỉ.3 

OS FortiClient ṇ  

WindowsOS 7.4.3 

iOS 7.4.7 

 

β ṇ ךּףּ ḭIPSec-VPNṕX.509Ṗ ︡ ḭAndroidFortiClientṕVer.7.4.3Ṗ

צּ ︣ ︡ ףּ ︣Ḯṕ20257 23 Ṗ 
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2.   

ẌSSLṇ  

ṇ צּ ךּ ḭצּ︣ פּ ṇּפ

︣ כֿ ︡ ︣Ḯ ṇ ︣ ḭPEM ︣ טּצּ ︣Ḯ 

 

Ẍ ṇ ṕG2Ṗ 

URL ṇ ︡ שּ  Ḯךּאל

ḱhttps://www.nrapki.jp/nrawp/cert/NipponRARootCertificationAuthorityG2.crt 

 

Ẍ  

פֿ URLּפ ṇ ︡ שּ  Ḯךּאל

ḱ (CA3 G2) 

 https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority3G2.crt 

ḱ (CA4 G2) 

 https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority4G2.crt 

 

Ẍ URL 

ṇ ︣ ︡ ︣Ḯ 

ḱ (CA3 G2) 

 http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3G2/cdp.crl 

ḱ (CA4 G2) 

 http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl 

 

https://www.nrapki.jp/nrawp/cert/NipponRARootCertificationAuthorityG2.crt
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority3G2.crt
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority4G2.crt
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3G2/cdp.crl
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl
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ṥֿפ Ṧ 

NRA-PKI ḭ[ ] ︡ ךּ שּ ḭ

אל ךּ ṇ צּ אל ︣Ḯ ṇ ṕCA4Ṗ לּךּ טּצּ CA4 G2ḭ

וֹ CA3 G2 פֿ ךּ ךּ ףּ ︣Ḯ 
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3.  ︣  

3.1.  ṇ  

פּ ṡ Ṣ-ṡ Ṣ ︡ ︡ ︣Ḯ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

לּ ṡ Ṣ ṡ Ṣ צּ אל ︣Ḯ 
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3.2.  ṇ  

︡ CRL( ) ṇ ︡ ︣Ḯ 

 

Ẍ ṇ  

ṡ Ṣ-ṡ Ṣ ︡ḭṡ / ṇ Ṣּפ ṡ Ṣ ︡ ︣Ḯ 

 

 

ṡ ṇ Ṣ ︡ ︣Ḯ 
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ṡ Ṣ צּ אל ︣Ḯṡ Ṣ ︡ḭ ḭ ṇ ḭ ṇ

( ) ︡ ︡ ︣Ḯ 

 

 

ṇ צּ ṇ אל כֿ ︡ ︣Ḯ 
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Ẍ ṇ ḭ  

ṡ Ṣ-ṡ Ṣ ︡ḭṡ / ṇ Ṣּפ ṡCA Ṣ ︡ ︣Ḯ 

 

 

ṡ Ṣ ︡ḭ ṇ ︡OK ︡ ︣Ḯ 

 

 

ṇ ︡ ︣Ḯ 

ṇ ḭ צּ ṇ אל כֿ ︡ ︣Ḯ 
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ẌCRL( ) 

ṡ Ṣ-ṡ Ṣ ︡ḭṡ / ṇ Ṣּפ ṡCRLṢ ︡ ︣Ḯ 

 

 

ṡ Ṣ-ṡHTTPṢ ︡ḭCRL URL ︡ḭOK ︡ ︣Ḯ 
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ṥ Ṧ 

CRL CRL ṕNRA-PKI 10 Ṗ ︣Ḯ 

 

ẌCRL  

CLI ṇ <> ︡ ︡ ︣Ḯ 

ṡupdate-intervalṢ ṕ Ṗ ︡ שּ  Ḯךּאל

 

config vpn certificate crl 

edit <CRL > 

set update-interval < > 

next 

end 

 

צּ אל ךּ פּ ︡ ︣Ḯ 

 

Ẍ  

show vpn certificate crl 

 

ṥ ( )Ṧ 

CRL_1 ṕupdate-intervalṖ 3600ṕ Ṗ  
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CRL( לּצּ( שּ קּ ךּ OCSP ףּ שּ︡  Ḯךּאל

 

OCSP URL 

http://mpkiocsp.managedpki.ne.jp/mpkiocsp 

 

ẌOCSP  

CLI ṇ <> ︡ ︡ ︣Ḯ 

 

config vpn certificate ocsp-server  

edit < >ẑ mpki_ocsp 

set url http://mpkiocsp.managedpki.ne.jp/mpkiocsp  

set cert < CA >  

set unavail-action revoke  

end  

exit  

 

צּ אל ךּ פּ ︡ ︣Ḯ 

 

Ẍ  

config vpn certificate ocsp-server 

edit < ︡ > 

get 

 

ṥ ᵑ( )Ṧ 
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Ẽ ᵒ 

config vpn certificate setting 

get 

 

ṥ ᵒ( )Ṧ 

 

 

טּצּ ︡ שּ  Ḯךּאל

 

config vpn certificate setting 

set ocsp-status enable 

end 

exit 
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3.3.  ṇ ṇ  

ṡ ṇ & Ṣ-ṡ ṇ Ṣּפ ṡ Ṣ ︡ ︣Ḯ 

 

 

ṡ ṇ ṇ Ṣ ︡ḭ ︡ ︣Ḯ 

 

 

ṇ ṇ ︡ ḭ ︡ ︣Ḯ 
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︢ ︡ שּ  Ḯךּאל

 

 

ṡ Ṣ ︡ ︣Ḯ 
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3.4.  ṇ  

ṡ ṇ & Ṣ-ṡ ṇ ṇ Ṣּפ ṡ Ṣ ︡ ︣Ḯ 

 

 

︡OK ︡ ︣Ḯ 

 

 

Ẍ  

Ḳ  

Ḳ ṇ  

ṇḲ ︡ ṇ  
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3.5.  PKIṇ  

לּ ṇ ︣ ḭPKIṇ ךּ ︣Ḯ 

 

ṡ ṇ & Ṣ-ṡPKIṢ ︡ḭṡ Ṣ ︡ ︣Ḯ 

 

 

︡OK ︡ ︣Ḯ 

 

Ẍ  

Ḳ  

Ḳ  ẑṥ 1Ṧ  

CAḲ ṇ ︡  

ẑ ︢ ︡ שּ   Ḯךּאל



 

19 

 

ṥ 1Ṧ ךּ  

︣ ︡ ︣Ḯ Oṕ Ṗ ︣

ḭṣO = xxxxxxxṤ ︡  Ḯךּאל

ḭCA ︡ ︡ ︡ ︣Ḯ 

 

ṥ 2Ṧ 

ṡ ṇ & Ṣ ṡPKIṢ צּ ךּ ḭCLIּפ ︡ שּ  Ḯךּאל

פּ ︡ḭ ︣ ṡPKIṢ צּ אל ︣Ḯ 

 

config user peer  

edit <ṇ > ẑ  

set ca CA_Cert_1ṕCA_Cert_1 Ḯ ︢ Ṗ  

 <Email >ṕּט UI Ḯ ︡ שּ OKḮṖ  

end  

exit 

 

ṥ ễṦ 

וֹףּ לּ ḭṡCAṢּצ PKIṇ

PKIṇ ︡ ḭ PKI ṇ PKIṇ ︡ שּ  Ḯךּאל
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3.6.  PKI ṇ  

1 IPsec PKIṇ ︡ ךּ ḭPKI ṇ ︣ טּצּ

︣Ḯ 

︣ PKIṇ 1צּ ḭ ︣Ḯ 

 

ṡ ṇ & Ṣ-ṡPKIṢ ︡ḭ ṡ ṇ Ṣ ︡ ṡ Ṣ

︡ ︣Ḯ 

 

 

ṇ PKIṇ ︡ṡOKṢ ︡ ︣Ḯ  

 

ṥ Ṧ 

וֹףּ לּ ḭ PKIṇ PKI

ṇ ṇ ︣ כֿ ︣ כֿ צּ ︣Ḯ 
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3.7.  IPsec ṇ  

ṡVPNṢ-ṡVPN ṇ Ṣ ︡ḭ ︡ ︣Ḯ 

 

 

ךּ ṡ ṇ Ṣ ︡ ḭṡ Ṣ ︡ ︣Ḯ 
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︡ ︣Ḯ 

︢ ︡ḭṡ Ṣ ︡ ︣Ḯ 

 

Ẍ  

Ḳ  

Ḳ ṇ ︡ ṇ  

Peer certificate CAḲ ṇ ︡  

EAP ḲEAP ID 

ṇ Ḳ[ ṇ ể ṇ ṇ ṚṨṙ ︡ ṇ Ṛ 
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ṇ פֿ ︢ ︡ṡ Ṣ ︡ ︣Ḯ 

 

 

ךּ ḭ ṇ FortiGate︡ṡ Ṣ ︡ ︣Ḯ 
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צּ אל ḭ ṡךּ Ṣ ︡ ︣Ḯ 
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3.8.  IPsec  

ṡVPNṢ-ṡVPN Ṣּפ ︡ IPsec ︡ ︣Ḯ 

 

 

︡OK ︡ ︣Ḯ 

 

Ẍ  

אל IDḲṡ Ṣ ṡ ṇ Ṣ 

Ḳ ︡ PKIṇ PKI ṇ   

ẑ אל ID ︣ ︡ ︣Ḯ ︢ ︡ שּ  Ḯךּאל
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ṥ Ṧ 

IKEṡ ṇ ểṢ iOS VPN ︣ ḭ ṇ ︣ טּצּ

ךּ︠פֿצּ ︣Ḯ 

 

Ẍ ṇ  

ṇ ṡ ṕID ṖṢ ︡ שּ  Ḯךּאל

 

 

  



 

27 

 

3.9.  ṇ  

ṡ ṇ& Ṣ-ṡ ṇ ṇṢּפ ︡ IPsec ṇ

︡ ︣Ḯ 

 

 

VPN ṕ Ṗ ︡ṡOKṢ ︡ ︣Ḯ 
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Ẍ  

ṇ Ḳalways  

ṇ ṇ Ḳ ︡ VPN   

ṇ ṇ Ḳwan1ṕ lanṖ  

ḲIPsecVPN_range  

Ḳallṕ לּ Ṗ  

ṇ ḲALL  

ẑ ︡ שּ  Ḯךּאל

 

FortiGateּוֹף IPsec-VPN ︣Ḯ 
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4.  ṇ  

ṇ ︣ FortiClient ︣Ḯ 

 

4.1.  WindowsṕWindows11Ṗ 

פֿ Windows FortiClientṇ Ӹ ṇ ︡ שּ  Ḯךּאל

FortiClient︡ḭṡ Ṣ ḭ ︡ שּ  Ḯךּאל

Ẍ  

VPNḲIPsec VPN  

Ḳ  

Ḳ  

ṇ GWḲFortiGateFQDN 

ḲX.509  

Ḳ ︡  

ṇ Ḳ ṇ ṇ  
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ṡ Ṣ-ṡVPN Ṣ ṡ ṇ 1Ṣ ︡ḭFortiGateIPsec

שּ  Ḯךּאל

 

וֹ ṡ ṇ 2Ṣ ︡ ḭṡךּ Ṣ ︡ ︣Ḯ 

Windows וֹףּ FortiClientVPN ︣Ḯ 

 

ṥ ṦIPsec  

FortiGateCLI ṇ ︡ ︡ שּ  Ḯךּאל

Ẍ ṇ ể 

config vpn ipsec phase1-interface 

get <IPsec > 

Ẍ ṇ Ễ 

config vpn ipsec phase2-interface 

get <IPsec > 
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4.2.  iOSṕiOS18.5Ṗ 

Ẍ ṇ  

FortiClient ṇ ḭ .p12ּפ .fctp12

︣ טּצּ ︣ḮiOS ṕ Ṗ ṇ ︡

FortiClientּק Ḯ 

 

פֿ iOS FortiClientṇ Ӹ ṇ ︡ שּ  Ḯךּאל

.fctp12︡ iOS ︡ ︣Ḯ 

︡ ḭFortiClientṇ︡ ︣Ḯ 

 

ṡOKṢ ︡ḭ ṇ ︣Ḯ 
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FortiClient︡ḭṡSelect ConnectionṢ ︡ ︣Ḯ 

 

 

ṡAdd ConfigurationṢ ︡ ︣Ḯ 

 

 

FortiGateIPsec ︡ḭṡSelect CertificateṢ

︡ ︣Ḯ 

 

 

Ẍ  

Secure ProtocolḲIKEv1 VPN  

NameḲ  

Server AddressḲFortiGateFQDN  

SSOḲ  

Authentication MethodḲCertificate 

UsernameḲ ṇ ṇ  
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ṇ ︡ ︡ḭṡPassphraseṢ ṇ

︡ שּ  Ḯךּאל

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ṡSaveṢ ︡ ︣Ḯ 

iOS וֹףּ FortiClientVPN ︣Ḯ 
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5.  ṇ נּ  

ṇ ︡ ṇ נּ ︣Ḯ 

ṇ צּ ︡ שּ  Ḯךּאל

 

5.1. ךּ︡  ṇ ṇ  

3.2. ṇ ךּ︡ ṇ ṇ ︡ ︣Ḯ 

ṇ צּ ṇ אל כֿ ︡ ︣Ḯ 
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5.2.  ṇ  

ṡVPNṢ-ṡVPN Ṣּפ IPsec ︡ ︣Ḯ 

 

 

ṡ Ṣ ךּ︡ ṇ ︡ ḭṡOKṢ ︡ ︣Ḯ 

 

 

ṇ נּ ︣Ḯ ךּ ṇ ︢ ︡ שּ  Ḯךּאל

 


