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oms

1. [FUSIC
AZE(E NRA-PKI OS54 77> MEFEDREFE (R 1) DA (k1) SV, RITOREEBENS
FITUIZOSA 7> MERAE L, FTUVWEREIRNSRITUIR O S 77 > NMERE DM Z MR L EER(C
CHIAIEL 72D Apache (CHITBRILF bS A MNREDFIEZELZEHLIZEDTT,

(1@nk]
FREEY — /%

(Apache)
RITORELR LW EREER

(£t 1 NRA-PKI D3R5z

IR{TEE,

HUWEEES

IL— HEREEE Nippon RA Root Certification Authority | Nippon RA Root Certification Authority G2

hREERCERCA3 Nippon RA Certification Authority 3 Nippon RA Certification Authority 3 G2
thR§EREEECA4 Nippon RA Certification Authority 4 Nippon RA Certification Authority 4 G2
thREREERCAS Nippon RA Certification Authority 5 Nippon RA Certification Authority 5 G2

X1 70— NEREERE KUHRREEREEREOBERHR (C K D ULREERA\DIEIT



1.2. XEICHBIIDEEFER

ZFE(JEET?UDOU’(T\/ l\nEBHEnanE(L_l_bu UC. %ﬁ' L/b\nanE)%o)gj’rT\/ '\nEﬂﬂiﬁnunEj%grﬂbE%—:
llEZscsk L CHNERT,
FUWISA 7> MEREFRIEDFEEFIEICDWLTIE. Web B—/)EREH A RZEZSBIZE,

Ffz. PEEREEE CA3 DStz HADGE(E. AE(CHIFS [Nippon RA Certification Authority 3] &&
U [CA3] EWOEHEZCHADHFREFEBICBEMI T ZE0,
CHEDOPRIERSIBOMERETTECDVTIE. &5EED Appendixl ZZERBIEELN,


https://www.nrapki.jp/support/?p=447

2. ¥IILF bSA MOEEFIE

Apache [CH T BREBEAZARICHDITILF FS A MEERFIUTOFIETITLET,

2.1. FEEIREAAEDNEEE
FTUWREERDSEREZ 1 > A h—I)LU. BlifF®D CAGERAZ(CENMULET .

2.2. KHUA DS (CRL) DEEEE
FUVGREERNSFEITSND IS 177> MEHEDKRI I X K~ (CRL) ZRELET .

2.3. XHUR b (CRL) DBENEMSKXEH
cron ZfER U TENI X FOBBES EEFHZIT ORI VT bt LET .

2.4. V547> MNiBAEREIDREEE
07/‘/7 FuquTu?jg_%x{fF%ErthEbi?o



2.1, FRELEELRAZ D ERE

DS5AT7 > MIREZFEITUILERBERZIEET 27 7 1ILIC. FiLWGREIROIIAZ T EMNEFRLUE T,

(1) TUWEREEB D)L — MEBES KLU MEEEAEZEE L T &0,
JL— RERSER G2 DIERRE & CHIRADFRIFREIBDSEAZEZ L TD URL KDFD>O—-RUTLIZE0,
CHIFDOHRIERILB DR AEIC DL TIE. Appendixl ZZSBIZE0N,

($7T U UL\EREEB DEEEAE]
m)L— EREEB G2 (Nippon RA Root Certification Authority G2)
https://www.nrapki.jp/nrawp/cert/NipponRARootCertificationAuthority G2.crt

mREREES CA3 G2 (Nippon RA Certification Authority 3 G2)
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority3G2.crt

m PREIEREES CA4 G2 (Nippon RA Certification Authority 4 G2)
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority4G2.crt

mhREIEREES CAS5 G2 (Nippon RA Certification Authority 5 G2)
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority5G2.crt



https://www.nrapki.jp/nrawp/cert/NipponRARootCertificationAuthorityG2.crt
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority3G2.crt
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority4G2.crt
https://www.nrapki.jp/nrawp/cert/NipponRACertificationAuthority5G2.crt

(2) FTUWEREEBDIL— MNERED KUHRIEERAZEZEBMUE T,
ssl.conf 77 1)L® [SSLCACertificateFile] TIEBEUL TWB I 71ILIC. FTUWEREEBDIEAE (PEM 2
) DEHEZEMUET,

mssl.conf 2 7 1 JLODKTEH
SSLCACertificateFile “f¢i& PATH”/nra.crt

m LGRS B DL BAE DTl

MI1DazCCA|OgAwIBAgIBATANBgkahk i GOwOBAQsFADBXMQswCQYDVQQGEwJKUDEX
MBUGATUEChMOTmIwcGOulFJBIE [uYy4xLzAtBgNVBAMT Jk5pcHBvb i BSQSBSH290
[ENIcnRpZml jYXRpb24gQXV0aG9yaXR5MBAXDTEXMDgxNTAyMzAyN | oXDTMxMDgx
NTAyMjg1N|owVzELMAKGATUEBhMCS | AxFzAVBgNVBAo TDk5pcHBvb i BSQSBJbmMu
MS8wLQYDVQQDEyZ0aXBwb24gUkEgUm9IvdCBDZXJ0aWZpY2F0aW9u IEF 1dGhvem| 0
eTCCASIwDQYJKoZ [hvcNAQEBBQADggEPADCCAQoCggEBAPRqgsUWzgB38ZMi 7TaeT
Thai jKzgBaNOUWL9Czhb30b/L i 5KEQr Az2PegOwZns6b+F/4QE2H2g | 9k4qBe8dh
Ar Ins9tSIH6NG/rDg625rCGK j9cAiOizis2gyTptmegMfFENQI6dcDxviuCY98dG
81TMWxKucza/rCVt5KBC5Uh17AgPAT j5vPgXnDn9vnwV04sYgoXXa7ZRgYFc+g/h
pM/ | gWFze1gtGLBVENY [ gyd3cbVEOmMwc15NNaCcSFJbr2p/P/KA9xEmot768M5F
5NTIW/Cg6LJ/bm/byu8H2 jh jpQEdY35rDS0ip20mgEJy51nWbUMgMV2SesPouV jv
x5UCAWEAAaNCMEAwDwYDVROTAQH,/BAUWAWEB,/zZAOBgNVHQ8BAf8EBAMCACYWHQYD
VROOBBYEFBmZpk3 i L3keW05k2YDn98mwn3 I OMAOGCSqGS I b3DQEBCwUAA4 IBAQCX
Meax614X08HFK/XWmzBmnXbU10XG i gNK5CCmVXVM5tdVGSySW8br9c+ZUGRca4cd
6cUA/4pIUILTqUb5TOWO08+pw+egehYWeeVgoF 7TSEWLps2HBv8+Lo | PnXY/Btp88
teacC1QS5t i ShfuR3UDUCTGWtAUdmyG5 jH60se9k /k+zLCvChOhXGaQXAeOAnE IM
n+oKaSQeSTho7+7Kxiqt jyZ2WerBaPgAFpJNu+PCpG1rXaPU87//PKaP9 | Yak05h
VGMOs8QANNWXVbVT0eJV79EF5ZfbtWS8x20JYRALZbLKtu9wuFd I ocL5dWeVL6QXS
uWK INgU/oyG9yDKuoG5 |

————— END CERTIFICATE———

————— BEGIN CERTIFICATE-———— Y
MIID7TCCAtWgAwIBAgIBITANBgkahk i G9wOBAQsFADBXMQswCQYDVQQGEwJKUDEX

MBUGATUEChMOTmIwcGOuIFJBIE luYy4xLzAtBgNVBAMT JkSpcHBvb i BSQSBSb290 R EETI S [DELES))
IENIcnRpZm| jYXRpb24gQXV0aG9yaXR5MBAXDTEOMDcxNzASMT I 1NVoXDTMxMDgx PEM s ZEEMUET .

NTAyMjg1N | owVDELMAKGATUEBhMCS | AxFzAVBgNVBAoTDk5pcHBvb i BSASBJbmMu
MSwwKgYDVQQDEYNOaXBwb24gUkEgQ2VydG ImaWNhdG | vb i BBdXRob3JpdHkgMzCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBATyaWX8RUMgPm jUFOt08GkxR
Xt/kEoaUHt81dP01r4nLth6LKcBQ8ao6Ca jTv7un50kZ+o |OMeLRVvamXqrgChZw
PM091e9Dpkd |20 jdwm40PEUgLQeb/4hfQyQaSIN/VinMvyRt jSdZhNigyaKYRiKS
210CTbdn3hpWIHgot5rD5sh5wJ96EHmMeTal00p8BA Imae jEantMR3KhZZThxC2kK
a2L IRtsXCHRXB15shFD8yMi S5KB | XEkpKAKyp8Zat8fgm58d1UXdLotRCIThiHEW
96JL22fnbuz3WsFoaQMjdLDa9Q9fC7GewSF30aY | jPkcEXkAQcw36mjRmaQUF xUC
AwEAAaOBx jCBwzAPBgNVHRMBAfS8EBTADAQH/MA4GA1UdDWEB/wQEAwIBx jAfBgNV
HSMEGDAWgBQZmaZN4 i 95H | t0ZNmA5/f JsJ9yD jBgBgNVHRSEWTBXMFWgU6BRhk 90
dHRwO i 8vbXBraWNybC5tYW5hZ2VkcGtpLmb | LmpwL21wa2kvTm|wcGIuUkFSh290
Q2VydG ImaWNhdG I vbkF 1dGhvem | 0eS9 jZHAUY3JsMBOGA1UdDgQWBBRb0O113m4V
nZU800/XPyhMvhBfgDANBgkahk i GOwWOBAQsFAAOCAQEAqpAV03zpxGAF5R7pZ tde
k3eHH1JVnhr+gWHty20 jGBmr 2RBzWpBu1tXWZ jKi | aP jU14mMD5L/rA/OtwnTk7x
ep+bFEHdJzJ+beTf/LOFETRfuU/i9ctKQiDRarpI5nudDyg8/+j/Eaawi0Y3bs6q ]
a/r IMNTQGDghg6dMI | ZOmETLV j i sSTDI1EPQOWTxV2TvfQDNaE390VgSh4GOYfuP
Pyb44omkQmbQOem | ZDF5YkmncVHE4d] /stVeue8YArn06BYvhRpHve IBtkG8phWD
th6MVyMzsnn4FCEtmRN687uukbfsnQ/mImEpzPXDEY | AvxrH4u3zUccQRhhigbub

\————END GERTIFICATE——- Yy

#%5CD Appendix2 T D)L — hEXUHEEIAZEZ PEM P TY -2 UERBTZRH L TEDFT,



2.2. KU RX S (CRL) DEEEE

FUWREERDORINYU X MM BRITOFERBDRNI A M EFRI ERBDE. KU NSROBIEE
MRBEERDFET., 57> MEIREZRITUILRSIEDERM I X MEIEET DI 7 ILIC. HILWLER
SERDRNI A M BIEFRUEKT .

RE. KNI X BDSRFEEZITO TCOIRRWEE[ KEEFBESHDFEA.

(1) FTUWLEREER DRI X b (CRL) ZEUSLTLES Y,
BT DEeRA > b S ZHAOHRREERERORI I X baed o> O0—-RUET,

CRUWREERDRZYU X b (CRL) DECH/RA > ]
mPfEEREEE CA3 G2 (Nippon RA Certification Authority 3 G2) M%ZIJ X b~
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3G2/cdp.crl

mPfER5EE CA4 G2 (Nippon RA Certification Authority 4 G2) %% X b
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl

mPfEEREEE CA5 G2 (Nippon RA Certification Authority 5 G2) &I
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority5G2/cdp.crl



http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3G2/cdp.crl
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl
http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority5G2/cdp.crl

(2) FTUWREEB DK X b (CRL) Z&EBIMUET,
ssl.conf 77 JL®D [SSLCARevocationFile] TIEEL TSI 71JILIC. FTUWERESERDEZIU X ~
(PEM F2xX) odsc#EziBiMUEY,

Apache DIFE. EL/R-1 > MSEUS LTz DER FERDEZN X b (CRL) T 7 )L T(FERAHASDIRN
7zsb OpenSSL OV > RICT PEM FZRICEHL T ZE W, BEOY>TILTOT S LAANT PEM £t

DIX> Rz &H L FET

mssl.conf J 7 1 JLDEEH
SSLCARevocationFile /etc/httpd/temp/crl.pem

m 828 CRL DECitiA)

MITE5jCCA84CAQEWDQY JKoZ IhvcNAQELBQAWVDELMAKGATUEBhMCS | AxFzAVBgNV
BAoTDk5pcHBvb i BSQSBJomMuMSwwKgYDVQQDEYNOaXBwb24gUkEgQ2VydG ImaWNh
dGlvbiBBdXRob3JpdHkgNRCcNM jQwND I yMDATMTMOWhcNM jQwND I5MDATMTMOW jCC
AgowPAIDHoW3FwOyM jA2MDkwND 1 2M jdaMCYwGAYDVROYBBEYDz IwM j IwN jASMDQy
N jAwW jAKBgNVHRUEAwoBBTA8AgMehhMXDT I yMDYwOTAONTYOM1owdJ jAYBgNVHRgE
ERgPM;jAyM;jA2MDkwNDU2MDBaMAoGA1UdFQQADCgEFMDwCAx6GexcNMj [wN jEwMDcw
0TQ5W jAmMBgGA1UdGAQRGA8YMD I yMDY xMDA3MDkwMFowCgYDVROVBAMKAQUWPAID
HobbFwOyMjA2MTQwMzU3MDNaMCYwGAYDVROYBBEYDz IwM j IwN jEOMDM1NzAwW jAK
BgNVHRUEAwoBBTA8AgMehhUXDT I yMDYwOTATNTQONTowdJ jAYBgNVHRgEERgPM jAy
MjA2MDkwNTUOMDBaMAoGA1UdFQQDCgEFMDwCAX6GFhcNMj IwN jEwMDcwND I5W jAm
MBgGATUdGAQRGA8YMD I yMDYxMDA3MDQwMF owCgYDVROVBAMKAQUWPAIDHoaAFwOy
MjAZMTMwMTQyNT | aMCYwGAYDVROYBBEYDz IwM j IwN jEzMDEOM j AwW j AKBgNVHRUE
AwoBBTA8AgMehbgXDTIyMDYwOTAOM jg00Vowd jAYBgNVHRgEERgPM jAyM jA2MDkw
ND14MDBaMAoGA1UdFQQDCgEFMDwWCAX6GThcNMj IwN jEzMDEOMTU1W jAmMBgGA1Ud
GAQRGA8YMD I yMDY xMzAxNDEwMFowCgYDVROVBAMKAQUWPA IDHoYUFwOyMjA2MDkw
NTAxMzVaMCYwGAYDVROYBBEYDz IwM j IwN jASMDUwMTAwW jAKBgNVHRUEAwoBBTAS
AgMehnOXDT I yMDYxMzAxMzMwOVowd jAYBgNVHRgEERgPM jAyM jA2MTMwMTMzMDBa
MAoGATUdFQQDCgEF oI GXMIGUMB8GA1Ud IwQYMBaAFLndgfenx88LZvRcK3T6PzcS
INUaMAWGA1UdFAQFAgMAxdAwYwYDVROCAQH/BFkwV6BSoF CGTmhOdHAGLY9tcGtp
Y3JsLm1hbmFnZWRwa2kubmUuanAvbXBraS90aXBwb25SQUN | cnRpZm| jYXRpb25B
dXRob3JpdHk1L2NkcDAyLmNyb 1EB/zANBgkahk i GOwOBAQsFAAOCAQEAeo1yscNh
gF0gk70SQZT9iRAaWxtQb7xGYc40X0rVibhakxWMbe/ lui IbhXv jsykfLrwlJxz1
yNG4XTYeqK8BOXH7SS4+0MEaoC2b5MFVL4zVKRk+yx | 10Cc2TK1837JSmJhv1gM
tkdK|/EfdIRNJwZog6fyQCVIStUNTGk966Gbg 1bXTKr rLbzWFpY2U | gSsnemmCT+
y0G1JNOnMGwgJS6WnIA3r 70LP2bDY8,/Ma6TVwv81U52zVRp660KJ i GWBVeKC4YKM
1H41cpgUpLEfwEEem5/09xP0zY7 j IDMK10bMgau2hREcr STEs jX ha5JBSV [ +/x2
LL3 IROBXTwUByw==

————— END X509 CRL————

M1 1Ct jCCAZACAQEWDQYJKoZ 1hveNAQELBOAWVDELMAKGATUEBRNCS | AXF ZAVBENV 5 LWEER DX X hD
BAoTDk5pcHBvb i BSASBJbmMuMSwwKgYDVQQDEYNOaXBwb24gUKE22Vyda I maliNh .
d61vbiBBdXRob3JpdHkeNRcNM jQwNDTyMDAZMT 10WhcNM jQwND15MDAZNT 10W B8 PEM e ZENMUE T

MDwCAx9gPRCNM jMwMTATMDg 1N jASW jAmMBgGA1UdGAQRGA8YMD I ZMDEWNTAANTYw

MFowCgYDVROVBAMKAQUWPAIDH2A7FwOyMzAXMTAwWNTM4MzNaMCYwGAYDVROYBBEY
Dz IwMjMwMTEwMDUZzODAwW j AKBgNVHRUEAwoBBaCB | zCB | DAfBgNVHSMEGDAWgBS5
3YH3p8fPC2b0XCt0+j83EpTVG jAMBgNVHRQEBQ I DAMXPMGMGA 1UdHAEB/WRZMFeg
UgBQhk50odHRwO i 8vbXBraWNybC5tYW5hZ2VkeGtplmb | LmpwL21wa2kvTmIwcGOu
UkFDZXJ0aWZpY2F0aW9uQXV0aG9yaXRENS9 jZHAWNCS jcmyBAT8wDQY JKoZ IhveN
AQELBQADggEBAHbmVWaK7z5dVJPbFV jpLRCD8+ j ipYzbP | iF iN4N jBRfWsGw1Qkb
y6jVZgo/dYChFr j5SxYFS92zCPb5L i fFYGYi4rXeUJeVSwgoOLulUofJ5t IEJAD j
aE ibcWHpF2aaz8auzxxhkuuwuudQVEQ4JD1k9kal uMp+JNHTOaYHKAS i gD/vRENo
HfHAca8uSi JaS+TS70P0s jFtbc/F2X+FUhxCbp7Ey39e0Qg273YZD jksh2+fqY0o
mEQFLtXkX1gLQfcbSKw7qfsJsQsfaei8G6t804 jabXca6VZ9+eEsGOSWDibdHU 10
RFCGBGUUASMc4Cu9sTQEGaoQakD2FaP3PS8=

————— END X509 CRL———-




2.3. KX~ (CRL) DBEEEVS &E#h

UFOY>TINAOUT M2 BHEIEIEL. cron FTEEBEITIDIROIRELET,

n 5> IILAOUT
BetR/R-1 > MO SEUS LTz DER FZRDRZN U X b (CRL) & PEM FER(CEHA L. REVFERDORIN I X b
EFEREERDOERMN IR b ZY—2 UEI7IValEk L. EBDOT 1 LI NJICERELFE T,

#!1/bin/sh

cd <<EKMIRXRIT7AILAFI>0O0-RF4 LT KU >>

wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority 3/cdp.crl'
openssl crl -inform der -in cdp.crl -outform pem -out crl_ca3.pem

rm -f cdp.crl

wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3G2/cdp.crl'
openssl crl -inform der -in cdp.crl -outform pem -out crl_ca3G2.pem

rm -f cdp.crl

cat crl_ca3.pem crl_ca3G2.pem > crl.pem

cd <<FKMIRX NI 7AIVEREFT « LI KU>>

rm -f crl.pem

cp -p /<<EKHIR T 7AILFD>0O—-RF« L2 ~J>>/crl.pem ./
systemctl restart httpd

(#ke]
BARRMEZAVVZERER. #5D Appendix3 ZZ SRR TZE0),

10



2 .4- 05/]/ I\DIEEH = n,L,\pIEd)Eer}:HEWE

DS5AT > RRECHENT, FUWEIROIRAEZ e I DR MADREFIRZ LT (CEEH UK T,
BB DSAT 2 REBEIDFRAFICHEITRE GRELR) ZIEEL TULRWEE(, REREIBESDIEA

(1) ssl.conf 77 -1)LD [SSLRequire] ZiERLET .
[SSLRequire] TIHEUL TLWBDABH. I5177> NRIEDERMFEIRDFET,

mssl.conf J 71 JLOEEH (ZEHI)

- HITRM CA3
BD. 547> MERED 0] OENERUIEREDH ER T DEE

<Location />

SSLRequire (
I %<{SSL_CLIENT_I_DN_CN} eq "Nippon RA Certification Authority 3" I

and %{SSL_CLIENT_S_DN_O} eq "<&ffE>")

</Location>

(2) ULV GRELR DEBAZE Z 5 e] 3 D RMFCEELE T,
BHHEIT/ (CA3) FEEFHHFEITH (CA3 G2) ZFIFHIDLD OR THEELFET.

mssl.conf 7 71 )LOEER| (BER)

- BITHEN CA3 F/z(d CA3 G2
BD. 547> MNERED (0] DENERUCERAEDHZZ T DHTE

<Location />

SSLRequire (

(%<{SSL_CLIENT_I_DN_CN} eq "Nippon RA Certification Authority 3"

or %{SSL_CLIENT_I_DN_CN} eq "Nippon RA Certification Authority 3 G2")

and %{SSL_CLIENT_S_DN_O} eq "<Zf{HE>")

</Location>

XERTEZBMCTDIHEE(E. [systemctl restart httpd ] IX > RZEITU T Apache ZHBiicgi LT 12&

(A
BARNMEZRUVZRE (L. 5D Appendix4d ZZ SIBIZE0)N,

11



3. Appendix1 (FREEEEBDEZRTE)

TE®D NRA-PKI >R LAEBEE(CT, [FIREXFTF 220Uy oUTWEEL & BRAEN
TWBT—EXENTRRENFT. T—EXZDED (CA4) FOREHNTHAVZIZEVWTUVSHRIEES
BTY. REEHMRITNIE CA3 ZZHABWZLEVWTHSDFET,

W R Al 2 Y AT A

HHEELF 2

HHE1 8 OY1 p HREA Ty R

WA ERTHRIR ']

AWEATZ L AN

O B AR

HTFOH—EXERRLTWEY.

[FAFY-EZ (CA4) ]

=l ﬂ. HEE g i
LRV EoY r—

© oY MR “'- test test

wwwl.nrap

ki.cojp

12



4. Appendix2 (PEM FZDJ)L— b - HPFEEEEAE)

BHDLRZ MUTARLTVWSIL— bSIUHREEREZ PEM LR (CLIEASTY .

B CAGEBAZE (IRATD)L— MEERRE EHHREEAE) (CHL— NEERAE CRPREEAE ZENML THED X
a_o

(1) FTEROREZTFARIT7AINATE—&R—X MU, CASIAZZER URBLE I . (ST TEUT
DEHDELFET)

- CASEBAZE T 71JL : nra.crt
- Web H—/\TODREFLT 1 L2 kU @ Jetc/httpd/temp

mssl.conf 7 77 1 )LD EH!
SSLCACertificateFile /etc/httpd/temp/nra.crt

CEEFIR)
TROAFZIE—&R—X MUEBRCHITHAASIRWEENHDEY . TDIR(E PDF ERNZRIDIT

4 (Adobe &) TA—T>UTIOE—&R—XAMULTLIEEL BITHA SRRV E CA SEBFEN Apache
[CIEULLEENELEA).

(LR KU
RIS LIRS Y

https://www.nrapki.jp/client-certificate/repository/

mIREREER/LIRS b

https://www.nrapki.jp/client-certificate/repo/

13


https://www.nrapki.jp/client-certificate/repository/
https://www.nrapki.jp/client-certificate/repo/

m PREEREER CA3 ZZHADLRE
(RATDIL— NEEBAE. FMEEEAE (CA3) EFHULWIL— MEEBAE (G2). dfEiEtAZE (CA3 G2)
SULZEDTT),

MI1DazCCA|0gAw]BAg1BATANBgkahk | GIwOBAQsFADBXMQswCQYDVQAGEwJKUDEX
MBUGATUEChMOTmIwcG9uIFJBIEIuYy4xLzAtBgNVBAMT Jk5pcHBvb iBSASBSH290
IENIcnRpZml jYXRpb24gQXV0aG9yaXR5MBAXDTEXMDgxNTAyMzAyN | oXDTMxMDgx
NTAyM jg1N10owVZELMAKGA1UEBRMCS | AF zAVBENVBAOTDK5pcHBYb iBSQSBJbmMu

MS8wLQYDVQADEyYZ0aXBwb24gUKEgUmIvdCBDZXJ0aWZpY2F0aW9ulEF1dGhvem |0
eTCCASIWDQYJKoZ 1hveNAG AQ RaasUNzgB38ZMi TaeT
Thai jKzqBaNOUWL9Czhb30b/L i SKEQrAz2PegOwZns6b+F /4QE2H2g | 9k4qBe8dh — H ==
Ar Ins9tSIHENG/rDg625r CGK j9cAi iz i s2gy TptmegMf FENQI6dcDxviuCY9I8dG iﬂ)b FHEHH =
81TMWxKucza/rCVt5KBC5Uh17AgPA1 j5vPgXnDn9viwV04sYqoXXa7ZRgYFc+g/h

pM/ 1 qWFze1gtGLBVENY I gyd3chVEOmMwe 15NNaCeSFJbr 2p/P/KA9xEmot 768M5F
BNTIW/Cg6LJ/bm/byuBH2 jh jpQEAY35rDS0i p20maEJy5 1nWbUMaMV2SesPouV jv
X5UCAWEAAaNCMEAWDWYDVROTAQH,/ BAUWAWEB,/ zZAOBgNVHQBBATBEBAMCACYWHQYD
VROOBBYEFBmZpk3 i L3keW05k 2YDn98mwn310MAOGCSqGS 1b3DQEBCWUAA41BAQCX
Meax614X08HFK/; 10XGi gNK! c+ZUGRcadcd
6¢UA/4p1UILTqUb5TOW08+pw+egehYWeeVaoF 7T5EWLps2HBv8+Lo IPnXY/Btp88
teacC1085ti SbfuR3UDUCTGINtAUdmyGS jHE0se9k, k+zLCvChOhXGaQXAOANE IM
n+oKqSQeSTbo7+7Kx i qt jyZ2WerBaPgAFpJNu+PCpG1rXaPU87//PKaP9 | Yak05h
VGMOs8ANNWXVbVT0eJV79EF5Z fbtWS8x20JYRAL zbLKtu9wuFd|ocL5dWeVL6QAXS
ulKINqU/oyG9yDKuoG5 |

END CERTIFICATE-——-

BEGIN CERTIFICATE-———

MIID7TCCAtWgAwIBAg1BITANBgkahk i GOWOBAQsFADBXMQswCQYDVAQGEWJKUDEX
MBUGATUEChMOTmIwcG9uIFJBIEIuYy4xLzAtBgNVBAMT JkbpcHBvb iBSASBSH290

IENTcnRpZmI jYXRpb24 3MTTTNVOXDTMxMDgx
NTAyMjg1N|owVDELMAKGA1UEBRMCS | AxF zZAVBENVBAGTDkSpcHBvb i BSASBJbmMu
MSwwKgYDVQQDE: Q; vbiBBdXRob3JpdHkeMzCC

ASIwDQYJKoZ 1hvcNAGEBBOADg2EPADCCAQoCggEBA IyaWX8RUMgPm jUFOt08Gk xR
Xt/kEoaUHt81dP01r4nLth6LKcBA8ao6Ca j Tv7un50kZ+o | OMeLRVvamXqr gCbZw
PM091e9Dpkd 1 20 jdwm40PEUgL Qeb/4hfQyQaSIN/VtnMvyRt jSdZhNigyaKYRiKS

210CTbdn3hpWIHgot5rD5sh5wJ96EHMeTal 00p8BA Imae jEantMR3KhZZ fhxC2kK
a2L IRtsXCHRXB15shFD8yMi S5KB | XEkpKAKyp8Zat8fem58d1UXdLotRC1biHEW =
96JL22fnbuz3WsFoaQM jdLDa9Q9fC7GewSF30aY | jPkcEXkAQcw36m jRmaQUF xUC ¢ Fﬂ (CA3 ) I=IE HH %
AWEAAaOBx jCBwzAPBgNVHRMBATSEBTADAQH,MA4GA1UdDWEB,/WQEAWIBx jAfBgNV
HSMEGDAWgBAZmaZN4 i 95H1t0ZNmAS /f JsJOyD jBgBENVHREEWTBXMFWgU6BRhk90

dHRwO i 8vbXBraliNybC5tYW5hZ2VkcGtpLmb | LmpwL21wa2kv Tm|weGIuUKF Sh290
02VydGImaWNhdG1 vbkF 1dGhveml 0eS9 jZHAUY3JsMBOGATUdDgQWBBRbOOT13m4V
nZU800/XPyhMvhBf gDANBgkahk i GOwOBAQsFAAOCAQEAapAV03zpxGAF5R7pZ tde
k3eHH1JVnhr+gWHty20 jGBmr 2RBzWpBu1tXWZ jKi | aP jU14mMD5L/rA/OtwnTk7x
ep+bFEHdJzJ+bcTf/LOFETRfu/i9ctKQiDRarpI5nuJDyg8/+j/Eaawi0Y3bs6a
a/rNNFQGDghg6dM I [zOmETLV jisSfD11EPQOWFxV2TvfQDNaE390VaSh4GOY fuP
Pyb44omkQmbQ0em | ZDF5YkmncVHE4d 1 /stVeue8YArn06BYvhRpHve 1 BtkG8phiD
th6MVyMzsnn4FCEtmRN687uukbfsnQ/mImEpzPXDEY | AvxrH4u3zUccQRhhig5ub
3A==

END CERTIFICATE-—-

—————BEGIN CERTIFICATE-————

MIIFcTCCATmgAw]BAgIBATANBgkahk i GOwOBAQsFADBaMAswCQYDVAQGEwJKUDEX
MBUGATUEChMOTmIwcG9uIFJBIEIuYy4xM jAwBgNVBAMTKUSpcHBYb iBSASBSH290
IENIcnRpZml jYXRpb24gQXV0aG9yaXR5 IEcyMBAXDTI1OMDgwM jAyMzMzOF oXDTQO
MDkwM jAyMzMzOFowW jELMAKGATUEBHMCS | AxF zZAVBgNVBAGTDk5pcHBvb i BSASBJ
bmMuMT T y10aXBwb24gUKE CBDZXJ0aWZpY2F0aW9uIEF1dGhv
cm|0eSBHM jCCAi IwDQYJKoZ hveNAQEBBQADgg 1 PADCCAgoCge IBALh9x9q92L DN
WhaWWCaPt TgNLWgCWbOENZXt4YY90MBbxzKUG | pMi xuHxdCv5F cot+gNWE98VmRVZ
NjBz10pUyzas jzWZLCIxacSJpxKKn3 | 1Qor HsFKdEgYoe | Ebom/duj81c7r2ftP

9S3LpX776DQ16FeEVIf H5Ub1JtBLRRHF i 00k
pdrRY22Nh3p0XakOMRt /sVCLA9seZyaRm/aSALTK30GMyN782H7 dWHyhaZOed/ cw
aKdbyBzWzCeBKLEz8xkoF 30z tMArPdGpQr+tz | SpOeRuNuQPIPOpxgPD3egbX+D/ =

GXQaQsaa+54yx jCIr /kAUi7273DooyAFGXnheRG7EsRuBMX5VRi JZPt1YZw2|CXu %ﬁ) b_ h EE Hﬂ % (G 2)
sGmyWaOF ch6Ve2 jD9kc4IdoLez1z1/nwdud jZaiWlykTpIsT9 jyL99kQhCF0Q jAQ
wr+oxVafpAt7e jZcwOM8 IH7KDQ32 i CUCMWNF i ai yyhbRkuqE jto01XNN6AOBKmBx

bWOJJH2FBKHt6XhDaGeDDi i E/iCnpSIT1UD jXkJvOI+rLWgg1Prpu0Tgyd j7Rn7
X2RNRr 2WE9bt 1Db68RVMEZWWBET JxZaQwYtaOWOT6 i G+Ssrodeefoppyth00esrx
Be i 2nkh|UG// TakcBWMaF uox3ROJPWRF ASMBAAG jQ jBAMASGA1UAEWEB, waFMAMB
Af8wDgYDVROPAQH,/BAQDAgHGMBOGA 1UdDgQWBBATr jzkvfDAcNazgpa jawHo | kx2
 jANBgkghk i G9wOBAQsFAAOCAEAQi thspZy jJ6 jS8tZbVEQtMxS9dx8tHUTKb3 |
N+P2D2KKLgF+ | VKX2MY/+8/VhzYAL0/4kvHNbXFMcoT7Obtw37bumkCeCT4B8pZZe
Ao7i xh9m40XBYWn7APvwX i BFOG4YEwmhS98 jNxzOM j6GhuC0GeKbkUWbZxbNH9av
WGPHgFPQ5 | gPBaW5g | aOmLDPd+a Inci JCtfNiB+cVghr Cs300uMsBPsLQeaoVFSc
6Apk 1vOA jWAr g 1PFtvRfFal EzGLzdsxT/PYtX/5e | xAl YbeBUF 7GLYOSXtTG+P8V
DbpF7b90KmvEx42b70c0ppl i [ZG76XtWUNIFA3Z08Jzvt7p | sPd0432EJSa+amHB
xtph2Qv7L6 jhM5ChVx i fsLYudF6n90i j/ ivwNSs+eobok le [5G TUOgsd+mk i PdD
5eQgSExJpJBFIkdtBXz0zG9sczaSktr 2xVYOsvgtM j1BdayMU2bGwUp1rKn8IUwI
Nphr JaTxAuQKF9q i FOVXTU/4i gBHfkxOK05JosJ 1 vC1pkODOGAm9c34wV2bsk01x
tRyxgrZad|eyTy10a8egbwwKbUik5Y j9r [EZ8/32nETJBIOHSpOevXFA4cmgdoUX
Dz j3RXMYtDaemGZ6gTCxdV7Hi4L/0P+Zop992Y9aNAZQW2Msv iz j2Br JTsTLpOKw
Vw8mcPU=

———END CERTIFICATE-——

-———BEGIN CERTIFICATE-——

MIIF9TCCA92gAw] BAg1BAZANBgkahk i GIwOBAQsFADBaMQswCQYDVAAGEWJKUDEX
MBUGATUEChMOTmIwcG9uIFJBIEIuYy4xM jAwBgNVBAMTKUSpcHBYD iBSQSBSH290
IENIcnRpZml jYXRpb24gQXV0aG9yaXR5 [ EcyMBAXDTIOMDgwM jA2NTMwOVoXDTM4
MDEwM jA2NTMwOVowV ZELMAKGA1UEBHNCS | AxF zAVBENVBAOTDK5pcHBvb i BSQSBJ
bmMuMS8wLQYDVQQDEyZ0aXBwb24gUkEgQ2VydG ImaWiNhdG | vbiBBdXRob3JpdHke
MyBHM jCCA i IwDQYJKoZ IhveNAQEBBOADgg 1PADCCAgoCgg 1BAJ jG/HVHyb339r 4T
DFEIAyXxDfsgCvXXABPYu jTBPGEr OnXYGKdL i JgtyEDAR8N8dfhOKEGh Inw|5xef
V6tpuzmUZo jAe0/uCNKdyt j28TMI T67cu4SwOND6Z09GC i POcs2zQPeo2e8Zdt 1c

v6C2dbp1J3yb1ALKJWmI81FGaRYHWG73Raq i 8SZQnz5Ur |GIYCNL | 3k0gz08JEKs
klIccOHG4yrZywPQzO0s IkM7or 8Uy4TVpb6BDMxAT jLLZPgShul ToTq+P04pgTOkbD
TrkIVee/A8qwZXU4/4a3al zt tq1rZe23H1 |usT1JImHERUDF ftcyR78gW30yO0v/f £ = =1
p1deTNtvEDhSoHr I XKEn6+YsSviaFyLuZqo7L512/1cwXfLstT/ToDUNd+1ZGnGa *ﬁ* Fﬂﬁ (CA3 G2) BEHB =
rbhwFaBhwi 1bY1pPulgLQ19iA4eQy 18N jk+k2dynk8LMcRKZDLeGeUTy i i EXJgh
McVBLZETRXDWr GTQSvdVrDIBGOZTOse YM4bQX6mNhszNsXzbT196s6PysaTEF2gF

56v joBA jNsAe52ku0XQf fAdvkPL7CNRn2HT50wADE YUDezrmK 1y Jw2c03ZDnPN6Q
35rkKEpVNo2GEAT 1wZfRpn3SnkPQr sw8fnlel+e+RQyNoyXsEzz5hsEvudLvzMrG
GOgKxLPi CfkZAQ9Vi03r 00eDgAr 5AMBAAG jgcgwgcUnwDwYDVROTAGH/BAUWAWEB
/2AOBgNVHQBBATBEBAMCACYwHWYDVRO jBBgwF 0AUE6485L 3wwHDWs4Kao2sB6JZM
dndwYgYDVROTBF swhTBXoFWgU4ZRaHROcDovL21wa2| jemwubWFuYWd | ZHBraS5u
285qcC9tcGtpLO5pcHBvb | JBUMIVAEN | cnRpZml jYXRpb25BdXRob3JpdH I HMi 9 j
ZHAuY3JsMBOGA1UdDgQWBBAZNBBw468 fpt8yy jOE+7psCL/PzTANBgkahk i GIwOB
AQsFAAOCAGEATJ9hFvegNhdHYJINU9y/Zzr ¢/ JOtNZPAaytmsm2 i+HdUm/pp jL9JZ0
unG1tQd5f2nk IhrFGcl+No3Y8pvGOVJ87+AEMsRGZehs 134JetMUPIKbKV+T9eJZ
e5szbzA0J1uGTJETITWVwiMAer i A/2Xk7ie2whhy [eb4Xscey7VouT32ZCj j/a0S
0Z0+s0qhJZoSgDEGBCLpDW+yefyKGBOBeRVOpWPZY I+G6kNuTOyxf Iw+6sedg9uF
hg2vEl OUshiWW ZvghmZHCogCWNO I0vODZ3f1
©30+S|0YHKi ASwUGMKHE4bBVDbdr 131 20KFOu95rEYc7ulq jWFTWIu6GH | SVKoAv
L2DVnwDtxeTdXOKdTct3FcY jU9//vd5nUAngCMYniuVGxtOpt8ENITNIxzmVITVV
R1w70STavnTv7ovMbJR+2pAke03 i IFNTA91GIXnAe8md i PENbRD+ubiHd8tYgSr i
2E4C+1XBuo5vR7470CSBXWTr 2R+LbAr QDP j 11kLgbw+FraeRtnHdwPyJk /s8WRgK
Y/YpMZc5C207SpC6gNv6P8t | |bzFcD4x3d010ds 12SXbUS++ jXcWBDAFgD2xREBp
07mSMHZaCc i W/P1PPEmnmkZy4v3tC8nRu+Zk fOEUBGRgODSAE /Obabk=
———END CERTIFICATE-——

14



m PR CA4 ZCHRDIGE

(RATDIL— NEEBAE. HFREEEAE (CA4) EFHLVLIL— b
L7ZEDTY),

~n

z

MI1DazCCA 10gAwIBAgIBATANBgkahk i GIwOBAQsFADBXMQswCQYDVQQGEwJKUDEX
MBUGA 1UEChMOTm| weG9u IFJBIE | uYy4xLzAtBgNVBAMT Jk5pcHBvb iBSASBSH290
IENIcnRpZml| jYXRpb24gQXV0aG9yaXR5MBAXDTEXMDgxNTAyMzAyN | oXDTMxMDgx
NTAYM jg1NTowVZzELMAKGATUEBhMCS | AxF zAVBgNVBAoTDk5pcHBVb i BSQSBJbmMu
MS8wLQYDVQADEyZ0aXBwb24gUKEgUnIvdCBDZXJOaWZpY2F0aWdu1EF 1dGhvem| 0
€TCCASIWDQYJKoZ 1hveNAG AQ RaasUNzgB38ZMi TaeT
Thai jKzqBaNOUWL9Czhb30b/L i5KEQr Az2PegOwZns6b+F/4QE2H2g | 9k4qBe8dh
Ar Ins9tSIHBNG/rDg625rCGK j9cAiOizis2gy Tptmoghf ENQI6dcDxv i uCY98dG
81TMIWxKucza/rCVt5KBC5Uh17AgPA1 j5vPgXnDndvnwV04sYqoXXa7ZRgYFc+g/h
pM/ 1 aWFze1gtGLBVENY I gyd3chVEOmMwc 15NNaCcSFJbr 2p/P/KA9xEmot 768M5F
BNT IW/Cg6LJ/bm/byuBH2 jh jpQEAY35rDS0i p20maEJy5 1nWbUMaMV2SesPouV jv
X5UCAWEAAaNCMEAWDwWYDVROTAQH, BAUWAWEB,/ zAOBgNVHQ8BATSEBAMCACYWHQYD
VROOBBYEFBmZpk3 i L 3keW05k 2YDn98mwn310MAOGCSqGS Ib3DAEBCWUAA4 IBAQCX
Meax614X08HFK/; 10XGi gNK! c+ZUGRcadcd
6cUA/4p1UILTqUb5TOW08+pw+egehYlieeVqoF 7TT5EWLps2HBv8+Lo |PnXY/Btp88
teacC10S5t i SbfuR3UDUCTGINtAUdmyGS5 jHE0s eIk /k+zLCvChOhXGaQXAeOANE IM
n+oKqSQeSTbo7+7Kx i qt jyZ2WerBaPgAFpJNu+PCpG1rXaPU87//PKaP9 | Yak05h
VGMOs8ANNIWXVbVTOeJV79EF5Z fbtWS8x20JYRALZbLK tudwuFd| ocL5dWeVL6QXS
ulKINqU/0yG9yDKuoG5 |

-———END CERTIFICATE-——-

—————BEGIN CERTIFICATE-————

MIID7TCCAtWgAwIBAgIBI jANBgkahk i GOWOBAQsFADBXMQswCQYDVAQGEWJKUDEX
MBUGATUEChMOTmI wcGOuTFJBIE luYy4xLzAtBeNVBAMT Jk5pcHBvb iBSASBSH290

IENIcnRpZml jYXRpb: EOMDcxNzA3MTgzM1oXDTMxMDgx
NTAyMjg1N|owVDELMAKGA1UEBRMCS | AxF zAVBENVBAGTDk5SpcHBvb i BSASBJbmMu
MSwwKgYDV ydGImaWNhdGI vb iBBdXRob3

ASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQoCggEBALNYxImQLWZdSvJF/8PmGW3A
178UL2MHWaFb i | JCaZ50VXSPG//6P0+dCp jD/Hm3/9Kpxal Cc716HdHsZXSKbCF i
KH1JhaZ+jQL5051128bAbtQf f2VyMSNQeOt zLayxdCMFckxMY jS2nsX84stA3mEC
5E2Cf+ovZMIBRPTEA jrOb2DcOulxnZCVediy10oryr ICMVFNnfTpFmkuATXRmeko
yx9DVMi 9fegGYwFhf |+zNFSBAKuBBsaf9 | 4yfk9CBouGf00i QrF/DkrpolmEPS1b
thcB7agTkaeSKTbaCXZ jOAMDFMaNYzun24KHXhJUbt2e f JRbLHYmAPZC7pnAE3NC
AWEAA20Bx jCBwzAPBgNVHRMBATBEBTADAGH, MA4GA1UdDWEB/ wQEAWI Bx jAfBENV
HSMEGDAWgBQZmaZN4 i 95H | t0ZNmA5,/fJsJ9yD jBgBgNVHRBEWTBXMFWgUEBRhk 90
dHRwO i 8vbXBr aliNybC5tYW5hZ2VkcGtpLmb | Lmpwl 21wa2kv TmIwcGIuUKFSb290
02VydGImaWNhdG| vbkF 1dGhvem| 0eS9 jZHAUY3JsMBOGA 1UdDgQNBBSeu4R jR78m
FX37XfMNpsxb2ay3qzANBgkahk i GIWOBAQsFAAOCAQEA jc800eZsNel g5¢Z1056R
CgXVGe1+XwadaRfodzsQBFDNYD+y5i Tpndw45XGsuH2r HSANZuC | u judYPqGKnHr
oaebuxTutwsMr IKKcERHIac4SpasEWEHRHBgnapnV/45F JaxhEVOanyxQ | EEmeXW
cPdZOX I WLhWcxOVPC80xaoDw,/ VF /P+9SY ioENVY10ix8VEKb 7yui9SALdIx1VmZg
mMHXUDZ i xsEs4CLL+NX | S1g+KS13Wad6FF1ep3UOEAM8CNCAF Qo09MEWSp8moL 4R
zahr IVBOWCAc4ST | BggLDAb f4eXc49UQ5x jLKH3 iRDS iMNOVpbt6PLY/WTVK7UYU
Mw==

—END CERTIFICATE-—--

-———BEGIN CERTIFICATE-——

MIIFCTCCATmgAw]BAg1BATANBgkahk i GOWOBAQsFADBaMQswCQYDVAQGEwJKUDEX
MBUGATUEChMOTmIwcG9uIFJBIEIuYy4xM jAwBgNVBAMTKUSpcHBYb iBSASBSH290
IENI cnRpZml jYXRpb24gQXV0aGIyaXR51EcyMBAXDTIOMDgwM jAyMzMzOFoXDTQO
MDkwM jAyMzMzOF owW JELMAKGA1UEBHNCS | AxF zAVBENVBAOTDK5pcHBvb i BSASBJ
bmMuMT I y | 0aXBwb24gUkEgUm9vdCBDZXJOaWZpY2F0aW9ul EF 1dGhv
cm| 0eSBHM jCCA i 1wDQYJKoZ 1 hvcNAQEBBOADgg 1 PADCCAg0Ceg 1BALh9X9q92LDN
WhallCaPTeNLWeCWhOENZXt4YY9oMBbxzKU6 | pMi xulxdCv5F cot+gNWEIBVmRVZ
7N Bz |0pUyzas jzWZLCIxacSJpxKKn3 | 1QorHsFKdEgYoe | Ebom/duj81c7r2ftP
9S3LpX776DQ16FeEVWF H5Ub1JtBLRRHF i a0k
pdrRY22Nh3p0XakOMRt /sVCLA9seZyaRm/aSALTK30GMyN782H7 dWHyhaZOed/cw
qKd5yBzWzCeBKLEZz8xkoF 30z tMArPdGpQr+tz | Sp0eRuNuQPIPOpxgPD3eghX+D/
GXQaQsaa+54yx jCIr /kAUi 7273DooyAFGXnheRG7EsRUBMX5VR JZPt1YZw21CXu
sGmyWaOF ch6Ve2 jD9kc4IdoLez1z1/nwdu4 jZaiWlykTpIsT9 jyL99kQhCF0Q jAQ
wr-+oxVafpAt7e jZcwOM8 IH7KDQ32 i CUCMWnF i ai yyhbRkugE jto0IXNN6AOBKmBx
bWOJJH2FBKHt6XhDaGeDDi i E/i CnpSI1UD jXkJvOI+rLWgg1Prpu0Tgyd j7Rn7
X2RNRr 2WE9bt 1Db68RVME ZWHBET JxZaQwYtaOWOf6 i G+Ssr5deefoppy fho0esr x
Bei 2nkh 1UG// TakcBMMaFuox3ROJPWRFAMBAAG jQ jBAMABGA1UdEWEB/wQFMAMB
Af8wDgYDVROPAQH,/BAQDAgHGMBOGA1UdDgQWBBATr jzkvfDAcNazgpa jawHo | kx2
 jANBgkahk i GIwOBAQsFAAOCAEEAQ i thspZy jJ6 jS8tZbVEQtMxSIdx8tHUFKb3 1
N+P2D2KkLgF+| VKX2MY /+8/VhzYA10/4kvHNbXFMco70btw37bumkCeCT4B8pZZe
Ao7i xh9m40XBYWn7APvwX i BFOG4YEwmhS98 jNxzOM j6GhuC0GeKbkUWbZxbNH9av
WGPHgFPQ5 | aPBW5¢ | a0mLDPd+alnc i JCtfNiB+cVahr Cs300uMsBPsLQeaoVFSc
6Apk1vOA jWAr g 1PFtvRfFal EzGLzdsxT/PYtX/5e | xAl YbeBUF7GLyOSXtTG+P8V
DbpF7b90KmvEx42b70c0ppWi 1gZG76XtWuWFQ3Z08Jzvt7p | sPd0432EJSa+QmHB
xtph2Qv7L6hM5ChVxi fsLYu4F6n90i j/ ivwNSs+eo5ok el 5CI TUOgsd+mkiPdD
5eQgSExJpJBFIkdtBXz0zG9sczaSktr 2xVYOsvgtM j1BdayMU2bGwUp1rKn8IUwI
NphrJaTxAuQKF9qi FOVXTU/4i gBHfkx0K05JosJ | vC1pkODOgAmIc34wV2bsk01x
tRyxgrZadley7y1Qa8eg5wwKbUik5Y j9r IEZ8/32nETJBIOHSpOevXFA4cmg9oUX
Dz j3RXMYtDaemGZ6gTCxdV7Hi4L/0P+Zop992Y9aNAZQW2Msv iz j2Br JTsTLpOKw
Vw8mcPU=

END CERTIFICATE-—
-———BEGIN CERTIFICATE-——

MITF9TCCA92¢Aw]BAg IBBDANBgkahk i GOwOBAQsFADBaMQswCQYDVAQGEwJKUDEX
MBUGATUEChMOTmIwcG9uIFJBIEIuYy4xM jAwBgNVBAMTKUSpcHBYb iBSQSBSH290
IENI cnRpZml jYXRpb24gQXV0aGIyaXR5 1EcyMBAXDTIOMDgwM jASNDQOM | oXDTM4
MDEwM jASNDQOM | owVzEL MAKGATUEBhMCS | AxFzAVBgNVBAOTDk5pcHBvb i BSASBJ
bmMuMS8wLQYDVQQADEyZ0aXBwb24gUkEgQ2VydG ImaWiNhdG | vbiBBdXRob3JpdHke
NCBHM jCCA i 1wDQYJKoZ IhveNAQEBBOADgg 1PADCCAgoCee 1 BAURKH5 JkXQx IL8pc
MD+KNeewEasRUO j1gn+W jr YHOYW/xsxd1xhozaAAWtenay4C1oBvRAWCe 148PR/U
FkM2emOW7CvEyL1iEFzb3CSqUI| j6eed 7dyTNayGGXyY9wx8cZp2KuwiNwk iczYK
m/EmfTw+G16FBgDMaOhGk3NAq+7JFETmmLpiwngnazYr8GTAi IyLgy212VJTLM3S
bmLwUSNvuK2Ft i s5GHEwg9Vel vJaicSgla31mDYGtX7VyOMr SCEQav5DB+XDX7ph
xyol 1gce0) b [+gNgmXpvC, tcBal 1bcs 7HD8K4Nuvasa
9CTCxgUIXRTKM jdc58mmsgk8ha01V 1 1XuDYEK/| 3XFnFay1dMINJu3SDps+o7M+5
o+GNxAZHopv IMPev j18xUg+DE/F9d1V1eP4iaxS | 2f1GPdSMnOZGEES4 1DTdM+V7
79v7TN/uSadgnmp i mmTaaedKXsxql2nZFy1SPVz/FfKrnsBf++BjFMhi /i tkLPHb
tTc3tuFHWRJNs jfsmx6KCmEw2YW/yOtuLASzy ienPci a8bo/p2ya8UawX8QymGd0
sbili 1GYb3Ba04GJDEXPNFYG913//62/Dbr | 75Lm16EdF tRg1LaDAFKO0IxaSLcQ8
V1 GypC6uNbO3 1bEpT2KWel 2nUzK7AgMBAAG jgcgwgcUwDwYDVROTAGH/BAUWAWEB
/2A0BgNVHQBBATEEBANCACYwHWYDVRO jBBgwF0AUE6485L 3wwHDWs 4Kao2sB6JZM
dndwYgYDVROTBF swhTBXoFWgU4ZRaHROcDovL21wa2| jemwubWFuYWd | ZHBraS5u
285qcC9tcGtpl05pcHBvb | JBUMIVAEN | cnRpZml jYXRpb25BdXRob3JpdH IHMi 9 j
ZHAUY3JsMBOGA1UdDgQWBBTwHh6GBrb i DKr Jo/ThmTf j iWgwA jANBgkahk | GwOB
AQsFAAOCAEEAIOa/DHor Th2HDC | 56FAr UIG9YSHPFMMs 6SFQKDWMSZsnhgT7AdO
3uiDp+C0okmG i NZmBxRD jCzbk9A96 [uWWJPZnREVMtY8ACRUoHAgSRpWaV 19282y
HQWE+JX i DXDFJvbFS/gC: BallPoiuigy37N+H Jwv i KKkXW2
6Ptpdhe jRUObGDVf6131PCtu2Cs0DRoYyu03g7t/ TFceXYWXODRfpBuGuU ImXbf
soRdJhw/509e j9+i eXF5F IN7Cw+SMP2EbcFa jku3f/7D9iDCNekVMkHH1aDXmUZA
e3ezL jhN4K+K0OyAyENmvU7QVCUGF JTETVEWTuvvoA9k/6m+bPkcqYNo31gadbng
F4UfEwg2mXthVm8NGeBTDNDI/ anPGegzN3FV7GpFERLAX6BAeDvayF JMux61CuIN
n/dd6X0eVfKf07aiBYQMohu1KTQ jmeP5GANp+5KY i 0JoPHOBCGO T yR6b2BNr YGXc
wGckq | xBnTEqXMOULQ1xrveAka6 1 AQhB5HHXeCBagAVXv Thz4C6cdP5aWf+MsyvQ
Upvk7 1+TtDgdNxLpgp6eU1yuZEW+35Y2JT00ghvm jAaUVwFBMSxdvbET4QyL t484
400yA0i QJo510C1 uCZqHuOi GFvhCtsd40BIVOmF t5+tUJ8G jOKbPOg=

—END CERTIFICATE-———
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5. Appendix3 (R#IJX K~ (CRL) DEEE : BE&MH)

[2.2. KUK (CRL) DERFE] [CDWT. BERNRMEZERVEEREDHRBIIUTDES DT,
(1) BefarR-r > hHVSES U7z DER FZRDRZ U X & PEM FER(CEB LN —2 UIc I 7 1)L Web B
—)NICREFLEYT (CCTEREUTDESDEULEY),
- KMUZX T 7A)L : crl.pem
- Web B —/VTO®REFSHT « LU KU : Jetc/httpd/temp

(2) ssl.conf J7AILICTATF DT« LOFT+« T THRELET,

mssl.conf 7 7 1 JLODEEH

Access Control:

With SSLRequire you can do per-directory access control based
on arbitrary complex boolean expressions containing server
variable checks and other lookup directives. The syntax is a

mixture between C and Perl. See the mod_ssl documentation

#H O ¥ OB ¥ R

for more details.

<Location /> #BRBCIGUTERE

SSLRequire (

(%{SSL_CLIENT_I_DN_CN?} eq "Nippon RA Certification Authority 3"

or %{SSL_CLIENT_I_DN_CN?} eq "Nippon RA Certification Authority 3 G2")
and %{SSL_CLIENT_S_DN_O} eq "REIWA CERTIFICATES SERVICES") )

</Location>

SSLCARevocationCheck leaf
SSLCARevocationFile /etc/httpd/temp/crl.pem

N )

(#5E]

- [SSLCARevocationCheck] [SSLCARevocationFile] FE (&, 7T AL b ssl.conf T 71 )LIC(E
RABSNTEDFLRADT. U5477> MERERLERTE (CHl T TRE L TS0,

- SSLCARevocationCheck (C(& [leaf] ZF&REIZE0N,
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(3) Bt > hDFKENU X MIBEEHNEIDT. UTFTDESD AU VT h=ERR L Web B —) D%k
IR (crl.pem) & cron ECEHNICEHESIEHIDILDICGRELET,

uXOUT Nl

IRAPRIFREER DR R b EFPRIEREERE DR U X hZEYS U PEM 2K ([CE#E, RRMU X hEY
—> U crl.pem J7AILZEBRLZE T,

YERR U Tz crl.pem J 7 1 IV ZFFHRT« Lo KU [/etc/httpd/temp] (CEEELZE T,

(PREIEEELER CA3 ZZHADBRE]

#1/bin/sh

cd /etc/httpd/temp/download

wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3/cdp.crl’
openssl crl -inform der -in cdp.crl -outform pem -out crl_ca3.pem

rm -f cdp.crl

wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority3G2/cdp.crl'
openssl crl -inform der -in cdp.crl -outform pem -out crl_ca3G2.pem

rm -f cdp.crl

cat crl_ca3.pem crl_ca3G2.pem > crl.pem

cd /etc/httpd/temp

rm -f crl.pem

cp -p /etc/httpd/temp/download/crl.pem ./
systemctl restart httpd
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(PREIEEELER CA4 ZZHIADBE]

#!1/bin/sh

cd /etc/httpd/temp/download

wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4/cdp.crl'
openssl crl -inform der -in cdp.crl -outform pem -out crl_ca4.pem

rm -f cdp.crl

wget 'http://mpkicrl.managedpki.ne.jp/mpki/NipponRACertificationAuthority4G2/cdp.crl'
openssl crl -inform der -in cdp.crl -outform pem -out crl_ca4G2.pem

rm -f cdp.crl

cat crl_ca4.pem crl_ca4G2.pem > crl.pem

cd /etc/httpd/temp

rm -f crl.pem

cp -p /etc/httpd/temp/download/crl.pem ./
systemctl restart httpd

(fE]
- /etc/httpd/temp/download (&, AR > ROEKNIRX N T 7AILESFDI>O—-RIBDF0 LT~
UCRDET, RITUT hEERITIDFICHESMNUHER S TZEZUN,

18



[2.4.0547> MIREZREIDFRELE | (CDVWT. BEARNIMEZAVWEREDHRBIIUTDES DT
ED

(1) CAGERAEZES LU Web B —/NICRTFELE T (CCTERUTDESDEUET).,
- CAFEEAE D 7 )L : nra.crt
- Web H—/\TOREFHRT + LU kU : Jetc/httpd/temp  (A)

(2) ssl.conf T7AILICT. D547 RBEETHAI I DRMAZRELFT T,
NRA-PKI DFATE. BDORMHFICERUISGIRZEDHZRITNITDLSICRET D (B)

@ NRA-PKI DF171/E (CA3 F/zld CA3 G2 THRITSHNIZAIRREDHZ I TITET)
CN=Nippon RA Certification Authority 3
CN=Nippon RA Certification Authority 3 G2

XCA4 ZHEALUTLWIBEIIUTDED E1RDFET,
CN=Nippon RA Certification Authority 4
CN=Nippon RA Certification Authority 4 G2

@ FMFCEBULEEIRAE (ZITE L DREY—EX] N EE T DAREDHRZITITEY)
O=REIWA CERTIFICATES SERVICES

(#E]
NBDOLO—RETSA77 > MIERED TRIDBHRICIRDET,
(1) NRA-PKI DFITH 2) Iz U0 DE
a EEEAE X 5 GEBAE X

o8 B8 EEOQ & HE  EHOQ

RRE:  <INT> BEGE <IN

I4-IVE i i "

B os [E -3 V3

i V2 [ournss 200639

K 2UPIES 20033 [BEESI 1A sha2S6RSA
BTN IVAL sha2SeRSA [Emanwza 7adun sha2s6

L) B2N\y>21 7 TVZL sha256 L& Nippon RA Certification Auth...
& % Nippon RA Certification Auth... [BES S0 2024448 308 10:2006

El s 202454/ 308 102006 ClasmeEorTt 202545 30H 23:5900

j AVHE0RT 202545308 23:59.00 E reiwa-taro@nrapki,jp, reiwa t..
Ey7vor reiwa-taro@nrapki,p, reiwa t.. [ 4xpa%— RSA (2048 Bits)

NN RSA (2048 Bits)

E = reiwa-taro@nrapki.jp
e = Nippon Ra certification Authority 3 G2 | o= e e eacEETS
O = Tppon A e r O = REIWA CERTIFICATES SERVICES i
c=Jp C=1F
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mssl.conf J 7 1 JLODETEH

#  Certificate Authority (CA):

#  Set the CA certificate verification path where to find CA

#  certificates for client authentication or alternatively one

#  huge file containing all of them (file must be PEM encoded)

SSLCACertificateFile /etc/httpd/temp/nra.crt — (A) %120 7BfhR

#  Client Authentication (Type):

#  Client certificate verification type and depth. Types are

# none, optional, require and optional_no_ca. Depthis a

# number which specifies how deeply to verify the certificate
# issuer chain before deciding the certificate is not valid.
SSLVerifyClient require

SSLVerifyDepth 10

Access Control:

With SSLRequire you can do per-directory access control based
on arbitrary complex boolean expressions containing server
variable checks and other lookup directives. The syntax is a

mixture between C and Perl. See the mod_ssl documentation

H oH ¥ OH ¥

for more details.

<Location /> #RIE(CEU THRE

SSLRequire (

(%{SSL_CLIENT_I_DN_CN} eq "Nippon RA Certification Authority 3"

or %{SSL_CLIENT_I_DN_CN} eq "Nippon RA Certification Authority 3 G2")
and %{SSL_CLIENT_S_DN_O} eq "REIWA CERTIFICATES SERVICES")

</Location>

~venn (BUFEER)

(B) %140 7Hf

BT

(fE]
- Location (JRIEB(CIGU THELTLIZSUY,

TS0

20

REEBINICTDIHEE. [systemctl restart httpd] I > R&EEITUL T Apache #Bic&I LT

ME



