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Statement) | &9 5,
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1. 4 PKI OBR®E

A CPS |ZRtak D PKI ORRE Z LI FIZED D, K BGRE L. A CPS ONFIZIFE L.
K CPS DJE® D765 & HF LT il e 57200,

1. 4. 1 BBEIRB
AFRAERIL, FBITRBLOBER OB IS, REBFERIFACPSS. 2. 1 IZED
DRGEREEEDHIE L, SEiEREEE A CPS 2K L, ARGERSRIEES 217 9 B
OFEACETDHE L LTAR CPS 28T 5, AR EE Y —E AORFH X, v— b
PGSR & P IRERE R TR S AL, AR CPS TIIFIA A OREME 2 3179 5 R R % 785
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PRI, LFIORTHITRB L ORER N5,
o REITRH
BRSO O RICHES X | AEAERIHE (LUF, TRIRE] Luvd,) oft
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WEDEXHRE 0 &% T, FIFED D OFEHED FEE - 31T - KRIFEICET 5/
BOE~ORIGEEIT ), £, MAREEY — ERTMAT 59— 2 gttt
BLORINDBRUET 2 — B XA ZHET 5, AGRAERIX, BERNFFA Lz —E
ADFHBIZH L TCOR, GEHEERITTH I ENTE D,

1. 4. 2 FAEAEEEMEAS

FIRF S L, Y — R RSN AT — C X ORI H &2 77 Al L7k
BHY Q) FIHFEE BRI GEAEORITERFET 57O KPS BRLOAKRCPS2. 2 2.
LIZE S 2 B GERUEICAE o B, (1) HEEF B AT & LRI L2FIA
FEAAMICET 2EA CLT, THIAEMEE] LW o,) 2, EEOFIHRFELZ—
AT U HEE T 5, FIRFEHEMAGL. iR FEORAICEL T, AL NEHT S
FAEBLOEEYTEEICH LT, A CPS BIUOBEEEREICHESE, Zhb AT S
5,

Fio. FIRAEE B, iEEOR KR ORI L, iEHEOR 21T 2 &
NTEDLMERATAEDOA v ¥ —T7 = — 2% FHT DR EHT 5,
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k. FIRENFME G EZ AT 2 EANFICR SRWGE, — B AR S HIIA
MEEEBOMAFE L FFEOFEELITO 2L &L, FAZ T — R 2t ~FEH
FEOFRITERFET DI LN TE D,

1. 4. 3 HY—EXARiHESH

P— AR AT, FIAE EEMARZ FE L, HIABTEDS ORI HEE O Al 2 f)
Wi 2o, FIAENFIAEEHEMERE AT 2ENEICR S RWEEICE, FIAEICONT,
I E AR DOFEA L RFEOMAFEELITV., FIHBFEZ T 5,

Fo, P ARMSHIIARTIER A HITT 2FEAFEIL L CRL ZEH L, ARFER2
FATT DR E %, AR —ERICHE LA LD —ERZB T, A CPS1. 5.
2 WZEDDLHBICROFAT L ZENTE D,

1. 4. 4 FIAE
FARA R BT AT 213, Y — R RSN — e 2RI &7 L-FIAE

BHMABEOEHEO FIZhbAEA, b LIIEATHY | KB/ BT T HEHEOITH
FHEND

1. 4. 5 (EHEYEH

BEEEA L, - R RS U IFRAEE B O R 7213080 2 FHICHE
« AR L ORI OFEHEOAIEIC SV TREEZAT O Mk E /2@ A TH 5,

1. 4. 6 ZTOMHOBERE

HE L2,

1. 5 FEHEOHRK

1. 5. 1 FHABOEE

AFBFERIT. LAF OFEHEERITT 5,

(1) v— FFBRERRER =
No— NRFERFEREIX, V— MRGEROH B AFEHETH Y, v — FERAERIX
HE ORI L THS OMERTEFESLEZ L TND, /b— MRFER DR
BEE, REERAS Y A b (BLF, [CRLY &W9,) & HFERER OABSIZRT 5
EFELDOHABIMEHEND,
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(2) FRAERRERE
PRERREEIL . ARRER B OFEHETH Y | ARGER OABBEIC R L Tr—
NRRER OREIETE B L IN TV D, KRR OE T, FIHFICEMS S
NAHFEERS LV CRL ~DEBEFEADOHBIEH D,

(3)  FIMHEFEHE
A L THITINDFHETHY | FEEAYFEOR Yy MU — 7 EaRICk
% SSL. IPSec, IEEE802.1x %EDxy MU —27 7 7 & ZAGRiEE RIS 5, Kmu%
X, AEFEROHIWE LOEBRO T, BMEGEE L BRI L LIiEE ORIT - &
NEATADHDET D,

1. 5. 2 IKFEROHAEAE

REE RS L USHIS T 28713, LTOHETHEATE %,
= RIZBITL7 74T Milki
SSL(TLS) - VPN B{EEIZB T LR T 7 B A3 hr—)L
Windows R A A VEREZICXI3 DA HE S
Z O, AFLRERARET 5 Mk
B EA

1. 5. 3 HIEIThTULSIIHER S
ARFRFERIE, ACPS1. 5. 2 ED D @SN CTCORAEEIET 5,

1. 6 RY—BH

1. 6. 1 XEOETEESE
AKCPS 1L, AFEGERICE W EHIND,

1. 6. 2 EHEO

AL, AARR BT 27 7V r—2a VB LUK CPS HIZET MBS E LT D
HAS SIS TRATAT 5,
BH : AAR KA R —FED
AR 0 10:00~12:00 13:00~17:00
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1. 6. 3

HE LR,

1. 6. 4

HLE L7,

BB X HUHTHE 2-1-6 7 U 7T L

RY)O—IzwdTH5ARCPS DENMMRERYE

HEMORBFHRE

1. 7 RWIEROBFR

1. 7. 1

%1 =R

AL R4 PR

Nippon RA Root Certification Authority

PRERREAED Y TR

01

A5 31 ]

2011 4= 8 H 15 H ~ 2031 48 H 15 H

R

2048 bit

475K

SHA256wi thRSA

7 4 A —7U |k (SHAL)

8f369bf2701739¢822c¢103ct438da82a7e776069

FORIE ) 4 PR Nippon RA Certification Authority 3
WRERGEHEZED U T VKRS | 21

A %h 2014 4= 7 A 17 H ~ 2031 4 8 H 15 H
R 2048 bit

E4 7K SHA256wi thRSA

7 4 A —7"U |k (SHAL)

98550183ea0e06e2f5044050964d06caf80e2e2d

FARIE Sy 4 PR Nippon RA Certification Authority 4
AERREHEDO U T AEE | 22

AN 2014 4£ 7 A 17 H ~ 2031 4= 8 H 15 H
B 2048 bit

E4 5 SHA256wi thRSA

7 4> H—71Y > |k (SHAL)

1£366¢cd79121553d9ed290fd24199a6a0cabb60
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FORLE SRy 4L PR

Nippon RA Certification Authority 5

PRERREAED Y TS

00fd

A1 5341 ]

2022 4= 5 H 19 H ~ 2031 48 H 15 H

R

2048 bit

475K

SHA256wi thRSA

7 4 A —7U |k (SHAL)

9703¢950013d437aab96f2b3ea955e650220ba3d1

FRRIE R4 TR Nippon RA Certification Authority 6
RRERREAED > Y 7K B | 0lbb

AN 2023 4F 8 A 18 H ~ 2031 4= 8 H 15 H
R 2048 bit

E4 5K SHA256wi thRSA

7 4> —71 > (SHAL)

d0e88545d4da8dae6a49c¢1017b1d9¢33a0270f16

1. 7. 2 E2i#KBEH

RO SR 44 PR Nippon RA Root Certification Authority G2
PRERRERED Y 7 LES | 01

A %hHTH 2024 4= 8 H 2 H ~ 2044 4£ 9 H 2 H
B 4096 bit

E4 )70 SHA256wi thRSA

7 4 A —7U > |k (SHAL)

¢844deb386b9763¢c1d8f7bdf1480eaae 71463182

FORIE SR 44 PR Nippon RA Certification Authority 3 G2
WRERGEHED > U T V%S | 03

A %hHATH 2024 4= 8 H 2 H ~ 2038 4£ 1 H 2 H
R 4096 bit

E4 )70 SHA256wi thRSA

74—V |k (SHAL)

90014£84d209b7323be519e76630a6974c1{f58ce
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FORLE SRy 4L PR

Nippon RA Certification Authority 4 G2

BARFRA GO ) 7 L& 5

04

A1 5341 ]

2024 8 H 2 H ~ 2038 1 H 2 H

R

4096 bit

475K

SHA256wi thRSA

7 4 A —7U |k (SHAL)

¢80c08690fb24e3cb2407b5£1096362e900a1140

FRRIE R4 TR Nippon RA Certification Authority 5 G2
PAERREHED U T AEE | 05

AN 2024 4F 8 A 2 H ~ 2038 4= 1 A 2 H
R 4096 bit

E4 5K SHA256wi thRSA

7 4> —71 > (SHAL)

c99ab725a8f4fb7fa822a2de7282a3777e26b4010

SRIE R 44 B Nippon RA Certification Authority 6 G2
PRERREHEDO VU T AE S | 06

AN 2024 4F 8 A 2 H ~ 2038 4= 1 A 2 H
R 4096 bit

E4 5K SHA256wi thRSA

7 4> —71 | (SHAL)

529fdladee841126b9bf431d196603425f95bf84
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2. RRAEIFVEIFIOELE

2.1 UARPHRY

ARFERIL, LTIOR T AR T 2 EHEFHFEOF WA HABIZ A A RA @ Web 1T
DT %
(1) A CPS
(2)  PBEEFEHE (HARA L OMORMAENEICHE SN DEREL T, LT LC,)
(3)  fRHEHEIC K DREIEMGEICER L COEEFESE

F7-. kitoft, CRL AT %,
(4)  CRL : FiFPHE® CDP (CRL EAfARA > k) #RIC URL % ik

ERIZOWTIEX, WS REL T 5, H L., SREFEEZICIY . —FFICRIHTE 72
WZERH D,

HIE LRV,

2. 3 ABOKHLEH

K CPS MEIGET SR SN2 HE . H LW CPS OFZBAG A & Tz 2 & AR
T 5,
CRL IZDOW T, ACPS 4. 9. 7 IZXABEAMTED. AT 5,

2. 4 VAXRIPMNIRZXNTHET 7R br—v

AFRERIE. VAR PV ISk T21EREST2 U7 4 RSO HTRED 7 7 A2
v ha— i Th R,
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3. 1 &%

3. 1. 1 B#HOE24A47

FIHE L, EEHEOHR O X500 5kRI4 Distinguished Name (BLF. [DN] &5 .) T,
— B\ s 5,

3. 1. 2 ZAMOEKRICETIEH

SEBAEG O DN 128 F A [EA LR Common Name (LLTF. TCN] EW9.) 12T, FIEEZ%
AT AT EE O KL GEFRE) # a5, £72. Organization Unit (BATF,
ou) &vo,) ik, ARV — ORI MBI LEROREAEZRITT 25 2 & & mHE
ETHIOIT, AN RE T DEZ LT 5,

3. 1. 3 HABDEASR - RAICOVWTOEH
AFRAFRIE. FAIE LTAL TN 2a#+ 5,

3. 1. 4 BRABAVERZERIT 5-HOIL—IL
AREBIERDINFATT HEEHED DN OFERIE. X500 1THE9H.,

3. 1. 5 AHO—FH

RRFER N FATT DAL, FEHED ORI4 (SubjectAltName) HCE £ 5 E-Mail
T RLZRE U ICEHEINTEIZLVFIHEELZ —BICE VYT,
F7-. AFHEOEA LR (CN) 121, RRERL ~OXFILH# U,

3. 1. 6 EBEEZOZH. RAXLLUERE

AFFERIE, b —E RBHEEB IOV — 2086k, FIHEOHEOFITICE L
FEME, EEME . POIEME, FEHBRME. BT OMOMMM ENE (FEFE O o
MPEEZ T HHERZ ST ZUHIZRONR,) 12OV TIL, FBE CTHER LRV,
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3. 2 HIEIORMHE DA NERHR

3. 2. 1 MEBEROMBZRIT S5
AL, FIHE OB FBITRN TER S, PKCS#12 ERIC TR ES D -
Rl E > T, FIHEDIWMERLITA L-bO LR T,

3. 2. 2 FHAEOHEERE
PR L 7o — B R R MY — R AT AR

ZN I [ S 29 S/
P95 Z LT, R OMER E T 5,

HHRR S L <EFHBARAD B ORI

3. 2. 3 HBLEVLVIMAEER
zﬁnunm}%’ i %I ﬂ%‘%‘@ CN ij:U Organlzatlon uuaﬁéﬂé{fk @%ﬁ L./)l/\‘(&i
P AR L. F OEOEIEMEE T EMEOHREZ RD v, 72721, B
LRHFIZBNT, F—DOENFEOAFNHR I NIZIGAEIZ I DR TiEiau,

3. 2. 4 ERBOELHHER

AFRFERIE., BB L AARCPS3. 2. 2
EORITE DT DOMHEREET D Z k@%EkTé

TEO DR Z S > T Hkh A FEN

3. 2. 5 HEEHAMESE

HE L7,

A RIE

?&L

3. 3 # (FEHE) EHHFBERORAERREBLE

8. 3. 1 & (FIAW) EHEHFOXR AR &R
Bt — e R A& T 2 R E AR D L < TREAR AN ERATTE LT D 2

LxhH ST, FIAEORNNEMRE T 5,
3. 8. 2 &MmROB (GIHSE) BROTHORAMER L EI
ACPS 3. 2. 2 HY¥ERTA,
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3. 4 RBHBFROAKAMEMER L FBIE

ARFRERIE. BEROFAHE EEEER S RIPLE L 2 BR8] HED Y A N 2% ITED
ZEELS T, KROHFEROME LT 5,

Eo. BEANFICHRE L2WH B L TE, — B A2kt b o s FEs ki &
boT, KROHGEROMER LT 5,
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4. FEHEBEOTATHA IV

|

AN
o
!

RIE BA & A R

4. 1. 1 FIAZEOFNHABREIZEOONLE
P R RS LT 2,

BFII_I|

4. 1. 2 GHAEFOHRAPELE

Y— B R R AR AR BRI 38 1T 5 AR EE (R 23R & B 2 A
TOBMANFIR S RWEEITIE, MHEES) ORI LZE L, FIREE B (7]
MEDPFIHEE S Z AT 2EANFCB S RWGE T, AIRERSY) 2FE0 L &
PRI L CHIHEBEO Y A R &R T2bD LT 5,

4. 2 FEHAEHFE ok X

4. 2. 1 AFAHHEBLBAEHEDET
AKCPS3. 2. 2ZYERTH,

4. 2. 2 FIHAERFORBELITES
AKCPS3. 2. 2xUEHT5H,

4. 2. 3 BAERE IO+ RDER

HFIJ'II

HLE L7,
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4. 3

%LLL(L
3
I
S
E*;

|

4. 3. 1 HIAERTHORBERDITE

BERRNE, A CPS3. 2. 2 ZHEWEATRICK LAEEORITHR R Z1T 9., BITRIE
FEREETLTHI B OIEY AR L- LT, BEMICRIR & ORST Z A/ L. xf
I T HREAEERITT 5,

4. 3. 2 BIUEBRHIHSHFAB~DOIEHAERITOELM

AFBAERNC K 2 AEMAEDOFEATICEE S 2R HFH ~O# IR OV T, FHHE ~OFEHE
DEMFTIECE Y LFD LBV ED D,
©  FIHZE~OHE « FEIE O HIEAT I
BT, FHEDNEAEB L ORERE XV 0 — T 5 2 OICBE R TR E O
Fmzix T, YNHEOEFA—ALT FLRATKH L T@EMEITI, LT
FNA ZEFHCTHHE S L EAAE AR T 280 # 8 B IC@ET 5,
@ YV —v R ERH L7# - SEE ORI
AFBRERIL, BEROGEN ER LU E#EEZ P — B AR~ T ES L2 D
THlHE B2, ZOHE. BERIE, FIHE OB 0@ Z1TH 20,

4. 4 GFEHEZE

4. 4. 1 FIAEZEERFHES

RBIERZ LD FIAEOFEHEZHO MR FIEICOWT, TOEMNFIEICEY, LT

DEBVEDD,

O FIHFE~OFE - GEHEOE BB
FIFZE X, A CPs4. 3. 2 OBEICESIARBIERMNOEE I NIZEFA =LY
LIHMEEICRE INTBEBIARICHE, HORGED |, FEERL LMK &4
vrm— N5, KRFERIE, FIAZEDFED Web YA k&0 AEBEIS K OBH
EHa— Rl EZ2boT, Bzt EICEOAFIHAEN B HIEEL X
L7t D& HIpT,

@ HY— e RS RRE U728 - SEFE ORI
RIBFEDIE, FEAEB L OE#EE, — e R BHESE~ZFEL-Z 22 5 - T,
REEOSZ M ERR L T 5, — RS, ZHE LA ES LOWER L

FICHAFITEST LT e 6720,
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4. 4. 2 BHERBICKSHEHAEZOLAEHE
AFBIFERX. FIHE OFEAELZ AR L,

4. 4. 3 BIERICLIDOEFREICHT HAAESTHTOEM

AGRRERIE, A CPS4. 3. 2 OBEICHES S b DOUNDIEHEFDFITIEI 21T D72
Uy,

4. 5 T LIEHZTOFH

4. 5. 1 HMAJFICLI I WERLIAAZEOFAHA

PR L, FEE & MBSO ARIZOWT, ACPS1. 5. 2 IZfEH &L, HES
ATz LA L Tide 5720,

Flo, HEFICHEHSETUE RS20,

K. RESRE Ny 7T vy T OEBUANTEE L T b0,

4. 5. 2 EEIEFICATIFAREOLRRLAHEOHA

(EHEM S S TG D RR £ 7 1 IT V. AZREE R OF I O SEH
EOHFEIZ DWW THIEZIT 9,

F7o. FIAFEOARGEELGEAEOHBRIZONTIE, ACPST. 5. 2 I &L L,
FREYFEF L, BE SN HGBUAMNCHAE O NREZHER LTI s,

Fro, EEYEERIL. FHZOLBEOMEHIZEEL T, CRLIZE Y ZORE TOHMIED
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4. 6. 1 RBREFZHEDOLLTVIABEHICET S IEH
ARFBRERIE, 8T OF 2 £ 72 WIEEO T H 23780 720,

REBAEF ARES

4. 6. 2

HE L2,
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4. 6. 3 BAEREOER

ﬂ|_'_l_||ll

HIE LRV,

4. 6. 4 FHHEBE~OHLUVEBHEERTOEM

HIE L7V,

4. 6. 5 FIFASREERFHESE

HE L7,

4. 6. 6 RBHERBICEAHLULEASO AR

HIE LRV,

4. 6. 7 RERICLHMDBEFREICHT HH L LAIAERTOEA

HIE LRV,

4. 7T RBEFHEHEOITEHEES

4. 7. 1 REFICEATIEH

RRIHE, W TEOEHICEE LT, FIHH DR 5 B O T OREFERIH 238
FLMTH LT 2R L, 2 ORI T D8 LOENEERITT 5.,
FEEOE RN, FEHEO A MG T S B 2R EORIT (DR, [EHHAT)
LUNDL) L B R ORGSR 28T AT LG B0 O BRATICEE L TIT 9,

4. 7. 2 HLWLKHRICHIT HHEN HBRFESE
ARCPS 4. 1. 1 %H¥EHRT 5,

4. 7. 3 BEHICETIIHAEREBEIOLX
RFBIERIL. FIAENEDRTEHELZFTA L TN Z L x> CEIRITEHATT 5,
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4. 7. 4 FHEEBAOFHLVIEHERTOEM
AKCPS 4. 3. 2 ZHY¥EHTS,

4. 7. 5 RBEHIIhI-FAHEOZEEZIFHESE
AKCPS 4. 4. 1 HUEHT5H,

4. 7. 6 RBEFINLI-FAHEBOLE
AKCPS 4. 4. 2 HUEHRTH,

4. 7. 7 BEHIIhI-FAHEOHMOBEREBICHT 5FHEITOHELM
AKCPS 4. 4. 3 HUWERAT S,

4. 8 FEHETOEERE

4. 8. 1 FIAEDEEICET I EH

FIAE L, REM FORRBANAICETOLENAE L7254, FIAE RO R £
EDIZUD bD LT 5, ABIERIT, F— AR5 OF HE OFEAFEICHE T 54
HEEHITIS U, EYRNAOREHELZRITT 2, 2056, KEROGENEDOHKITEZ L -
TEREROFEHE IR EN D,

4. 8. 2 FIBAEZEEOHESE

HE LR,
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4. 8. 3 HHASEZXEEOHEIOEX
RBIFIE. FUAENEDRTHEEZFALTNAZ 2o CaFHREE 2 H T+ 5,

4. 8. 4 FHAB~ADOHLWERAFHRTOELM
AKCPS4. 3. 2 HUEHTH,

4. 8. 5 ZETHEIW/I-IIHASBOZEEZEFHE
AKCPS 4. 4. 1 HY¥EHRT 5,

4. 8. 6 ZETEINWI-FHAZEOLAHE
AKCPS 4. 4. 2 HYUWERTSH,

4. 8. 7 ZETBEINT-EHABOMOBEFREICHT HRTOEHM
ARCPS 4. 4. 3 H¥EMAT S,

4. 9 FHITEORF L —HKEIE

4. 9. 1 RIOEH

ARFRRERIE, FRROFHIC I BEAEAEDO RN Z1T 9,
(1) FIHBEROENRIC & D KhFHH

(7) MMAE OERP b LIz hE

(1) AEAE &R LT E ORI RH L7256
(7) AEEORLENAICEEOMLENE LT GE
(=) T 21 N BRI L 7256

() BIHEEUE IS RUE T 256

(2)  ARFERMOFFIC LD HKLhEH

(7) R ORERDS AL L= = & 2y B0

(1) RIRZFEORAEICRY 25 556
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(77) ZIKHLHEE@*Z‘EI%Z))FZjA'fE L7255

(%) ARBAE RN AR BEIE T 556
(7) BEF I EICHET 256
(7r) ZTOM, AREBFERN LT &l LT E

4. 9. 2 SKPHEFENBOHONDLE

AKCPS4. 9. 1 (ZFEHOFEHRICIRY , FHEEEHE D L < IXBERNBITRICE L
KN teRmTH LN TE D,

4. 9. 3 XPpBHFEIOER

AEAFEDRZHFEICOWTIL, BLF DML DO FREEIZHE D,
(1) FIHBEROFEICL DK FEHO TR X
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ﬁ®*%@¢%%of%%%ﬁ5%®k¢5
KENREEDER SN E . BITRIL, BER O ORERICESE, YxfIHED
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4. 9. 4 KFHBRFEFTOMT M
SANHGEEEIL, A CPS 4. 9. 1 ([ZEOLIFEANBEELLES. EONICHEFEELITO
LD ET B,

4. 9. 5 £PHEBFEIOELXDEM
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—ERERMET LT A,

e F|HAHZE (Subscriber)
KIBFER~OHGETEERTHLEAD L IIHIETH Y . EBRIGGEHEZRHTE
T,

e 127 (Log)
32 a2 — X OFAPRISCHE(E OFsk, BIEST — X OEZEEMTOI - R L
BEE . BIERRE. BENRENTERIND,

A—G
e CA (Certification Authority)
WL& H‘[E)%J #%HE

CN (Common Name)

ITU-T ([ B R A = A—T)ﬁ%ﬁbkxmo@i:ﬁwfﬁbghk\%%%
(Dlstlngulshed Name) OFOOES>OEME, BH . — R4 IR ATHIL
TAA) 2R,

CP (Certificate Policy)
[FERAER Y v— &,

CPS (Certification Practices Statement)
[FRRIE R i B ) 7%%

CRL (Certificate Revocation List)
[zh) A R &8,
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e DN (Distinguished Name)
ITU-T (FEREERGEEEAG —T) 23K E L7 X 500 EEFIck W TED b izisl4, C
(Country Name = [E4) . 0 (Organization Name = fH#%4) . OU (Organization Unit
Name = #Hf&#S/R4) . CN (Common Name = —fix4h) FDJEMETHK SN D,

e FIPS 140-1 (Federal Information Processing Standard 140-1)
FIPS [P I E HMALFERM 2 FE L, 140-1 IR BTV 2 — v ¥ 2 U 7 1 B
EHRELTWD, BHEY2—E, BEXF2U T 4 L0 ) BERERHD , &
DEARIHEGT D)LY, BRIV 1T 20 E L~V 4 OVTRNICE TED 6
o,

H—N
e HSM (Hardware Security Module)
(BEREEIE Y 2 —/L ] B,

e IETF (Internet Engineering Task Force)
A X —F v NTHH SN HTEZEET D, 1 2 —% v N OEEE G
9% 1AB O TR, Z 2 CTWRE SN HIHARIL RFC & LTARIND,

e [PSec (Security Architecture for IP)
IP 73y N O HSAL LFRFEZAT 5 . TCP/IP BREECIHAMICHWS Z LR TE DL X Y b
U—&ETQW?ék%JJT4&WOmw:i@ﬁ@kém 7 L— LR, T —
DI FALRZE Ty NOUSATF =y 7L R DA B HE ST
W5, IPSec l{EZ1T O FHTF & DHEAH T IZ1E. IKE (Internet KeyExchange) 723Mif
Mz,

e ISO(International Organization for Standardization)
EIBSFEAE LS, BRDBTZR DO 0FIcE T, EEMICEAT D EE - 5
WIHOHIEZ B E L TWD,

e ITU (International Telecommunication Union)
FERSE A (UN) OB D 1 > Th pEBEEREEES, BEXOBEOUE, AHF)
HEBHE LTS
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° ITU-T (International Telecommunication Union - Telecommunication Standardiza

tion Sector)

[l B Ui E A o0 FE AUE [ AR LA .

e LDAP (Lightweight Directory Access Protocol)
AVHE—=Fy b AV TFRy NEDTCP/IP 2y NI =TT, T4 L7 R T —H~X
— AT 7 EBATHEEDOTa kaj,

O—U

e OCSP (Online Certificate Status Protocol)
AAEDZT —F 2 (K5« —FHEIE L TWRWNE I 24 T4 TRWE bt
H7ua haj, OCSP 7 FA T k& OCSP VAR E (B—N) L DM OBEEHIEICD
WTHLD RO TN D, OCSP 7 T4 7 > ME, OCSP L AR XK LT, %5 LR D5E
HEOL Y T IVESTE, BTBELME TERET D,
OCSP L AR ZiX, BWEbEDOH > it EOREZEBEL M E TRET 5,

0ID (Object Identification: A7 ¥ =27 ~ikhlT)
WRT—E & 70 DA SR (IS0, 1TU) 288k L7ilkBl 1, WEET LT ) X AR
SEBAENICAE T S 4R (subject) DX A 7 (Country &% EM) %iX, A7 2=
7 MBI E LTRSS TWDHOREH S5,

PIN (Personal Identification Number)
B NGRSO Z &, ARFRFERICIE W TR, FIHE OWERRZ IS LT 572D PIN
M OFIRHBE RS 5 16— ROIEMELHICH WS 1C 7 — RPINZS ZHUZEE 4T 5,

PKI (Public Key Infrastructure)
NSRS R EHNTIER AT A, 23a=r—Tal vATADOEX2 U T4
R T D72 O —HDOHEM L Y —E &,

RA (Registration Authority)
DEERR | &R,

RFC3647 (Request For Comments 3647)
RFC Lid, A4 v X —% v MIBTHERELEDORI, TD1->THD RFC3647 1%, CP
HLLILCPS ERTATDD T L —LT—T FOHA RIA U HBIEL TS,
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. RSA
Rivest. Shamir. Adelman @ 3 ADNBHF L7-ARHGEREE o —o,

e SHA-2 (Secure Hash Algorithm -2)
BEFEAEHEDOND Ny 2B OO LS, XD 256 £y FORUEE (Y
afl) ZFEAL, BERKOmNG THKRT 52 LT, BEAPTTHERIBKI AN
TWRWZRET 52 N TE D, Rl —TmESaEGicizd, Ny ¥ afEn
BRXABBTHZ LI TET, FRMUNAY VaflEERT RO v —V%AE
Y5 2 Lk THEETH 5,

e SSL (Secure Socket Layer)
Xy hU—2 bD, 2007 F VU r—a CEOMERGE, BEORS{bEITH 7
F=z)b, % Netscape #E23BEZE L7=, HTTP., SMTP., POP3 ZD 7 U r— g @D
0 hanElAEDETHWS (ZRZEH HTTPS, SSMTP, SPOP3 L IFES) , FRGFE. K
BT 5 FiEITEEOWH TH HBADETIRD S L 912> TEBY . —fRITIE, RSA,
MD5, DES 2% VT 5,

V-2
e X.500
X.500 >V —X%, ITU-T T 1988 it EnT/=T 4 L7 U - —E 2 0EIE (H
BAEHE) CTH Y 1997 FEITH LWEEA M Z 5 Tnd, ok, 74127 vV
DS O G, V- AR T V2 FOERRENEGEEND,

e X.509
ITU-T 2NEDT-, FEHZEICEHTAHKE, N—Ta N1, 2, 3 &6D, RFFFRDSE
TTDFEAEIANA—Va 3 2HNTEBY ., CRLIINN—Y 3 v 2 VT3,

. X. 509v3
SEBAZECRET B ITU-T HERONN—V a0 3, BRlc= 7 AT ay (JLEER) 25
Temn, el ENAREZRGEHED Z &,

e X.509v3 key usage
FEHET 7 AT g L O—o T, #XFIH SN B ZRET H2HADZ L, &
B4, SRBIEEOHAABNLR D 5,
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11. FEHES o740

11. 1 N— MRIFEHE
(1)FERH EFE A fE I (Basic)
Version &
Version AERET 4 —~ v hOAN—=T g Uk
. INTEGER
fE:2 2 (Ver.3)
serial Number fiE

CertificateSerial Number

FEREO Y TR R
Al . INTEGER
il 2 =—27 K

* U T INE S

Signature il
AlgorithmIdentifier FEEAOBL IS NTZEA TV
=Y R L O
(ABREENE 5 &~y v = B0
Algorithm BLHTNITYZXAOFT V=27 b ID
74 . OID
. <BLHTALITY XL 1.2.840.113549.1.1. 11(SHA256withRSA)
Parameters EHT VT XLDOFIE
A . NULL NULL
it
Issuer (=8
CountryName B AEERITE OEA
Type 4O+ 7 V=2 ID
7y . OID
fiti : 2546 2.5.4.6
Value E4 D
7 . PrintableString
& : JP JP
OrganizationName AEBERATE DM A4
Type Mk o472 =7 b 1ID
A . OID
i : 25410 2.5.4.10
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Value AL A o fE
Al . PrintableString
il << Fr>> Nippon RA Inc.
CommonName - RiE B E AT O [E R 4 FR
Type BEHOA T =2 F 1D
4 . OID
B :2543 2.5.4.3
Value B FOMHE
A . PrintableString
fifi : <<Root 7L & 44 #r>> Nippon RA Root Certification Authority
H LT
Nippon RA Root Certification Authority
G2
Validity i
Validity EREAEOR M 20 4F
notBefore B 4f H EF
A . UTCTime * BB AR (B1)
& : yymmddhhmmssZ yymmddhhmmss
notAfter T R R
B . UTCTime * HRAET R (6]
fi : yymmddhhmmssZ yymmddhhmmss
Subject &
CountryName AL ERITE OEA
Type E4 047 =2 b ID
. OID
B:2546 2.5.4.6
Value =4 O fE
M : PrintableString
& - JP JP
OrganizationName AP ERATE OMEM4
Type Mo+~ =7 b ID
i . OID
fiti : 25410 2.5.4.10
Value HHAE 4 O E
% . PrintableString
fiE : <<f FR>> Nippon RA Inc.
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CommonName o RIE B E AT D [E A 4 R
Type EAE4FOA7 Y2 ~1ID
7 . OID
5 :2543 2.5.4.3
Value HALFRDME
Al : PrintableString
i : <<Root &7k 5 4 Fr>> Nippon RARoot Certification Authority
HL<IiE
Nippon RA Root Certification Authority
G2
subjectPublicKeyInfo il
SubjectPublicKeyInfo R AR AT OO L B R
AlgorithmIdentifier W57 L3 Y X LD (ABREER L
Ny v o B
Algorithm WETAIY X047V =7  IDRSA
PUBLIC KEY)
4 . OID
fif : 12840113549111 1.2.840.113549.1.1.1
parameters BELHT NI X ADF|
Al . NULL NULL
& -
subjectPublicKey NG 2
Al . BIT STRING
il 2B SR AE 2048Bit b L <% 4096Bit
(2) FEPIFEAEMEIL IR HE L (extensions)
basicConstraints (extnId :== 2 5 29 19, critical :== TRUE) &
BasicConstraints FEA ) PR
cA CANE I ERT 777
U : Boolean
i : True (CATH %) TRUE
subjectKeyIdentifier (extnId :== 2 5 29 14, critical :== FALSE) | f&

SubjectKeyldentifier

keyldentifier

T EWIERAT 20 AN T 2 14 48
N TR

A

: OCTET STRING

B : 3173 subjectPublicKey ® Hash
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i

keyUsage (extnId :==25 29 15, critical :== TRUE) i
KeyUsage g HH
A . BitString
fi : 11000110 11000110
(digitalSignature,NonRepudiation,
CertificateSigning, CRLSigning)
11. 2 RIAEREAE
(1) FiEBA A G 1 (Basic)
Version &
Version EFAEAET +—~ > FONN=T g FS
7l . INTEGER
it : 2 2 (Ver.3)
serial Number i

CertificateSerial Number

BIERALOY Y 7 AES
T . INTEGER

i 2 =— 27 28R

* U T R

Signature &
AlgorithmIdentifier EAIEHE~OBLIERA SN EBL TV
SR WNOT GIES
(ABREENE 5 &~y v = B0
Algorithm BLHTNITY X ADOFT V=227 b ID
. OID
. <BAHTALITY XL 1.2.840.113549.1.1. 11(SHA256withRSA)
Parameters EHT VT XLDOFIE
A . NULL NULL
fi
Issuer (=t
CountryName EREAERITE OEA
Type E4LD4 7Y =27 b ID
54 . OID
fiti : 2546 2.5.4.6
Value E4 o fE
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%l . PrintableString

i : JP JP
OrganizationName AR E AT E O M4
Type Wik o472 M 1ID
i . OID
5 :25410 2.5.4.10
Value MLk A O |
Al . PrintableString
i : <<4 FR>> Nippon RA Inc.
CommonName - REH E AT HE O E A 4 R
Type BHEAFOL 7T xr b ID
74 . OID
£ :2543 2.5.4.3
Value CEX N
%l . PrintableString
fl : <<Root F&FE & 4 Fr>> Nippon RARoot Certification Authority
H LT
Nippon RA Root Certification Authority
G2
Validity {A
Validity 1A B E O A %0 W 1
notBefore B 4A H F o —YIEAERDYIHE 541 » A
il . UTCTime * A B AG A RE (f51)
i : yymmddhhmmssZ yymmddhhmmss
notAfter T AR
T : UTCTime kBT AERE ()
& : yymmddhhmmssZ yymmddhhmmss
Subject fi&
CountryName EIEHERITE OEA
Type E4L D47 =27 b ID
T4 . OID
fiti : 2546 2.5.4.6
Value [ 4 D
A . PrintableString
& - JP JP
OrganizationName BT RE E AT E O M4

71

NRA-PKI # A RRGEFEAEFEFER CPS ver2.00

Copyright 2024 Nippon RACo., Ltd. All Rights Reserved.




Type WMo+ 7Y =2 b ID
7 . OID
fi : 25410 2.5.4.10
Value LA 40 O i
il : PrintableString
i <<fFF>> Nippon RA Inc.
CommonName B AEAERITE OBEA LR
Type BHEALMOA 7Y =2 b ID
74 . OID
fti 2543 2.5.4.3
Value BAFOE
7 . PrintableString
fiE : <<FEBH EIAT R4 FR>> Nippon RA Certification Authority 3 ~
6
b LT
Nippon RA Certification Authority 3 G2
~ 6G2
subjectPublicKeyInfo &
SubjectPublicKeyInfo B RALERITH O LB @
AlgorithmIdentifier W57 L3 Y X AOFR T (AR 5 &
Ny oo B
Algorithm BE 7Y XADOATY =7 ~ ID(RSA
PUBLIC KEY)
. OID
filf © 1284011354911 1 1.2.840.113549.1.1.1
parameters BHTNVTY X ADH|
A . NULL NULL
it
subjectPublicKey N B S

2048Bit ¥ L < I% 4096Bit

(2) FIFPHEAE MELAE fE I (extensions)

basicConstraints (extnId :== 2 5 29 19, critical :== TRUE)

=

BasicConstraints

cA

FEAR I i R
CAMES ERTT T
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% . Boolean

f : True (CATH %) TRUE
authorityKeyldentifier (extnId :== 2 5 29 35, critical :== FALSE) | &
AuthorityKeyldentifier T AEERATE OB B 9 5 1 #

keyldentifier “NEE Jok VRS

Al OCTET STRING

fif : Root #FERI?D subjectPublicKey ™

Hash fif
subjectKeyIdentifier (extnId :== 2 5 29 14, critical :== FALSE) | &
SubjectKeyldentifier B AEERATEO ARG BT 5 15 &

keyldentifier NG ok GIES

A . OCTET STRING

fif : Root FBFE/RD subjectPublicKey ™

Hash &
keyUsage (extnId:== 25 29 15, critical :== TRUE) i
KeyUsage OB

A . BitString

fi£ : 11000110 11000110

(digitalSignature,NonRepudiation,

CertificateSigning, CRLSigning)
cRLDistributionPoints (extnld :== 2 5 29 31, critical :== FALSE) | {&

cRLDistributionPoints
DistributionPoint

fullName

CRLEAff AR A > b

CRLEAfFARA > b

CRL % il ft4 % URI
A : TA5 String

& : http URI (1dap URI)

*CRL 23 fidfi & 41 % URI
http://mpkicrl. managedpki.ne.jp/mpki/
NipponRARootCertificationAuthority/cd
p-crl

b LT

http://mpkicrl. managedpki.ne.jp/mpki/
NipponRARootCertificationAuthorityG2

/edp.crl
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11. 3 GEHFERZY A b

(1)CRL #5751 (Basic)

Version (=t
Version T —~v hONR—=T g U FGT
Al INTEGER
fiti : 1 1 (Ver.2)
Signature {[:A
AlgorithmIdentifier FERERZNY A DB S I
v =W SNOF VIES
(ZxBREERE 5 & N o = BIS)
Algorithm BLHTNITYXLAOFT V=27 b ID
i . OID
Ml KELT LAY XL 1.2.840.113549.1.1.5(SHA-256withRSA)
Parameters B TINTY X LD
A . NULL NULL
1 :
Issuer (=}
CountryName REFIER Y Y A M RITH OEL
Type E4OF 7Y =2 b ID
. OID
f5:2546 2.5.4.6
Value E4 D fE
Al : PrintableString
& : JP JP
OrganizationName FERAERZD U A N HATE O
Type Mk o472 N ID
4 . OID
i : 25410 2.5.4.10
Value HHAE 4 D E
Al . PrintableString or UTF8String
fiE : <<% FR>> Nippon RA Inc.
CommonName FER RN U A N RATHE OB A LR
Type EAEAHOAT Y =7 + ID
. OID
i :2543 2.5.4.3
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Value 4RO HE
Al : PrintableString or UTF8String
M <<FEAT R4 F>>

Nippon RA Certification Authority 3 ~
6
H L <X

Nippon RA Certification Authority 3 G2

~ 6G2
thisUpdate i
thisUpdate BB s A
Al : UTCTime * A B A A R
i : yymmddhhmmss % yymmddhhmmss
nextUpdate &
nextUpdate 7 [m] B8 T AE H H#hBRME S 10 HE#
Al UTCTime * HB T E H IR

fE : yymmddhhmmss

#] yymmddhhmmss

(2) CRL fZE#EPLAEFEIN (extensions)

authorityKeyldentifier (extnId :== 2 5 29 35, critical :== FALSE)

AuthorityKeyldentifier RERERZN U A N HATE O NI 5
1%
keylIdentifier NPHBE DR T

A . OCTET STRING
fi&: FBFE R subjectPublicKey © Hash

1

*ZRIER O subjectPublicKey ¢ Hash fi

cRLNumber (extnId :== 2 5 29 20, critical :== FALSE) &
cRLNumber CRL O & 5

Tl INTEGER

B 2 =—2 R *CRLO & &
(3) CRL > | V) fiEdek
revokedCertificates (=l
CertificateSerialNumber FEBERZNY A hD U T NAVES

Al . INTEGER

i 2 =— 27 I8 * VU TNES
revocationDate F 5 H R

Al : UTCTime
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f : yymmddhhmmss

(4) CRL = | U JRoRAEI

invalidityDate (extnld :== 2 5 29 24, critical :== FALSE) &
invalidityDate Mk HF

B : UTCTime

& : yymmddhhmmss
cRLReason (extnld :== 2 5 29 21, critical :== FALSE) [

cRLReason

KBHPH = — F

(1) keyCompromise

(2) cACompromise

(3) affiliationChanged

(4) superseded

(5) cessationOfOperation

*unspecified X, cRLReason & L T/

L72uy,
11. 4 FHAEHEEHE
11. 4. 1 (FIAEGEAE)
(1) FEFEE AR (Basic)
Version &
Version BFREHE T+ —~y b OAA—=T a3
5

A . INTEGER

fid : 2 2 (Ver.3)
serialNumber &

CertificateSerial Number

EFEREOL Y T LES
: INTEGER

== R

T

* U T IVE S

Signature

([

AlgorithmIdentifier

Algorithm

BIEHE~OBLIHH SN BT
=W N IS8
(ABHEERE B & Ny v =2 %0

BLETLIYXLOLFT V=2 D
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. OID

i : KBHTNLITY X L>

1.2.840.113549.1.1.5(SHA-256withRS

A
Parameters BEHT LT X ADFIHK
Al . NULL NULL
fiE -
Issuer &
CountryName BRI ERITE OEL
Type B4 DA77 b ID
& . OID
f:2546 2.5.4.6
Value E4 o fE
Al . PrintableString
i . JP JP
OrganizationName - RE I ERATH O A4
Type Msp o477 b ID
T4 . OID
fii : 25410 2.5.4.10
Value FL A O E
Al . PrintableString
i <<& LA F>> Nippon RA Inc.
CommonName BT REM ERATE O B A4
Type EAELHOAL T =2 FID
T OID
ff:2543 2.5.4.3
Value I A 4 PR D B
Bl . PrintableString
E : <<ZAT R4 H>> Nippon RA Certification Authority 3
~ 6
HLLIE
Nippon RA Certification Authority 3
G2 ~ 6G2
Validity &
Validity 3k O F 2 H1
notBefore B4 H AWM 1 ~5F 95 A
il . UTCTime * A B G A R
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i : yymmddhhmmssZ

5] yymmddhhmmss

notAfter T R
A1 . UTCTime * AT A K
& : yymmddhhmmssZ %] yymmddhhmmss
Subject &
CountryName BREH T & O EA
Type HE4O47 Y =s k1D
54 . OID
ff:2546 2.5.4.6
Value [E 4 DA
B . PrintableString
fE: JP JP  *[EE
OrganizationName A RE I E T O R4
Type #Miks oA 7Y =2 b ID
T4 . OID
i : 25410 2.5.4.10
Value FLik A Ol
Al . PrintableString or UTF8String
il © << AZE D14 Fr>> FIH ik N4 75
OrganizationalUnitName B REH E T H O E 4
Type WELOAT V=7 K ID
i . OID
ff: 25411 2.5.4.11
Value HE 4 OE
7l . PrintableString or UTF8String
e <<FIJH & w5+ >> ik 5311 3 5
CommonName BFREAEFTA & O E A4
Type EHLBOAT V=7 b ID
T . OID
B :2543 2.5.4.3
Value & A7 4 PR oD
Al . PrintableString or UTF8String
fil - <<l & K4 >> & K4
EmailAddress BFHEAEFTHEEDOA—LT FL X
Type A—=NT RLADAT Y= hID

A . OID
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i : 1.2.840.113549.1.9.1 1.2.840.113549.1.9.1
Value A— )T R L ADfHE
T : TA5 String
il <<FIHEDOA =T FL2A>> | *FPEDA =T FL2R
subjectPublicKeyInfo &
SubjectPublicKeyInfo 1AL E T O L B R
AlgorithmIdentifier W57 =3 ) XL OHNF (AR &
Ny oo B
Algorithm a7 NA) RL0A7 =7  ID(RSA
PUBLIC KEY)
& . OID
fif : 12840113549111 1.2.840.113549.1.1.1
parameters BLHTNITY X ADFEK
Al . NULL NULL
'fﬁ :
subjectPublicKey 4 B A
Al . BIT STRING
[N ik 2048Bit
(2) RIEH]EAE LR Sk (extensions)
authorityKeyldentifier (extnId :== 2 5 29 385, critical :== FALSE) | f&

AuthorityKeyldentifier

keyldentifier

- REEFEA TR O ARSI RS D I W
N B i D ]

A . OCTET STRING

il : FBAESR @ subjectPublicKey @ Hash

fiE

T AEHERITEOLENE O

subjectPublicKey ® Hash fi

subjectKeyldentifier (extnId :

== 25 29 14, critical :== FALSE)

&

SubjectKeyldentifier

keyldentifier

BT REHEATA E O AR B 2 1 @
25 R g 0 1 7

. OCTET STRING

t

f

@

;T & O subjectPublicKey @ Hash

=

*FIRAFFEFED subjectPublicKey @

Hash fi

keyUsage (extnId:== 25 29

15, critical :== FALSE)

([

KeyUsage

#E o H Y

Al . BitString

fE : 11100000

11100000
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(digitalSignature, nonRepudiation,

keyEncipherment)

cRLDistributionPoints (extnId

:== 2 5 29 31, critical :== FALSE)

(!

cRLDistributionPoints
DistributionPoint

fullName

CRLE R A ok

CRLEAS A A > b

CRL % fii f+9 % URI
B : TA5 String

i : http URI (I1dap URI)

*CRL 23 &7 412 URI
http://mpkicrl.managedpki.ne.jp/mpki/
NipponRACertificationAuthority3 ~
6/cdp.crl

H L <k
http://mpkicrl.managedpki.ne.jp/mpki/
NipponRACertification Authority 3G2
~ 6G2/cdp.crl

extKeyUsage (extnld :== 2 5 29 37, critical :== FALSE)

([

extKeyUsage EOFEHBEL (JEIR)
KeyPurposeld fEH H A/ ID
clientAuth 7 A7 v bIRFER A
A . OID
fl 1136155732 1.3.6.1.5.5.7.3.2 (clientAuth)
11. 4. 2 (FIRAHREAETE : SCL FA)
(1) FEFEEE A (Basic)
Version &
Version BIAEAE 7 —~y FOR—=T 3 U F
A . INTEGER
i : 2 2 (Ver.3)
serialNumber &

CertificateSerial Number

BFANAEDO YY) 7 L&

il INTEGER

il : 2 =— 27 REEE * YT NES
Signature fi&
AlgorithmIdentifier B AEHE~NDBAIE SN ELT
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I NNGE VNS

(ABHBERE B &Ny v =2 B%O

Algorithm BALTNITYRLDOFT V= kN 1ID
54 . OID
i KFEHT LAY XL> 1.2.840.113549.1.1.5(SHA-256withRS
A)
Parameters BHT NI Y XLDBIH
Al NULL NULL
1 -
Issuer (=1
CountryName HA AL ERITE O EA4
Type E4 DA77 b ID
A . OID
i : 2546 2.5.4.6
Value E4 o fE
Al : PrintableString
= JP JP
OrganizationName B REH ERATH O M4
Type Mika o472 b ID
54 . OID
i : 25410 2.5.4.10
Value FHLik A O fE
Al . PrintableString
<< L4 Fr>> Nippon RA Inc.
CommonName B AEHEFERAITE OEA LR
Type HAEAHOA 7Y =2 N ID
A . OID
i : 2543 2.5.4.3
Value I A7 4 B oD i
Al : PrintableString
B <<FAT R4 FR>> Nippon RA Certification Authority 3
~ 6
HLLI
Nippon RA Certification Authority 3
G2 ~ 6G2
Validity i

NRA-PKI A FEREEAEFRFER CPS ver2.00

81

Copyright 2024 Nippon RACo., Ltd. All Rights Reserved.




Validity - 7L B 3 D 75 %) HI T
notBefore B 4& A Ky A 3 1% A
Al UTCTime * A 2B 4G A R
& : yymmddhhmmssZ %] yymmddhhmmss
notAfter #T H
T . UTCTime * BT B EF
i : yymmddhhmmssZ 5l yymmddhhmmss
Subject &
CountryName A REH A O EA
Type E4OA4A 7Y =2 FID
& . OID
i : 2546 2.5.4.6
Value E4 o fE
Al . PrintableString
i JP JP  *[EHE
OrganizationName A TR & O Mk
Type Msp o477 b ID
T4 . OID
fii : 25410 2.5.4.10
Value KLk A O E
%l . PrintableString or UTF8String
il © <<Fl & O =44 Fr>> FIH B N4 75
OrganizationalUnitName - REH E A & O E 4
Type WELDOAT Y= b ID
T OID
i : 25411 2.5.4.11
Value B4 o il
%l : PrintableString or UTF8String
il <<Fll & 7l >> ik ol 2
CommonName B REMAEFTA & O E A4
Type BHLFHOF 7Y xs k1ID
54 . OID
i : 2543 2.5.4.3
Value HAHOMHE
Al . PrintableString or UTF8String
fil © <<Fl & K4 >> FIHE KA
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EmailAddress BFAERAETHFEDOA—ALT FL X
Type A—=NT RLVADAT V=2 hID
A . OID
i : 1.2.840.113549.1.9.1 1.2.840.113549.1.9.1
Value A—)T KL ADHE
Al : TA5 String
il <<FIAEDA—=AT FLZA>> | *FPAEDA—LT FL2R
subjectPublicKeyInfo &
SubjectPublicKeyInfo AR E T A O o BTG R
AlgorithmIdentifier (e = W I NVNL: 71| S Nl RS
Ny voa B
Algorithm R T7 AT RAOAT =/ b ID(RSA
PUBLIC KEY)
A . OID
fii : 12840113549111 1.2.840.113549.1.1.1
parameters BLATNLITY X ADFIEK
Al . NULL NULL
& -
subjectPublicKey 4N BR S 1E
Al . BIT STRING
flE 23 BH g {E 2048Bit
(2) FEPIFEEILIEfE I (extensions)
authorityKeyIdentifier (extnld :== 2 5 29 35, critical :== FALSE) | &
AuthorityKeylIdentifier R ERA T O AR E 3 A
keylIdentifier NGk ok GRS
T . OCTET STRING
it 383E/7 D subjectPublicKey ® Hash | * & 7- 5 M & % 17 % © i W =
B subjectPublicKey ¢ Hash fi&
subjectKeyldentifier (extnId :== 2 5 29 14, critical :== FALSE) | f&

SubjectKeyldentifier B REHEIT A B O ARSI T 5 15 #
keyldentifier 2N B g oD 3 A1 1
A . OCTET STRING
1l : FiT A & @ subjectPublicKey @ Hash | *F|H&FEHZED subjectPublicKey @
il Hash i
keyUsage (extnId:== 25 29 15, critical :== FALSE) &
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KeyUsage

#E o H Y

Al : BitString

& : 11100000 11100000
(digitalSignature,nonRepudiation,
keyEncipherment)

cRLDistributionPoints (extnId :== 2 5 29 81, critical :== FALSE) | {&

cRLDistributionPoints CRL A A A > b
DistributionPoint CRL B AR A b
fullName CRL % il {3 % URI
Bl : OctetString
& : http URI (ldap URI) *CRL 23 fid /i &4 % URI
http://mpkicrl. managedpkine.jp/mpki
/NipponRACertificationAuthority3 ~
6/cdp.crl
H LI
http://mpkicrl. managedpkine.jp/mpki
/NipponRACertification Authority 3G2
~ 6G2/cdp.crl
subjectAltName (extnld :== 25 29 17, critical :== FALSE) &
subjectAltName Al B T A O R4
rfc822Name A—=NT RLRZAT
B . TA5String
i <<fEAEFTEEHEA—AT FLA>> | GEREFAH A —LT FL 2
otherName ZOMDH AT
userPrincipalName UPN (Windows & 7" 4 AZfE T 5 4F5)
type-id 7 =s ID
. OID
fitfi © 1361413112023 1.3.6.4.1.311.20.2.3
Value

3 E
A . UTF8String

=

B <<a—H 7V IR 4>>

AV 4

extKeyUsage (extnld :== 2 5 29 37, critical :== FALSE)

&

extKeyUsage
KeyPurposeld

emailProtection

BOMMH B/ (JE5K)
1 B /Y ID
A= ARERIT

. OID
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smartCardLogon

clientAuth

B :136155734

Windows A~—hF— Ku 7 4 F]H

=

Al . OID

f:1361413112022

7747 v FRFERI
A OID

H:136155732

1.3.6.1.5.5.7.3.4 (email Protection)

1.3.6.1.4.1.311.20.2.2(smartCardLogo

n)

1.3.6.1.5.5.7.3.2 (clientAuth)
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