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(ERR 15 425 H 30 HIEMERE 57 %), KOHARRAZEA S5, ITEREBIN E D 5l A 1F
WOREIET DHA RTA NZHESTROH D,

£72, BARAIL, KBFFROEED S bEABHEYTLEBICONTIE, Web ¥4 R T
NHTHTITANR—RY o — 2T 5,
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9. 4. 2 {@FAARHELTHELIASER

AFBRERIE, Y — e 2R thds K ORIHA A B AR D & B8R ~FEN FH O FAT £ 7213
KD REFECGEND, R4, EFEA R, TOMOLERFI LY FFEOME A Zih] T %
ZENTELLDOZEEAERE LTH D,

9. 4. 3 {FEAFEREALEINGEMER
AREBFERIE, ARCPS9. 4. 2 ([ZEDDHIERLIMNE., BATEHRE L THR IR,

9. 4. 4 {EANFBRZEREILIRE
ABIED MR T D ENFROREIEIL, ACPS 9. 4. 1 (TEDDLEBY LT D,

9. 4. 5 EANEBROFEHICETIBAADBENE &LURE

AFERERIE, REAFOFMHRFE S L IZKRGDHFEZ S - T, ARIEES LLEE T 5
NEBROER OABEFAE PR LD LT D,

9. 4. 6 TFIEFHBERFITEEHRICEIKLH

AFERESR THUE O A #ICE LT, #f) b, T8 EZ O OIENFHe & ORIz
THBOPITRERN O T h . ABRERIL, YH%MABRZHAT T8 TE 60D
&#éo

9. 4. 7 {OERLAMDIES

ARRRERIT, KB O a2 SMBOEFERLICEFET 256, WEF e ZiEsthiad L
THFRT2 LD, Zoga, ARERIE, ZRSAIC X EROWRZ P T2,
Zittt & ORI TRERFFICET 2K 2k L, STRZ2 #5510 %,

9. 5 HABEERE

BEOGENRINZNGEICIRY . LUTOFRICED 2T TOMBMEREIT. AA
RA F 72 I3AGRAE RO — B R 5 AR DI AL X T A o —IZIRBT D HD
L2,

(1) AREERHOFAT LIFEE. FEAE O K2

(2) A CPS B L O D fth B S E:
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(3)
(4)

9.

ATRAE R O /ABREE RS X O
ABARD BRSNS YT h =T, A=K Y=

KB L OIRIE

9. 6. 1 HITRORWAELVREE

RATR &8 T 53, ARREREMKT 28ITR L L TEITROFBH OZTIZHT-
V. UToHRSFEZAD Z L ERH LIRIET D,

(1)
(2)
(3)
(4)
(5)

A CPS A - I FBRE R MBS DL BRI E 2T H 2 &

BRSO OFRIZE S E EMEICGEAEDORITB LR EITH Z &
CRL DRITB L OABREITH Z &

AEAEICFH SN DGR E . HEEIChHSTHREN B L TNDHZ &
AR CPSIZHn T2V AT LOERB L OSER 21T 2 &

9. 6. 2 EBHRBEORPAL KR

HARA X, RBIERZWNRT 288/ & L TREROEBDOBITICHZY . LU T DRSS
2R D T LR LIRGET D,

(1)
(2)
(3)

(4)

A CPS B L UBEREHE Z E T 5 2 &
FATR~DOFEHAERITE LR O B EREITH 2 &

FEAEORITE PFEEICIELBA L, 720387 SNiERAEL E L BT
LTk

AIEIZBE SN BRERORE, EBORNBITICK D BAELLFREICHL, 58
A 72 T T H Z &
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9. 6. 3 FABOXRHALKIUVRI
FIRFIL, LLFORBEA S = L 2R LIRIET 5,

(1)
(2)
(3)
(4)

(5)

(6)
(7)

A CPS B X UBEF#HE L ETTHZ &

ACPS 1. 5 THEINIEWHERBLZETTLZ L

FIHHFEICH T2 HEEE DA RIS 2 E RN FfEch D 2 &

MEEHE, NAT— RIZHOWT, ik, WX, B=FICEHEH - BAREMTDA
ROER, PO ERE Lo THEICET S Z &

ARCPS 4. 8. 1 WrRTHRICEENHDHEE, RACPS4. 9. 3 ITfEW,
B2 RPFHEEITH 2 &

HRWIM D T LIt EBS L OERS S i EZFEH L2 &

Bt SV RE B 2 7P i SN ISR DR VA =T 52 &

9. 6. 4 EEIFREORFALSLIVRIL
RS FHIL, UTORBEAD 2L 2RI LRI 5,

(1)
(2)
(3)
(4)
(5)

ACPS 1. 5 THEINAEHAEH®RZ ML &,
AEAEOREOMEEFIC LY, AEAELGEET 2 0G0 HET5 2 L,
ARBFERAFAT LT-RERE O A2 & SliliF = OMR L2179 2 &

CRL T & 2 s kO F DGR 21T 5 Z &
ARHEIZHESNIZREORBITIC L O RAE L FRICKH LELEZAS Z &

9. 6. 5 {HOBEFREOCRASLKVRL

HE L2,

9.

ARFFEERIE, ARCPS9. 6. 1 . 9. 6. 2 |ZEDAMHIFICEE L CTRAET AEHHE
ELADOEEIZHOWNTIE, ARCPSIZESSEBARBEITIZCE L TV b BEHADR,
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9. 8 EEHIR

9. 8. 1 FABEBDEHKER

ENAE IS N ﬂ%%ﬁ$a€9 6. 3ITIER LI LICTEK L TAELZEEIZONT,
ARFERIE, BRE IS L—UoBELEEZADRY,

FIAZEDRARCPS9. 6. 3 ZHBRDE - #HITEK L TWD Z ERWLNRGE. K
RAERIIFAE ~OFEF OB ZIT O Z &2 < FIAFITK L TRIT LI EZ LB &
HLIENTEDLHOE L, UK LAIAEIZ—UIOFER, BEHP LLTE2ITH 2 &N
TR,

9. 8. 2 (EEYUEZFOEHER

ZIKDLRIE)%i 1m*§é$%ﬁ)K CPS 9. 6. 4ﬂlﬁ}ib7‘:\_ E. Lfébf_*ﬁi D
WT, BIREFICK L -0 ELE A DR,

9. 8. 3 AuHHE

(1) FEBIESC CRL OBUS, FIAZFICLVFIAE S LAUAIGEEEEDa L Ea—F U X
T LAEIIEHENERE B A DRI E VOO EENELTH, 20
HiLx —UabiR,

(2)  FIRAEDS ORNFFE O AR TORNLEE | EY el X 0 BT
L7=BE,. ZhICX A LEREICOWTL, HERESRTL TRV,

(3)  AFRAEROBEILIZPE S Fn@EE 4 FhE L, FEIRLARRIZIAE L HBEIZ OV T,
BEBEETE YA DR,

(4)  WIZBT2EREITRPUC L - THIAE ., ToME =% (GEEZE0LNIN
RG22 ICHERECLGETH, ZOEMTEZ AL,

(7) K okSEL FEL A, dok, HIE, . BE, A

(1) NS g Hidn, B NEL, RS

(7) FHIPr, BUNF. ATEL AITEICLDES. AMEH. Mm%

() BIROMASE (£, BERROFE LS RRGER LN D > AT LD IR

(4) Bl B b U< I3 EEBRA i%w (AR D VAT AEAEIET DR
b % & ARGRRER D3I L7 5

(#) Km£5ﬂJKGS_%O<%%%ﬁﬂmﬁﬁbtK%@b%f\K%
BEITH LUIBITERZEL S, 20 ORRICELZ L Lo
LFE RN

(%) Z DMAGEILR O FIIFT <05 S5 FH
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9. 8. 4 RHE

ARFFERIE, AR CPS ICHE SN EBLER- SR Z LICER LT, FIHEEIT
RS EE I L THREL S X THAOREIC WL, JRED 5,

722 L, ABFERMOFITR S el bR LT, ffis, MEgERE, £
T RO EZMOTRIRE, ARAETENELRIET IBICHV IR ST LT ) XA
DIMEIZ L DHE, arva— 430N RAMOKEBICLZ2BELLIOT —% Ok
IZOWTIEL, WA RDIGATHL—UOBETEADR, £, RRGERIL, ARREER D3
119 DREAEOAREE) 22 IR U CRAE L-SMEECx LT, FAE, 2oE =
F BHEYFET LN INICERL W) 2L, —HoFETEZADRV,

9. 9 i

FAAE, FEEOITHICER LT, HFICHENE LSS, KliEREREShD
bo b L, FIHEEFEEET, AFEEORDZ/A I,

9. 10 XEOAVHMLEET

9. 10. 1 XEOHEMDIM

A CPS IE, AR CPS BhH X AERNERD, ARCPS 9. 10. 2 Tid#d A4 CPS O
& T LARITCA CPS NG & 705 Z L 1d 720,

9. 10. 2 T

AKCPSIX, ACPS 9. 10. 3 IZHIFA1FmSHELRE, ARGERNESREZKT LT
FESCHEZhE 725,

9. 10. 3 RKRTOEELEGKE

ACPS 9. 4 .9.5 9.6 .9.7 .9.8 .9.9 _9.10. 2
9. 10. 3 . 9. 13 .9. 14 9. 16 OHEIZOWTITIA CPS Ok TH#
b, T HbDET 5D,
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9. 11 fExOBEBRERICKT 5B & ERE

AFRRER 2> DRI E (6 LRI O@E RSB E L T o oG, WU FEREZ H - TTH

9. 12 ET

9. 12. 1 WETFH =

AR, HLEEE??1£%®?EI? WCHO X MHE, K CPS OUETEITH ZEMWTE D,
B EE)%E\@ET-@ F T LEANS O EMZE £ IXAWRE O 2572 % . AR ET
BNUGETOERBEIT I,

9. 12. 2 EHAEELHM
K CPS ODNFICEENH - T2 8E 1%, FIHE K L CEE@EET 5,

9. 12. 8 #AIPxH FEANFOEEER

HE L7,

9. 13 HmPERFERE

A CPS IZEES S FAFER I DA U A G oW T, HT G2 E— RO H B &
fEEHIT &5,

9. 14 %L

AR CPSIZHAFRIEEBE OO AE L DMEIT OV TIEL, BAREOES AT 5,

9. 15 #EHAINhDHEHE

BUE L7awy,
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9. 16. 1 5X£8E
I

K CPS ITBITHAEEFHEIT., FHEROTEDZ L TWABRAZBRE ., A CPS NekET 7213k
TENRWIEY , OFTRTOABEEHELVELEEIND,

9. 16. 2

%

i
AL, BERBEBIB T, FoE~OREE B,

9. 16. 3 HETaEY
A CPS B HBEN, (AHAOIEICL Y, MR FE - ITPUTRARETH 5 & Shi-4
BICBNTH, BROREIFTED TH Y, YEFOZRICHE AN EET 5 & 5 i
%,
FLHIRR, R3E, %3, FIHREOHREICHOWTHET 24K PS OFSIEIT, fho
HELIINEEL, $72. ZOFEICH> THITARTH D Z LICHO T HHHIIAET DD
DET 5,

9. 16. 4 #T (FELTERALEFDOKE)
HE L2,

9. 16. 5 XE¥
HIE L7,

9. 16. 6 HE

EgEll
A CPS 1. 2011410 A 1 BB iEfTd 5,
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p—d
o
=
ap
jul

i

o T —HhA7 (Archive)
SEHEORITIERE., KB 2 VB0 U CRE R REZIRRBIC CRIIRE 5 =
&

o T Ut A (Access Control)
22— ORISR U=l 21T 9 Kk, T—X~DT 7 AZHOWT, BENFHA] S
NTWDHANIZRED T 7 EATE S X5 ICWER), SR FIETHIETS Z &,

o T )LIY XA (Algorithm)
ZZIERWVWTE, BET7 T Y) AnE ST, Ko7 3 A A, Rk LT
—HEDZE A L CEH A 55 = IS EMRIR EE e U T 5 72D ORISR BL L 72 H
HIDEE VY 24657,

o AT 2—/L (Cryptographic Module)
B o8 DA, RE. FIAZREIZBWT, BX 27 0 2ERTH2HITHEAS N
HITRTx2T  N—KRuxT7 HH5NEFNE AR DT EE,

o —IH% (Suspension)
AERAEOF/ VAR A ICFERA E 2 — RIS 2R BBl D 2 &,

AT
o Y (Key Pair)
ABRgENT 5 U BT 2 AR L O ICKIS T D ESEE, 2 DO8T, — O
MO O A E & HE R WHEE 2R,

o #E (Key Length)
BOESZE Yy MITRLELD, BEOMEZRETHEED 1D, —KIZHEN
EWEEfmnsnic<nwe snsg,

o FEDOTEFE (Key Escrow)
FAE B 72 1T ABRSE 2 5F — R I ORI E T D 2 &)
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M L (Activation)
VAT WRRER A TRERIRRIC TS 2 &,

o IEMALIEH (Activation Data)
VAT AREEELIEMALT AT OICMNE L T — %, BARRIZIX, PIN 22— KX
INAT L —RELIET,

e fa¥h{k (Compromise)
R SO B AL T R OREEMEDS . EECIRIR, 5 =& I K 2 MHiEIC L > Thb
e, b LATKDNIZ RO H D FREDR ALV 5, il R OMERI fasrt L
7% A . UikiBil R B FIT SN2 TOFEHEDFEFEMEN Kb D,

o ABA#E (Public Key)
NBREERE S RUCBIT AT O H0—2 T, BEMHFEOMAICEHSETHAL
THH I 2D,

o ANBR#EEFE 5 (Public Key Cryptographic Algorithm)
B L7z 2 o0dt (ABREE & fnmdt) 23 2 I Prms 5770 (asymmetric
cryptographic algorithm) ® 1 > ToH Y, —H D (ARG TR L LT — 1L,
iz gt (FEdE) TORESTTETLHE IR TWVD,

1T

o HCOZELIFHZE (Self-signed Certificate)
RN, B AR T 572 DI T DR E, FEEICGEE S N D REHERITE
& (Issuer) &#%47# (Subscriber) & 2SF—IZ725 T\ 5, A CPS TII/L— hid
AEJRREAE & FEH L TV 5,

o K% (Revocation)
FEEO AN, E#EN IR D L <ITZ ORREMN AL LIoGE . EHE
DOFRHARICEENE L HEHEIZBWT, GEHELZENICTHZ &,
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47h U A K (Certificate Revocation List = CRL)
KA UIGEHED Y 2 b, KU 2 MOiE, GEHEZRT LERIERIC L 5 BT B4
BfFEN5,

SFBAE (Certificate)
FRRIEX G OFRITE ® & AR E RS L TWD Z & AT 28130, WRikEx5
FOWHAIER, FOAMEE, SORHER - #PH, BITRIER4A 73? ENETr—H O
WIZ, BREROEFELZ M2 O,

FFAAER Y o — (Certificate Policy = CP)
FORER N RERIE A2 FIT T D BEOE M F#t &2 E o 72 30E,

MY EHE (Relying Party)
FERHEZZITE - T, ZNE2E#E L T 54,

HANAHK LT (Time Stamp)
B CE DA E B EHIC L » TEE SN AL 2 LI, v VRIS INDIFRD
FEAFA 2 7R 97,

Il

HRIRREER (Intermedlate Certificate Authority)
J:’fi@nu HE)E,'J uuuiﬂi’x j'é & & D ﬁ %@Eé %%uupiﬁ“é pupﬁ% ZI:CPS
IZBWT, *'Jﬂﬂ%@ﬂﬁ)?%%%ﬁ?‘%ﬁ&@’@%éo

k)R (Registration Authority = RA)

REREDORITPRE D 7 v 2B N T, RAMMHERSEILR Y AT A~DT — 54
PR D —HHREE A RERE R O KGR & 2 TYT O MRk, BRI, FEAERB LR X
N DAERIFAT DR,

EE4 (Electronic Signature)
MEWRSAANTH L Z L ZFEATHEFNRT —F T, KB TIET I B4 %E
FTF—=HIZLTZbDOLEENDN, T2 TiE, TYUHXINVEL (digital signature) DE
BRCHWS, BMRMICIX, BAXMET — X Oy v 2 Bk LT, g CrE Sk L
eb?, BFELOWREL. BEFELEARBETES LIEL TOT —Z Dy v afl
LERAETHZETHREE R D,
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FER (Certification Authority = CA)
REAEORIT, K2h, KhU A N OBIRED —E R E21T 5 FH S /-l

FEERERRME (Certification Practice Statement = CPS)
FRRER O HEME, e & XHAMNOR T 72002, SRR OEM AL, oA - FHE,
WP HEEEZ E L2 b o, FIHE - BEEZEOFIEROIMNBE IR END b D,

4T/ (Issuing Authority = IA)
BEJFICRBWTHER - ARSI, HMESNDEHEORITHRICH L, E1FB4 1T
VN, EBREEAE T T HHEES,

g (Private Key)
NGRS RICB T 28T D5 b —oT, AT bRV E D IR L
THLH,

N o2 B4 (Hash Function)
T — R BB BMEIC Lo T EOEIICH/INSE 5288 Thy ., Bigpr 250N
IHMENSR CHMEZRHT 2 2 & NREEZRBEE, HIMENO ANEEZYE T2 L
I ATHE,

N3 2 fd (Hash Value)
o OMEICKTT DNy 2 BEOMIIE, [y v 280 2,

WEEE T 2 —/L (Hardware Security Module = HSM)
BEEY 2—LD ) bA— Ry =7 IZ LY FERELZRIERT 288, FICEEER
TR S, M2 Wz b bR R MR E SR A M AT EY 2 — LD L,
ST 22—/ B,
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74 H—71Y  k (Finger Print)

HOBAGEAER EOFEHERL I A SN TN L ZFEHT 72007 —4% (N
vy aff) OZEEWD, EOFENME - THDL I LAFIHTEDLZ L,

RETE IR TV D, SHA-1T (Ny = B30 Ik EHLET o o =70 v ME
40 HiD 16 EEHETH Y, 10 ~ 9] KW TA] ~ [F] OXXFOMEETRIND, T2
L., 74—V beFRrdT DY 7 by =7 OFFEIN—Va Ik, K
LF AT OEE, ) AT T ] (A=) OMNINELRRTERRRDZ L
N5,

HENEB (Dual Control)
FEERA~OT 78 A VAT LER - BFEIZBT 5 R EATRAZMIET 5212, #H3K
DONENEEEZ B S, 2EBNENETNOEIKEZZ(TL UILO THED
BEREMEI K L O IC T D EET R E e,

a7 5 A/ (Profile)
FEAE (A B4R E, FIHFEHGERE) | K%Y 2 & (CRL) HEOREFRD Z &,

RYU v —KGRF (Policy Authority = PA)
AFRRAER DR Y > —DWRER CPS (A CPS) DAKGREEZAT H . ABAERICIBIT D mE
BIER, HARR XS OEREX =Y 7 o %E%\ VW,

ARAMMEZE (Identification and Authentication)
A NSRS 2R OREREX RICET 2 1FMA, AN (KIK) ObDOTHDH I LE2FET D
1T %,
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51T
o L— FHFER (Root Certificate Authority)
AL ORFERIC L DFFEEZ T T, B O IEYMEEZFENT o & EALOFGER, AL AR
AET 5L — FEEEAZ AT L, b— FEEEOEEMIT, B REEEZZIT 5 2 & X0,
CPS AP 2 Z L2 ETREND,

e UMRT IV (Repository)
REAERRZN Y A b CPS 2R L, AEEF AT HICH LTI O OBRED
—ERAERMT D UAT A

o FIFAZE (Subscriber)
RKEBFER~OHGFEEARTHLEAD L ITEGETHY . ERIGEHELZ R T 5%
e,

e 17 (Log)
I U o — X OFFPRISCIEE Oftsk, BIEST — X OEZEEMTOIL- AR L |
BEE . BMENE., BENEENTEEIND,

A—G
e CA (Certification Authority)
[FRRER ) S,

CN (Common Name)
ITU-T (EEREXEEEG —T) fﬁ%ﬁ?bf:x 500 EEICRBWTED b, #l4
(Distinguished Name) OHFOOES>OJEME, BE . —HKRELFHR IEBANTHI
TAA) 2ET

CP (Certificate Policy)
[RERAERY —) &R,

CPS (Certification Practices Statement)
mu FEINEE ﬁﬂﬂﬁﬂﬂ %HE

CRL (Certificate Revocation List)
[zh) A b 204,
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e DN (Distinguished Name)
ITU-T (EBREAIBEEES —T) 23T L7z X500 BiEics VW TED b iziil4, C
(Country Name = [EH4) . 0 (Organization Name = #H##k4) . OU (Organization Unit
Name = #Hi#k#8/m44) . CN (Common Name = —fx#) FDJRMETHK SN D,

e FIPS 140-1 (Federal Information Processing Standard 140-1)
FIPS |ZPaRsE ARG MALPRHIM 245 L, 140-1 133 EY 2 — A M2 U 7 ¢ ik
EHEL TS, BEEYa— UL, EXxa2UT 0 bbb BEEERHD, L
DEHIZHET 2R BlRL V1 BEE LV 4 OWTRNICE TUIH 6
ns,

H—N
e HSM (Hardware Security Module)
(MBS HEY 2 —/L] B,

e IETF (Internet Engineering Task Force)
A X —F v NTHHA SN HT#mEL T Dk, A > % —F v b ORBERE(L ZHfE
95 IAB O TR, Z 2 TWRE SN HINEERIZ RFC & LTaRINL D,

e [PSec (Security Architecture for IP)
IP 7y R OB B EFBREEAT 5. TCP/IP BREECILAMICHWS Z &N TE S % v b
U—JETIET 58X 2 U T ¢ Bilf, IETFIC X VAL S L, 7 L— 2Rk, 7—
Z DR FALRZAZ N7y NOWS AT = v 770 8 B l{E O A 3 03 BlE ST
W5, IPSec 1E 21T D AHT & O#EAz #7021, IKE (Internet KeyExchange) 73Mif
MEhs,

e [SO(International Organization for Standardization)
EBSEAE LR, BRI RS H O D8IV T, [EEEAICEA T 2 5k - 12
WHOHEZ B E LTW5,

e ITU (International Telecommunication Union)
EBFE A (UN) OBRFIERI D 1 > Th 2 FHEEEXE(EEH S, BXRIEREOUE, S EAH|
HAEZERE LTS,
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° ITU-T (International Telecommunication Union - Telecommunication Standardiza

tion Sector)

[E] R B i 5 G O RUEE AR R LR,

e LDAP (Lightweight Directory Access Protocol)
AV H—=Fy b, A N TFy NVEDTCP/IP F v hU—7 T, T4 L7 R T —HX
— ATV BATAHEZDDO T v haj,

O—U

e 0OCSP (Online Certificate Status Protocol)
FEAED AT — & A (KA « —RHEIE L TWRWNE I ) B AF T A o TRIVWE Y
H7Fwa haj, OCSP 7 A4 7 k& 0CSP L AR Z (H—) L DMO@IETEICD
WTHERD RO TWD, 0CSP 7 T A 7 2 ME, 0CSP L AR ZIZH LT, MR E7RDFE
HEO ) TNVEFE, BEFEBLME THEET 2,
0CSP L AR Z1X, MWEDLEDH - -FEHEFEDREBLEFEBELFT & TRET 2,

0ID (Object Identification : A7 =27 FakBl+)
R T & 72 DA AR (IS0, ITU) TGk L7-ikB 7, BT L) AAR
SEHENITHEMNT D4 H (subject) DX A 7 (Country &4ZEDEM) 2lX, A7 V=
7 R LTREINLTWABOREAEINS,

PIN (Personal Identification Number)
ANGEBIE B D Z &, ARBIERICBWNTIL, FIHFEOMERZIEN LT 57290 PIN
K OFIRHE RT3 25 1C 1 — ROIEHALAIZHWS IC 7 — RPINA Z YT 5,

PKI (Public Key Infrastructure)
AR S R EHNWTIHER I AT A, 23a=/r—2a v AT 50X VT ¢
R T D2 DO —HEOFEM LR O —E X,

RA (Registration Authority)
MEGR 1 M,

RFC3647 (Request For Comments 3647)
REC &L1E, A & —% vy MIET DIEELEORIR, ZD 12 Th D RFC3647 1%, CP
HLIECPS ZERTAT-DD T L —LT—7 K OHA RIA4 U EEEL TS,
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e RSA
Rivest. Shamir. Adelman ® 3 AZSBHFE L7- ARG 2 HRD—>,

e SHA-1 (Secure Hash Algorithm —1)
BFBELFIEDOND Ny v a OO E D, JFXE 160 By F ORELEE (N
VafE) AL, BERKEOMEN THET S Z LT, BERTTHRXAXIA SN
TWRWOERET 52 &N TED, R —HnEEEEelD, Ny v afin
DI ZHBET L2 LI TET, LAY V2 BEERTIRDOR v E—U %1
5 2 LD THEETH 5,

e SSL (Secure Socket Layer)
Xy NT—=27 ED, 2507 7V r—3 a UROMAGGE, #8E O FbEIT) 7 'r
k=)L, K Netscape #EASBA%E L7z, HITP, SMIP, POP3 7 7V r— a V@D~
7 kv AEDETHWSD (ZZFHTTPS, SSMTP, SPOP3 & FES) , FBGE. M
FAGIZAE 5 FIELEE Ol TH HAbE TRD D L H1272-> TR Y, —#RIZIE, RSA,
MD5, DES %A VT 5%,

V—2Z
e X.500
X. 500 U —X%, ITU-T T 1988 Izt =ni=7 4 L7 FU - —E 2D (H
BAEHE) CTH D 1997 FITH LWMEES N2 5 Tnd, ZofskciE, 74127 R
DOERZ OREJEE, v — AT T V=7 FOERREDETEND,

e X.509
ITU-T 3D -, FFAERICET ALK, X—Ta a1, 2, 3 &bDH, ARFEILRZ
ITTAHFFAEIIANA—a 3 2HWWTEY, CRLIIAN—Ya v 2 20T 3,

e  X.509v3
FEFAEICEET 2 ITU-T D —T g > 3, BRIC= 7 AT v a v (JLREER) 245
Teln, el EANA[RE/RRERAED Z &,

e X.509v3 key usage
FEAET I AT v a v O—DOT, @#ERFIHSN D HNEZRETHDHEDOZ L, &
B4 SR IEEOEFF RN D D,
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11.

11. 1

(1)FEE AL A H I (Basic)

MEAE e 7 7 AV

JV— NREESREEA &

Version L]z
Version EFREAE T +—< > FON—=V 3 VRS
. INTEGER
it : 2 2 (Ver.3)
serialNumber &
CertificateSerialNumber EAREED VY 7 E S
& INTEGER
B == 88 kU TNNES
Signature &
AlgorithmIdentifier BIAEAE~OBLIERINTZEL TV
=Y X LORHF
(NPREERE S &~ o = BIED
Algorithm BTN RO TP FID
& OID
B KFBAET VLAY AL 1.2.840.113549.1.1.11(SHA256withRSA)
Parameters L =R NEIL " §
A . NULL NULL
fiE -
Issuer &
CountryName B REERITE OEA
Type E4 DA77 1D
& OID
fE:2546 2.5.4.6
Value E4 ofE
M : PrintableString
i : JP JP
OrganizationName B REERATHE OMMRA
Type Wik 047 =27 FID
A OID
5:25410 2.5.4.10
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Value FELRAL DfE
%1 : PrintableString
fifi : <<£ B> Nippon RA Inc.
CommonName - AEEIEATE O A 4 TR
Type HALHOAF T =7 b ID
& OID
fiti:2543 2.5.4.3
Value A FROE
i : PrintableString
fili : <<Root FRFIESm4 Fr>> Nippon RA Root Certification Authority
Validity &
Validity B REZEO A2 20 4
notBefore B 4 I I
A UTCTime <G RNBAAA AR (1)
& : yymmddhhmmssZ yymmddhhmmss
notAfter #&T HIEE
A UTCTime kAT HIRE (1)
& : yymmddhhmmssZ yymmddhhmmss
Subject 1l
CountryName B REERITE OEA
Type E4OAT =2 1D
& OID
f:2546 2.5.4.6
Value [E4 OfE
T . PrintableString
i : JP JP
OrganizationName B REERATH OMMRA
Type Wik 047 =27 FID
& OID
fE:25410 2.5.4.10
Value HHRRA DA
M : PrintableString
il <<fFF>> Nippon RA Inc.
CommonName H-RER EIETTH O EAH 4P
Type EHAFOA T =7 b ID

A OID
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fili:2543 2.5.4.3
Value HHFROAE
%I : PrintableString
fiE : <<Root PG4 Fr>> Nippon RA Root Certification Authority
subjectPublicKeyInfo U
SubjectPublicKeyInfo A RAEEIEATE DO ABHHE
AlgorithmIdentifier B g7 L3 X A0 (NBREERG = &
Ny Yo B
Algorithm 7Y XA0AT V=7 b IDRSA
PUBLIC KEY)
A OID
f6:12840113549111 1.2.840.113549.1.1.1
parameters BAHT L) XLDBEK
. NULL NULL
& -
subjectPublicKey N
i BIT STRING
i - PRSI 2048Bit
(2) FEPHEAEENL IR Ik (extensions)
basicConstraints (extnld :===2 529 19, critical :== TRUE) &
BasicConstraints FEARI IR
cA CAMNWEIDETRTTFT
7 : Boolean
i : True (CATh5) TRUE
subjectKeyldentifier (extnld :== 2 5 29 14, critical :== FALSE) ER
SubjectKeyldentifier BT AEAERITHE OARSICEET 215 H
keylIdentifier INBRSEDTHH
7 . OCTET STRING
1t : 384735 ® subjectPublicKey ® Hash
i
keyUsage (extnld:==25 29 15, critical :== TRUE) ER
KeyUsage FEOEHAM
M : BitString
& : 11000110 11000110

(digitalSignature,NonRepudiation,
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‘ CertificateSigning, CRLSigning)

11. 2 FEREFERZF
(1)FEE AL AT (Basic)
Version i
Version EFIHAHET +—~y FOAN—=Va UFE
& INTEGER
fE : 2 2 (Ver.3)
serialNumber &
CertificateSerialNumber EAAEHED VY 7 AEE
. INTEGER
0 2 =— 2 ¥R kU T NEE
Signature &
AlgorithmIdentifier B AEAFE~DOFELIEH S NIZBEL TV
=Y X LD
(ABRgERE= & Ny > = B30
Algorithm BHTNAY RO TP bk ID
A OID
fill : KBLTNLITY XL> 1.2.840.113549.1.1.11(SHA256withRSA)
Parameters BHT A ZLDFIH
. NULL NULL
18
Issuer L)
CountryName EREERITE OEA
Type E4 DA77 b 1ID
Al OID
fli:2546 2.5.4.6
Value E4 DfE
7 : PrintableString
fi : JP JP
OrganizationName - REAEIEATE O
Type M4 A7 = 7 b ID
Al . OID
f£:25410 2.5.4.10

68

NRA-PKI A FBRERAZFEFER CPS verl.00

Copyright 2011 Nippon RA Co., Ltd. All Rights Reserved.



Value FELRAL DfE
%1 : PrintableString
fifi : <<£ B> Nippon RA Inc.
CommonName - AEEIEATE O A 4 TR
Type HALHOAF T =7 b ID
& OID
fiti:2543 2.5.4.3
Value A FROE
i : PrintableString
fili : <<Root FRFIESm4 Fr>> Nippon RA Root Certification Authority
Validity &
Validity T AR E DGR
notBefore Bikh B I 2 —VREHER DM +5F 1~ H
A UTCTime <G RNBAAA AR (1)
& : yymmddhhmmssZ yymmddhhmmss
notAfter #&T HIEE
A UTCTime kAT HIRE (1)
& : yymmddhhmmssZ yymmddhhmmss
Subject 1l
CountryName B REERITE OEA
Type E4OAT =2 1D
& OID
f:2546 2.5.4.6
Value [E4 OfE
T . PrintableString
i : JP JP
OrganizationName B REERATH OMMRA
Type Wik 047 =27 FID
& OID
fE:25410 2.5.4.10
Value HHRRA DA
M : PrintableString
il <<fFF>> Nippon RA Inc.
CommonName H-RER EIETTH O EAH 4P
Type EHAFOA T =7 b ID

A OID

69

NRA-PKI A FBRERAZFEFER CPS verl.00

Copyright 2011 Nippon RA Co., Ltd. All Rights Reserved.




fili:2543 2.5.4.3
Value HHFROAE
%I : PrintableString
i © <<FERAERAT R4 H>> Nippon RA Certification Authority 1 or
2
subjectPublicKeyInfo U
SubjectPublicKeyInfo A RAEEIEATE DO ABHHE
AlgorithmIdentifier N SE D INGT 1 E MNON [ e
Ny v B
Algorithm 7Y XA0AT V=7 b IDRSA
PUBLIC KEY)
A OID
i :12840113549111 1.2.840.113549.1.1.1
parameters BAHT L) XLDBEK
. NULL NULL
& -
subjectPublicKey NG g
i BIT STRING
i - PRSI 2048Bit
(2) FEPHEAEENL IR Ik (extensions)
basicConstraints (extnld :===2 529 19, critical :== TRUE) &
BasicConstraints FEARI IR
cA CAMME I ETRTTFT
7 : Boolean
fil : True (CATH D) TRUE
authorityKeyldentifier (extnld :== 2 5 29 35, critical :== FALSE) ER
AuthorityKeyIdentifier B REERITE O LGB T 5
keylIdentifier INBRSEDTHH
7 . OCTET STRING
fE : Root F8AE/R ® subjectPublicKey ™
Hash fi
subjectKeyldentifier (extnld :== 2 5 29 14, critical :== FALSE) ER

SubjectKeyldentifier

keyldentifier

EREREIATE O RBASETEI T 2 H#H
INBREEDTRA T
Al : OCTET STRING
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fi& : Root F&FE/R) D subjectPublicKey @

Hash f&

keyUsage (extnld:==25 29 15,

critical ‘== TRUE)

KeyUsage

#OEMHK
7 : BitString
fi& - 11000110
(digitalSignature,NonRepudiation,

CertificateSigning, CRLSigning)

11000110

cRLDistributionPoints (extnld ==

2529 31, critical :== FALSE)

&

cRLDistributionPoints
DistributionPoint

fullName

CRL fidftARA >~ b

CRL fidftARA >~ b

CRL % filft4 % URI
71 TA5 String

f : http URI (Idap URD)

*CRL 23 A 75 URI
http://mpkicrl. managedpki.ne.jp/mpki/

NipponRARootCertificationAuthority

11. 3 FEHAZEBRZIY X b

(1)CRL 1% fH 5 (Basic)

Version L)
Version TEr =~y NON—=T g UFKE
. INTEGER
i : 1 1 (Ver.2)
Signature ER
AlgorithmIdentifier FERIERZN U A b A~OFBLIEA S NIZE
TN Y R DO
(ABHEERS 5 &N o = B35
Algorithm BHTNAY RLDAT Y7 k1D
Al . OID
i KBHTATY XL 1.2.840.113549.1.1.5(SHA-1withRSA)
Parameters BATNAY ZLDFIHK
7 . NULL NULL
18
Issuer fE
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CountryName FERIERZN U A R ERAITHE OEA
Type E4 A7 =2 b ID
A OID
f:2546 2.5.4.6
Value E4 OfE
#1 : PrintableString
& : JP JP
OrganizationName FERAEEN Y X D IEITHE OME4
Type M4 DA TP = 7 kD
A OID
5:25410 2.5.4.10
Value HRkA OfE
. PrintableString or UTF8String
il <<faFp>> Nippon RA Inc.
CommonName FEBIEERZ) Y A MRITHE O EA LR
Type A4 TOAT S =2 b ID
il OID
f:2543 2.5.4.3
Value SRS NOL
i : PrintableString or UTF8String
E : <<FAT R4 FR>> Nippon RA Certification Authority 1 or
2
thisUpdate EN
thisUpdate B2k H
Al . UTCTime * A RIBHAA A
i - yymmddhhmmss #l yymmddhhmmss
nextUpdate B
nextUpdate IR T H If H2hBAGAEH 25 10 ARt
Al . UTCTime * HUHT T OE A i
i - yymmddhhmmss #l yymmddhhmmss
(2) CRL FEAELIEfEIK (extensions)
authorityKeyldentifier (extnld :== 2 5 29 35, critical :== FALSE) ER

AuthorityKeyldentifier

keyldentifier

FEBIE R Y A DT H DRSBTS
T
INBREEDTRA T

NRA-PKI A FBRERAZFEFER CPS verl.00

72

Copyright 2011 Nippon RA Co., Ltd. All Rights Reserved.




1 . OCTET STRING

i : 33E R D subjectPublicKey ¢ Hash | *323ER® subjectPublicKey ¢ Hash fif
&

cRLNumber (extnId := 2 5 29 20, critical :== FALSE) &

cRLNumber CRL O &=
A . INTEGER
6 2 =—r 22 % CRL OF 5

(3) CRL = > h V) fiEsk
revokedCertificates &

CertificateSerialNumber

FEHELRD Y A b Y T AES
#l . INTEGER

filf : 2=—7 7283

kU T NEE

revocationDate

I3 A Ry
Al . UTCTime

f& : yymmddhhmmss

(4) CRL =2 b U JESR AR

invalidityDate (extnld == 2 5 29 24, critical :=== FALSE) &
invalidityDate 2l H I

T . UTCTime

fE : yymmddhhmmss
cRLReason (extnld :== 2 5 29 21, critical :== FALSE) &

cRLReason KPR a— R (1) keyCompromise
(2) cACompromise
(3) affiliationChanged
(4) superseded
(5) cessationOfOperation
*unspecified X, cRLReason & L CH/
L7220,

11. 4 FIAEEHE
11. 4. 1 (FIFAEEE)
(1) FERIEEA L (Basic)
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Version L]z
Version BFEAEZ —~y FOAR—=TV 3 UF
=
& INTEGER
it : 2 2 (Ver.3)
serialNumber L=}
CertificateSerialNumber BFIEAED S ) T LE S
1 INTEGER
fitf : 2=— 7 2p%EsR * VY TNES
Signature &
AlgorithmIdentifier B E~OBAIHERAINT-BLT
LT Y X LD F
(ABHEERE 5 &~ o & 2 B3
Algorithm BLHTNTY RLDAT =2 M ID
T . OID
il : KBEHTNTY XL 1.2.840.113549.1.1.5(SHA-1withRSA)
Parameters BAHTINTY XADBIE
B . NULL NULL
fi& -
Issuer &
CountryName B REIERITE OE4
Type E4DOAT V=7 hID
5 . OID
fif:2546 2.5.4.6
Value E4 ofE
Bl . PrintableString
fiti - JP JP
OrganizationName B AEHEIITE OH4
Type Wk oA7T =27 HID
1. OID
fif: 25410 2.5.4.10
Value HRA DA
Bl . PrintableString
8 <<=t4 B> Nippon RA Inc.
CommonName B REIEIEA T O EA 4R
Type BEHAHOAFT Y =7 b ID
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fE:2543 2.5.4.3
Value I 4 FRofE
B . PrintableString
8« <<FAT R FR>> Nippon RA Certification Authority 1
or 2
Validity i
Validity B REHE O A I
notBefore B4 A AR LEE~BE1 2 A
Al . UTCTime * A NBALA B Rf
i : yymmddhhmmssZ 5] yymmddhhmmss
notAfter HET HIRE
Al . UTCTime KA RKET BIF
i : yymmddhhmmssZ 5] yymmddhhmmss
Subject &
CountryName EFREIET A A OE4Y
Type E&DOAT V=7 hID
5 . OID
fif:2546 2.5.4.6
Value E4 ofE
% : PrintableString
& : JP JP  *EE
OrganizationName B AL EITEE OMk4
Type Mk A7 =27 FID
5 . OID
fif: 25410 2.5.4.10
Value HHfk 4 OfiE
B . PrintableString or UTF8String
&« <<IAF D44 FF>> FIRENA TR
OrganizationalUnitName B IEHENEE OHE4
Type WELDA T 27 N 1ID
1. OID
fift:25411 2.5.4.11
Value B4 OfE
A . PrintableString or UTF8String
il <<FHFF>> Ak
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CommonName

Type

Value

EmailAddress

Type

Value

B REAERTAE OE A4 B
BAE4FOA7 Y =7 b 1ID
Al . OID
fif:2543
A 4 Bl
Al : PrintableString or UTF8String
fiff « <<FIHEH KA>>
B AEAEFEEDA—LT FL A
A—=)VT RLAOFT V=7 b ID
Al . OID
fifl : 1.2.840.113549.1.9.1
A =T R L ADfE
Al : TA5 String

i <<FIHZEDA—=NLT KL Z>>

2.5.4.3

FIHE K4

1.2.840.113549.1.9.1

*FIHEDA—=LT KL A

subjectPublicKeylnfo

[}

SubjectPublicKeyInfo

AlgorithmIdentifier

Algorithm

parameters

subjectPublicKey

B REETTAH OB

B 7 L2 Y X LOBT (ARG &
Ny Y B

WET7LIY XLDAF7 Vs b IDRSA

PUBLIC KEY)

I

.

OID

M :12840113549111

—

BALT VT X LDRIE
-

4 - NULL
il -
2 B
il . BIT STRING
i« ZAPRgEH

1.2.840.113549.1.1.1

NULL

2048Bit

(2) FEWEEVERLR K (extensions)

authorityKeyldentifier (extnId :==2 5 29 35, critical :=== FALSE)

[}

AuthorityKeyldentifier

keyldentifier

EREREIATE O RBRSETEI T 2 1H#H
BB DR T
Al . OCTET STRING

1 : FBFER @ subjectPublicKey ¢ Hash

=

=1

9T E AT H O

subjectPublicKey ¢ Hash i
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subjectKeyldentifier (extnld :==2 5 29 14, critical :== FALSE)

[

SubjectKeyldentifier B AEAEITEE OARICEET 5 1 #
keyldentifier INBREEDOTHRF

1 . OCTET STRING

it : FT 45 3 @ subjectPublicKey @ Hash
]

*FIREFEHED subjectPublicKey @

1 Hash i
keyUsage (extnld:==25 29 15, critical :== FALSE) &
KeyUsage SO AR

7l : BitString

fE : 101000000 101000000

(digitalSignature,keyEncipherment)
cRLDistributionPoints (extnId == 2 5 29 31, critical :== FALSE) &

cRLDistributionPoints CRL fdft A > b
DistributionPoint CRL fdft A > b
fullName CRL % i f+9 % URI

T : TA5 String

fif : http URI (Idap URD)

*CRL A3 415 URI
http://mpkicrl. managedpki.ne.jp/mpki/
NipponRACertificationAuthorityl or

2/cdp.crl

extKeyUsage (extnId :==2 5 29 37, critical :== FALSE)

([

extKeyUsage BOBAHBR (LK)
KeyPurposeld A HE) ID
clientAuth 7747 v NRGERI
4 . OID

flE:136155732

1.3.6.1.5.5.7.3.2 (clientAuth)

11. 4. 2 (FIAEFEBAE : SCL #MA)
(1) FERAEFAEIE (Basic)

Version &
Version BrEAET +—~y hOAR—=T g &
2
. INTEGER
fi£ : 2 2 (Ver.3)
serialNumber fE
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CertificateSerialNumber

ETAMED LY T ALES
7 : INTEGER

it ==— 7 7285

kYT NES

Signature i
AlgorithmIdentifier B E~OBXIHERAINT-BLT
=R N VIS
(NBHEERE 5 &~ & 2 B
Algorithm BLHTNTY RLDAT =2 M ID
T . OID
il : KBEHTNTY XL 1.2.840.113549.1.1.5(SHA-1withRSA)
Parameters BATINTY XADBIE
i NULL NULL
1 -
Issuer &
CountryName A REIERITE OE4
Type E4 DA77 b ID
5 . OID
fif:2546 2.5.4.6
Value E4 ofE
% : PrintableString
fiti - JP JP
OrganizationName B REHIERITHE OMRA
Type Mp oA 77 N ID
5 . OID
fif: 25410 2.5.4.10
Value FHLAkA DIE
Bl . PrintableString
8 <<=t4 B> Nippon RA Inc.
CommonName BRER B TE O EA 4R
Type EHELHOAT Y =7 ~ID
1. OID
fif:2543 2.5.4.3
Value & 4 FROfE

Bl . PrintableString

&« <<EITRAT>>

Nippon RA Cer

or 2

tification Authority 1
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Validity U
Validity BRI DA
notBefore Bilha H R HIHIE 341 » A
4 : UTCTime * A 2B AE A I
& : yymmddhhmmssZ %] yymmddhhmmss
notAfter KT HIRE
Al UTCTime kKT B
& : yymmddhhmmssZ ] yymmddhhmmss
Subject &
CountryName EFREIET A OE4Y
Type E4047 D=2 - ID
T . OID
ff:2546 2.5.4.6
Value [E4 DfE
T . PrintableString
& : JP JP *[EE
OrganizationName B AL EITEE OM4
Type Mk oA7 =27 HID
% . OID
fti:25410 2.5.4.10
Value FH A4 DR
i : PrintableString or UTF8String
il - <<FIZE OSt4 > FRENA TR
OrganizationalUnitName B EEE OHE4
Type WELOFT =2 1D
. OID
fi:25411 2.5.4.11
Value HEL OE
% PrintableString or UTF8String
fil « <<FIHFEBR1->> i Gl
CommonName B EITAE O E A A B
Type EHAHOAT Y27 1D
T . OID
fH:2543 2.5.4.3
Value SRSy 7Nl )

% . PrintableString or UTF8String
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8 <<FI & KA4>>

FIHE K4

EmailAddress BIAEHETAEDO A —LT RLR
Type A—=)LT RLADOFT V=2 FID
A1 OID
i : 1.2.840.113549.1.9.1 1.2.840.118549.1.9.1
Value A—)LT KL ADfE
B . TA5 String
il . <<FIFZEDA—NT Rl 2>> *FIHFEDA—NLT LR
subjectPublicKeylnfo &
SubjectPublicKeyInfo BRI EITE & OB SEE#H
AlgorithmIdentifier Wi 7 L) X AOFATF (ABREERE L
PN )
Algorithm ST XADAT7 Y =2 IDRSA
PUBLIC KEY)
Al OID
fE:12840113549111 1.2.840.118549.1.1.1
parameters BT NI XLDBIH
%l . NULL NULL
fiE -
subjectPublicKey 2N R gAE
% : BIT STRING
& - ABHEE 2048Bit
(2) FEPHEARENL IR Ik (extensions)
authorityKeyldentifier (extnld :==2 5 29 35, critical :== FALSE) EN

AuthorityKeyldentifier

keyldentifier

B AEHEIITE ORI T 2 1
NS DR
il : OCTET STRING

=

s BORIER O subjectPublicKey @ Hash

=

*E TN ERTEOERE D

subjectPublicKey ® Hash i

subjectKeyldentifier (extnld :== 2 5 29 14, critical :== FALSE)

i

SubjectKeyldentifier

keyldentifier

BT RE BT OB BT 2
N BRgE DT

7 : OCTET STRING

fili: B % 0 subjectPublicKey ¢ Hash

i

*FIRAEFTEHED subjectPublicKey @

Hash f&
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keyUsage (extnld:==25 29 15, critical :== FALSE)

KeyUsage

oM HHE R
A . BitString
fi : 111000000

(digitalSignature,nonRepudiation,

keyEncipherment)

111000000

cRLDistributionPoints (extnld :==2 5

29 31, critical :== FALSE)

cRLDistributionPoints

CRL fff A > b

DistributionPoint CRL BiffAA > b
fullName CRL % i3 2% URI
B : OctetString
fit : http URI (dap URI) *CRL 2\BiAi 8% URI
http://mpkicrl.managedpki.ne.jp/mpki
/NipponRACertificationAuthorityl or
2/cdp.crl
subjectAltName (extnld :==25 29 17, critical :== FALSE) 1B
subjectAltName AEREFTA T O RI4
rfc822Name A—=NT KL AZ AT
Al : TA5String
i <<EFIEFTEZ A —LT RLA>> | SEHERGHEA—LT FL X
otherName ooz A7
userPrincipalName UPN (Windows 7 7' 4 2 3 54 #5)
type-id *+7 =2 FID
5 . OID
flf:1361413112023 1.3.6.4.1.311.20.2.3
Value SCFSIME
B . UTF8String

1 <<z2—PF 7V 2L g>>

2—WFFY L

extKeyUsage (extnId :==2 5 29 37, critical :== FALSE)

[

extKeyUsage
KeyPurposeld

emailProtection

smartCardLogon

BEOMABR (EHR)
A B ID
A —VERFERI

A . OID
fli:136155734

Windows A~— hh— Knu 74 FlH

k2

: OID

1.8.6.1.5.5.7.3.4 (emailProtection)
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f6:1361413112022 1.3.6.1.4.1.311.20.2.2(smartCardLogo
n)
clientAuth 747 v NRGERI A
A1 OID
£:136155732 1.3.6.1.5.5.7.3.2 (clientAuth)
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